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(57) Abstract: The present invention makes use of the In- 
ternet (18) and its instant messaging cq>abiUty for the con- 
tinual alann monitoring of protected premises. A central 
wdi site (20) receives instant messages from premise com- 
puters (12) at computer controlled, programmable, vari- 
able time frames based on protection levels. The protected 
premise conqiuter (12) sends encrypted messages both in 
an alarm stale and in a normal state. This continual mes- 
sage traffic, reinforced by variable message timing estab- 
lished by the central web site (20) and known only to the 
coitral web site (20) and the premise amqniter (12X pro- 
vides maximum protection against compromise of die sys- 
tem since the absence of a normal message or the non-^ 
pearance of an expected message will constitute an alann. 
The central web site (20) dispenses alarm notification to 
local lesponders (police, fire dept.. local monitors) (24) in 
accordance with a priority system where the most serious 
alarm is reported first as well as notifying the premise own- 
ers (41) via paging or other conmnmication means. The 
central web site (20) communicates to the premise com- 
puter (12) to change message rates and enciypdon infor- 
mation as well as to ann the system. 
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TITLE: ALARM REPORTING SYSTEM USING THE 

THE INTERNET AND INSTANT MESSAGING 

CROSS REFERENCE TO RELATED APPLICATIONS 

This application is based upon and claims the priority of US Provisional Application filed 
on August 5, 1999 entitled " Monitoring Residential or Commercial Premises Through the 
Internet** whose inventor is Myles Kranzlcr and US Provisional Application Serial No. 
60/152,535 filed on September 3, 1999 and entitled " Alarm Reporting System Using the Internet 
and Instant Messaging:** whose inventor is also Myles Kranzler. 

BACKGROUND OF THE INVENTION 

1. Field of Invention 

This invention relates to a means to monitor many premises simultaneously using two 
way communications via the Internet instant messaging method and a central web site wherein 
each premise system will commimicate periodically with the central web site based on central 
web site modifiable control parameters. 

2. Description of Related Art 

The majority of present systems use land line telephone or cellular phones to report 
alarms to a designated agency. In the normal mode of operation the premise monitoring system 
locally monitors the status of the alarms and only in the case of a problem seizes the phone line 
and calls the monitoring agency for help. 

This type of telephone system is known to be susceptible to easy compromise. If the 
phone line is cut or the cellular transmissions are dismpted, the monitoring agency will not know 
that an alarm is present. The majority of current systems are one way (i.e. from premise to 
monitoring agency). This makes modification of operation complex. Once a system is 
progranuned for a monitoring site, a change in that site would require a premise visit This makes 
it difficult for the monitored premise to change monitors or have a secondary monitoring site in 
case of emergency at the primary monitoring site. 
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Current systems are able to use preprogrammed alarm sequences to assist in the 
determination of whether or not an alarm is false or not. These systems, however, are limited to 
one way communication and cannot disable or activate selected sensors to accommodate 
changing conditions or to establish alarm validity. U.S. 5,892,690 issued to Boatman et al 

5 describes an environmental monitoring system which includes monitoring assemblies at various 
sites of environmental concern. Sensors measure environmental parameters, such as air quality 
and store the data for each site as instructed by an on-site controller . The stored data is uploaded 
to a central, remote database where it can be accessed and sent out to a particular site. The 
remote database can be connected to a distributed wide area network, e.g. the Internet. This 

10 environmental monitoring system does not include means or procedures for notifying an 
emergency response agency when a site sensor detects a security breach. This system does not 
disclose means or procedures for testing the site-to-central database link for failure. The system 
does not require real time transmission of its data as would be required in an alarm system. 
US Patent 5,400,246 issued to Wilson et al describes a peripheral data acquisition, 

15 monitor and adaptive control system using a personal computer to allow the user to create a 
control configuration, test and change and operate the control configuration for diverse 
applications such as security systems. Measurement and configuration data are entered directly 
into the computer. Wilson et al discloses such a system adapted as a radio frequency security 
system for an automobile dealer in which security sensor transmitters are placed in each vehicle 

20 and send signals to a central station. The transmissions are logged on the personal computer 
^ch takes appropriate action in response, such as, dialing telephones and playmg recorded 
messages to police. Thus the Wilson et al patent also does not suggest an Internet accessible 
central database to be polled at the convenience of the security agency in accordance with the 
present invention. 

25 US Patent No.4,74 1 ,022 issued to Chebra, et al describes a remote subscriber interaction 

system. A central control unit (scanner) is coimected across a set of subscriber loops. At each 
subscriber's premises, an individual subscriber terminal (STU) is connected across that particular 
subscriber's loop. To each STU are connected the various instrumentalities which are to be 
monitored by the system, e.g. burglar alarms, fire alarms, etc. FSK modulated signals in the iqjper 

30 part of the audible range are transmitted from the scanner to the STUs at appropriate times. The 
STU's reply by means of similar signals to indicate the status (e.g. alarm, or non-alaim) of the 
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instrumentalities at the respective subscriber's premises. This transmission and retransmission 
is interrupted when the subscriber's telephone is off hook. In addition, a signal below the audible 
range (low tone) is produced at the STU , and transmitted to the scanner over the telephone loop 
when all the instrumentalities at the particular subscriber's premises are in a given state (e.g. no 
5 alarm). When the state of one instrumentality changes, low tone is stopped. Such stoppage is 
sensed by the scanner, and causes immediate transmission of FSK signals from the scanner to the 
corresponding STU, even though the associated telephone is off hook at the time. The reply to 
such transmission provides information about the reason for the stoppage, i.e. what is the source 
of the alarm. 

10 The Chebra et al system can be compromised by the insertion of a bogus low tone 

external to the premise and a simulated off-hook condition. The system is dependant on the 
cooperation of the telephone company and the placement of equipment in the telephone company 
central office and its volume is limited by the bandwidth of the telephone system. The signals are 
not encrypted and because they are transmitted at a regular rate can be simulated. When low tone 

15 is absent, the interrogation signal sent to the premise during the oflF-hook condition creates an 
undesirable disturbance to the user of the telephone. 

US Patent No.S,86 1,804 issued to Fansa et al describes a security and surveillance 
system controlled by a computer wherein sensors monitor for certain alarm conditions which 
cause signals to be sent to non-data pins of a serial port of a personal computer. The personal 

20 computer produces programmed responses to the alarm conditions. This disclosure relies upon 
the personal computer and proprietary software to alert security response agencies, for example, 
by cellular telephone and p^ing methods. Thus it lacks the central database and polling by 
remote security response agencies of the database via the Internet that is part of the present 
invention. 

25 US Patent No.4,477,800 issued to O'Brien, US Patent No.4,647,914 issued to Alexander, 

US Patent No. 5,136,281 issued to Bonaquist and US Patent No. 5,717379 issued to Peters are 

of possible relevance as representative of the general state of the art 

The aforementioned inventions fail to suggest a means or procedure for using the 

instant messaging feature of the Internet, afford protection against compromise through an 
30 Internet accessible central database M^ich can be programmed to poll periodically or randomly 

or on the occasion of a predefined event, encrypt the alarm status using a public key system, or 
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report alarms in accordance with a priority system where the most serious alarm gets reported 
first. 

SUMMARY OF THE INVENTION 
Briefly described, the invention comprises a premise computer, a means of 
5 connecting to the Internet such as a cable modem, a wide band telephone connection or a 
satellite connection, a central web site with computer capability, and the instant 
messaging capability of the Intemet. 

The present invention provides a high reliability, large-scale, alann monitoring capability 
using the instant messaging feature of the world wide computer network known as the Intemet, 
10 both to prevent compromise and to avoid the delays in alarm transmission inherent in telephone 
related systems. The use of the Intemet provides two way communication for the purpose of 
modifying premise configurations through computer control at a central web site, a feature 
unavailable in typical telephone systems. This capability also allows the central web site to 
analyze and route alarm information to locally associated response sites in a priority system 
IS where the most serious alarm is reported first (a feature not available in normal telephone 
operated systems). 

The continual conmiunication at a defined periodicity rate known only to the premise 
computer and the computer at the central web site insures that any attempt to compromise the 
system would itself cause an alarm (premise non-responding). This rate can be modified by 
20 random messages sent by the central web site computer to prevent any outside determination of 
inter-message access. 

The use of computers in both premise and Central Web Site permits encryption of alarm 
data and alterations with the keys under supervisory control. 

The invention may be more ftdly understood by reference to the following drawings. 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a flow diagram that illustrates the process of gathering sensor information and 
the transmission of that information using the Intemet instant messaging system according to the 
preferred embodiment of the invention. 
30 FIG. 2 illustrates a sequence of events that occur when either an alarm is detected or an 

"I am OK" message periodic time has expired and shows a sequence of events if no message is 
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received when expected. 

FIG. 3 illustrates a manner in which the Central Web Site determines that the premise 
requires a modification to its programmed actions. 

DETAILED DESCRIPTION OF THE INVENTION 

During the course of this description like numbers will be used to identify like elements 
according to the dififorent views which illustrate the invention. The embodiment described m Fig 
1-3 is the preferred raibodiment of the system and method of performing the premise monitoring. 

FIG 1 illustrates a system 100 for gathering the sensor data and transmitting to and 
receiving information from the central web site. The central web site 20 instantly recognizes and 
processes incoming messages through its continuous connection to the' Internet 18. The central 
web site 20 uses the Intemet 18 to transmit messages back to the designated premise containing 
the sensors 10 through an Intemet Service Provider ("ISP") 16. The ISP 16 is connected to one 
of three known possible premise communication devices, either a cable modem 13, a wireless 
device operating through a satellite 15, or a wide bandwidth communication system such as a 
DSL 14, any one of which permits continuous connection to the Intemet. The premise 
communication devices 13, 14 or 15 are coimected to an in-premise computer 12 containing logic 
control. This in-premise computer 12 receives local sensor data 10 and processes this data in 
accordance with programmed instructions contained within its logic section. 

In accordance with the invention, the premise computer 12 and central web site are 
initialized on installation with default monitoring information including designation of the 
sensors 10 connection points and communication protocol ( See Fig.2 21) Hie premise computer 
12 acquires the data and decides whether the information constitutes one or more alarm states. 
If it determines that an alarm is present, it will format (see description of FIG 2 ) and initiate the 
instant message. 

If the premise computer 12 is unable to communicate using the cable modem or other 
communication system (13, 14 or 15) it can, alternatively, call the central web site on the 
telephone. The ceq^ web site 20 can download the telephone number if it changes. This 
information download receives an acknowledgement from the premise computer. 

If no alarm state is found, the in*premise computer 12 determines if a periodic *'l am 
OK" message is to be sent and, if so, it. determines if this message is to include raw sensor data. 
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It then formats the message and initiates the instant message. The decision to send the message 
containing the raw sensor data is determined by a progranmiable occurrence counter. 

If an alarm state is detected the central web site 20 conveys this information to the 
selected response provider 24 through the ISP 22 serving the response provider. The central web 

5 site 20 receives messages from many in-premise computers and informs the response provider 
24 against a priority list where the most serious alarm receives top priority and is reported first 
(e.g. Should a panic alarm indicate an intruder, such an alann will receive priority over a report 
of an open window etc.) 

The premise computer 12 receives instant messages from the central web site 20 and 

10 updates its control data accordingly. If it receives a "please send last message not received" 
message from the central web site 20 it re-formats the previous message and re-sends it. 

The premise computer 12 can either be a separate device or can operate as a background 
task on an existing computer. 

Referring to Fig. 2, the sequence of events and the central web site 20 processing is 

15 described. The premise computer and central web site are initialized on installation with 
designation of sensor points and communication protocol. The in-premise computer 12 acquires 
data from all the sensors on a continual basis transmitting such messages to the central web site 
in a modifiable sequence known only to the premise computer and the central website and, vsdien 
the transmission time occurs sends an "I am OK" message or if a sensor changes state, will 

20 format 24 the sensor data into a defined packet. The packet is then encrypted 26 using a public 
key encryption procedure. The private and public keys will be updated at a controller 
programmed time period by the central web site 20. The premise computer 12 will have received 
the assigned central web site 20 public key at a previous time. It includes the central web site 20 
public key with each message to permit the central web site 20 to verify the key that was sent. 

25 If the in-premise computer 12 loses the key it includes a blank central web site 20 public key to 
indicate this fact. The encrypted message is sent 28, using either the cable modem, wireless 
device operating through a satellite or other wide bandwidth device continually connected to the 
world wide computer network as an instant message with the central web site 20 (whose address 
has been programmed into the in-premise computer 12) as the routing recipient. 

30 The central web site 20 receives the message 30 and using the public key supplied with 

the message and its own private key, deciphers the incoming message. The central web site 20 



wo 01/1 1586 PCT/US00yO7T75 

7 

verifies that the message 30 arrived at the expected time and resets the expected time to establish 
when the next message should occur in accordance with a modifiable sequence. If the message 
contains sensor change information, the central web site 20 recognizes the status of all sensors 
and determines 32 if the change in sensor(s) constitutes an alarm or an expected change (e.g. 
5 store opening in the morning at 8 am is expected) and if the alarm is true or false based on a 
predetermined set of scenarios for each premise computer. If a alann is determined 32, the central 
web site 20 determines the designated respondent 24 to that specific sensor 10 and , if a true 
alarm is determined, forwards the alarm information 36 in accordance with a priority system via 
the Internet using instant messaging or using telephone numbers previously programmed into the 

10 central web site to said respondent 24. Additionally, if requested, the premise owner is notified 
41 by the central web site .The premise computer 12 continues to send the sensor change 
message at a 'change in sensor designated time fiame' until the central web site 20 acknowledges 
40 the sensor change message. This acknowledgement is not sent until the local respondent 24 
acknowledges the receipt of the alarm message. Once the central web site 20 receives the local 

1 3 respondent's 24 acknowledgement 38, it sends the premise computer 12 an acknowledgement 
40. The in-premise computer 12 reverts to the standard message time frame. Any change in local 
sensors recognized by the premise computer 12 are latched (i.e. kept in the changed state 
internally in the premise computer 12) until acknowledged by the central web site 20. Once 
acknowledged, the premise computer 12 interrogates the sensors active state and, if it has 

20 changed back to its original state, the premise computer 12 again reports a change of state. This 
insures that even a momentary change of sensor state is reported. 

If the message contains updated sensor information (not a change) the Central Web Site 
20 verifies 30 that that information is consistent with the present stored sensor information. If 
present stored sensor information is not consistent with the message as received, the central web 

25 site 20 responds by initiating a request (see Fig.3, 46) for additional information including 
requesting a special response code stored in the premise computer 12. If this requested 
information is not returned within a designated period of time or is returned with incorrect data, 
the Central Web Site 10 notifies (See Fig. 3, 48) a designated local respondent 24 and, if 
required, the premise owner 41. 

30 Every time a message 30 is received firom a specific premise computer 12, of wWch there 

is one for every subscriber, the central web site 20 updates the expected time of the next message 
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30. The central web site 20 has a queue of expected messages and their times. If a message is not 
received within the expected time (plus a defined tolerance), the central web site 20 initiates and 
alarm state and immediately notifies 34 the associated respondent 24 and the premise owner 41 
If the central web site 20 determines that all or part of the means for Internet transmission 
5 is disabled, it reverts to monitoring a telephone input for alarm information. If the premise 
computer 12 does not receive an acknowledgement of its change of sensor message or recognizes 
that the means for Internet access is down and has a change of sensor, it uses a backup telephone 
or cell phone to commtmicate with Central Web Site 20. This communication method is self 
hmited to reporting only on change of state in order not to overload the telephone system. 

1 0 Referring to Fig. 3, the central web site 20 can issue requests for ser>sor data transmission 

or the retransmission of non-received data to determine loss of communication or verification 
of premise status. If 46 present stored information is not consistent with a message as received, 
the central web site 20 initiates a request for additional information including special response 
code stored in the premise computer. The central web site 20 formats and encrypts 48 the 

1 5 message and transmits to the premise computer 12 using its instant messaging capability. The 
premise computer 12 decrypts the message and responds 50 to the central web site 20. If the 
requested information is not returned 52 within designated period or is returned with incorrect 
data, the central web site 20 notifies the designated local respondent 24. Additionally, the central 
web site 20 notifies the premise computer 12 of changes to reporting schedules or central web 

20 site 20 Internet address or backup dial out telephone numbers. Once the transmission request is 
formatted for transfer to the premise, 53 the central web site 20 sends the message to the 
premise computer 12. 

The premise compute 12 receives the message 54 and either updates its internal control 
parameters and / or responds with the requested information. 

25 In summary, the invention provides protection against compromise by transmitting "I am 

alive" encrypted messages to a central web site monitoring the premise in accordance with a 
modifiable program known only to that central web site and the monitored premise thereby 
avoiding bogus "I am alive" messages. The invention makes use of the instant messaging system 
available only through the Internet to eliminate the delays inherent in standard telephone 

30 communication providing the added protection of timely responses to emergencies. The use of 
the instant messaging system and the two way communication permits the assessment of real or 
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false alarms in real time and offers the opportunity to eliminate unnecessary police, fire, or 
medical response. 

While the invention herein disclosed has been described by specific embodiments and 
applications thereof, it is understood that numerous modifications and variations can be made 
5 thereto by those of ordinary skill in the art without departing from the spirit and scope of the 
present invention. 
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What is claimed is: 

1 . A system for monitoring premise alaim sensors (10) over a world wide computer networic 
(18). 

2. A system according to Claim 1 further comprising that the connection to the world wide 
5 computer network (1 8) shall be fix)m a premise computer (12) through a device including 

but not limited to a cable modem (13), a wide band telephone system (14), and a satellite 
connection (15) which is continually connected to the worid wide computer network (18). 

3. A system according to Claim 2 further comprising means to transmit data from the 
premise computer (12) to a central web site (20) and from the central web site (20) to the 

10 premise computer (12). 

4. A system according to Claim 3 further comprising means for the central web site (20) to 
preprogram the premise computer (12) to issue status messages in accordance with a 
modifiable sequence. 

5. A system according to Claim 4 further comprising means for programming the premise 
1 5 computer ( 1 2) with sensor designation and communication protocol with the central web 

site (20). 

6. A system according to Claim 5 further comprising means for programming the central 
web site (20) to recognize the status of all alarm sensors (10). 

7. A system according to Claim 6 wherein the premise computer (12) issues alarm status 
20 messages in a modifiable preprogrammed sequence for recognition by the central web site 

(20) in a matching sequence known only to the premise computer (12) and the central 
web site (20) such that omission or corruption of the status message represents an alarm 
condition. 

8. A system according to Claim 7 further comprising means where a change in the status of 
25 an alarm message initiates a message to the central web site (20). 

9. A system according to Claim 8 further comprising a central web site (20) for updating the 
local premise computer (12) control information. 

10. A system according to Claim 9 wherein the data fix)m the premise computer (12) and the 
central web site (20) is encrypted using a public key methodology. 

30 11. A system according to Claim 10 wherein the status messages can be requested on 
command fcom the central web site (20). 
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12. A system according to Claim 1 1 further comprising means to use the instant messaging 
feature of the world wide computer network (1 8) for requesting immediate reporting of 
information. 

13. A system according to Claim 12 wherein the alarm status is reported to selected response 
5 providers (24) and a premise owner (41) in accordance with a priority system where the 

alarm determined to be the most serious is reported first. 

14. A method for monitoring premise alarai sensors (10) using the world wide computer 
network (1 8) and two way instant messages wherein said method comprises the following 
steps irrespective of sequence: 

10 a) progranmiingthe premise computer (12) with sensor (10) designation 

and communication protocol and initiating continual communication with a 
central web site (20); 

b) programming the central web site (20) to recognize the status of all 
alarm sensors (10); 

15 c) transmitting periodic status messages from the premise computer (12) 

in accordance with a preprogrammed schedule generated at the central web site 
(20); 

d) indicating a change in the status of an alarm sensor (10) and sending 
an instant message to the central web site (20) at the time of occurrence; 
20 e) interpreting messages received at the central web site (20) and 

indicating an alarm status; and, 

f) conmiunicating an alarm status to a service provider (24) such as fire, 
police, or medical facilities in accordance with a priority system. 

15. A method according to Claim 14 further comprising the following steps irrespective of 
25 sequence: 

g) continuously communicating between the premise computer(12) and 
the central web site (20) using either a cable modem (13), wide band telephone 
connection (14) or satellite connection (1 5); 

h) activating a public key and a private key in the premise computer (12) 
30 and a different public key and private key in the central web sife (20) 
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i) fonnattiiig the status of the alarm sensors (10) as a digital message and 
enciypting the message; 

j) transmittmg the enciypted message to the central web site (20); 

k) decrypting the message at the central web site (20) using its private 

key; 

1) acting upon the message at the central web site (20) in accordance with 
predefined rules; 

m) communicating instructions and commands from the central web site 
(20) to the premise computer (12) using the premise public key; and, 

n) decrypting these commands at the premise computer (12) using its 
private key. 

1 6. A method according to Claim 14 further comprising the following steps: 

o) programming a random code generator at the central web site (20) to 
periodically establish a timing schedule for premise computer (12) reportmg 
purposes; 

p) encrypting and transmitting the schedule to the premise computer (12); 

and, 

q) decrypting the message by the premise computer (12) and adjusting 
the premise computer (12) clock system to transmit status messages in accordance 
with the new program. 

1 7. A method according to claim 14 wherein the sequence of alarms reported by the premise 
computer (12) is used to discriminate between true and false alarms said method 
comprising the steps of: 

r) programming the central web site (20) with the type and location of 
sensors (10) in the premise; and, 

s) transmitting changes from the premise computer (12) as to the status 
of the alarm sensors (10) and analyzing the changes at the central web site (20) 
in the status of the alarm sensors (10) against a predetermined set of scenarios to 
discriminate between true and false alarms. 
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18. A method according to claim 1 4 wherein the central web site (20) can update the premise 
computer (12) control information and said method further comprising the following 
steps: 

t) entering commands into the central web site (20) to change information 
5 to the premise computer (20); 

u) transmitting said commands from the central web site (20) as priority 
messages to the premise computer (12); 

v) recdve and acknowledge the new information at the premise computer 
(12) and adjust the premise computer' s(12) internal control programs to comply 
1 0 with said command. 

19. A method according to claim 14, wherein the premise computer (12) will periodically 
transmit either sensor status or an "I am OK" message using this communication to 
establish the alarm situation. 

20. A method according to claim 14 wherein the reception of a periodic message will itself 
1 5 be considered a no-alarm condition. 

21. A method according to claim 14 \^4ierein a central web site (20) can update the local 
premise computer (12) control information and request immediate reporting of 
information by using the world wide computer network (18) and instant messages. 

22. A method according to claim 14 wherein the central web site (20) transmits alarm data 
20 to selected response agencies (24) and the owner (41) using the instant messaging system 

of the world wide computer system (18) said method further comprising the following 
steps irrespective of sequence: 

w) programming the central web site (20) with the telephone addresses 
of selected response agencies (24) and the telephone number of the premise 
25 owner (41); 

x) programming the central web site (20) to report alarms to selected 
agencies (24) upon receipt of such alarms from premise computers (12); 

y) receive from the central web site (20) the status changes indicating an 
alarm situation; and, 

30 z) connect the central web site (20) to the appropriate agency (24) and 

report the alarm and telephone the premise owner (41) and report the alami. 
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FIG. 1 
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FIG. 2A 



IHE PREMISE COMPUTER AND CENTRAL WEB SITE ARE INITIALnEO ON INSTALLATION^ 
, WITH DESIGNATION OF SENSOR POINTS AND COMMUNICATION PROTOCOL 




THE PREMISE COMPUTER ACQUIRES DATA FROM ALL SENSORS ON A CONTINUAL BASISA 

TRANSMITTING SUCH MESSAGES IN A MODIFIABLE SEQUENCE KNOWN ONLY TO THE 
PREMISE COMPUTER AND THE CENTRAL WEB SITE. WHEN TRANSMISSION TIME OCCURS 
AN "I AM OK" MESSAGE IS TRANSMITTED OR IF A SENSOR CHANGES STATE THE 
PREMISE COMPUTER FORMATS SENSOR DATA INTO A DEFINED PACKET 



PREMISE COMPUTER ENCRYPTS DATA USING A PUBLIC KEY SYSTEM 



CENTRAL WEB SITE RECEIVES MESSAGE AND USING PUBLIC KEY SUPPLIED WITH 
MESSAGE AND ITS OWN PRIVATE KEY DECIPHERS MESSAGE. VERIFIES THAT MESSAGE 
ARRIVED AT THE EXPECTED TIME AND RESETS TIME FOR NEH MESSAGE IN 
ACCORDANCE WITH A MODIFIABLE SEQUENCE 
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PREMISE COMPUTER SENDS ENCRYPTED DATA USING CABLE MODEM. WIRaESS \ 
DEVICE THROUGH SATELLITE OR OTHER WIDE BAND DEVICE CONTINUALLIf CONNECTED \ 
TO THE WORLD WIDE COMPUTER NETWORK AS AN INSTANT MESSAGE WITH CENTRAL / 
WEB SITE AS ROUTING ECIPIENT / 
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T MESSAGE NOT RECEIVED AT EXPECTED TIME FRAME CENTRAL WEB SITE INITIATES^ 
ALARM STATE AND NOTIFIES DESIGNATED RESPONDENT 
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IF MESSAGE CONTAINERS SENSOR CHANGE INFORHATION CENTRAL WEB SITE 
RECOGNIZES STATUS OF ALL ALARM SENSORS AND DETERMINES IF CHANGE 
CONSTITUTES A TRUE OR FALSE ALARM BASED ON PREDEFINED SCENARIOS FOR 
EACH PREMISE COMPUTER 




IF A TRUE ALARM IS DETERMINED CENTRAL WEB SITE DETERMINES DESIGNATED \ 
RESPONDENT AND FORWARDS ALARM INFORMATION IN ACCORDANCE HTH A PRIORITYX 
SYSTEM VIA THE INTERNET USING INSTANT MESSAGING OR USING TELEPHONE / 
NUMBERS PREVIOUSLY PROGRAHHa) INTO THE CENTRAL WEB SHE / 

L s/^^ 

<^ IF REQUESTED PREMISE OWNER IS NOTIFIED BY CENTRAL WEB SITE ^ 
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CENTRAL MEB SITE FORMATS AND 
ENCRYPTS HESSAGE AND TRANSMITS 
TO PREMISE COMPUTER USING ITS 
INSTANT MESSAGING CAPABILITY 
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PREMISE COMPUTER DECRYPTS 
MESSAGE AND RESPONDS TO 
CENTRAL WEB SITE 



IF PRESENT STORED INFORMATION is\ 
NOT CONSISTENT WITH THE HESSAGE AS \ 
RECEIVED CENTRAL WEB SITE INITIATES \ 
REQUEST FOR ADDITIONAL INFORMATION / 
INttUDING SPECIAL RESPONSE CODE / 
STORED IN PROMISE COMPUTER / 
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IF REQUESTED INFORMATION IS NOT 
RETURNED WITHIN DESIGNATED PERIOD 
OR IS RETURNED WITH INCORRECT DATA 
CENTRAL WEB SHE NOHFIES 
DESIGNATED LOCAL RESPONDBn 
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cVoicc FAQ - Premiuin Service 



http://(mtentcvoicc.com/wcs/signUp^AQjjTemHA_sOI.htm 



e^oice i'^Q 

Plnemkim Home Ansvyer 




What other features does eVoice offer? 



What Is the privacy policy of eVoice? 




How do I subscribe, and what happens after I sign up? 



Have Customer Service Questions? 




What does eVoice do? 

eVolce is similar to phone company voicemail, but far better. eVoice offers you more f 
either the phone company or an answering machine. We'll deliver your voicemail dired 
email inbox and to your home phone. We'll take calls for you when your phone is busy, 
online and when you're away from home. eVoice will answer after 4-6 rings, or after as 
as you choose - you decide when you sign up*. When someone leaves you a message, e^ 
alert you via email, pager or cell phone. You get free access to your messages from an: 
world via the wefa at evoice.com. And you can leave a 1 -minute personal greeting lettii 
callers know you're not able to answer their call*. 

(*=per5onal greeting and ability to choose number of rings available for eVoice Premiur 
subscribers only.) 

Signing up for eVoice only takes a few minutes at evoice.com . 

[Bl 



What else do I get with eVoice? 

Check your messages anywhere. With eVoice, you can check your messages by phone 
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http://oontentevoice.coinAvcs/signUp/FAQj)remHA_sO].htm 



or have them sent to you as email. Try dolns that with an answering machinel 

Free long-distance messaging between eVoice subscribers. You can also send voice n 
other eVoice subscribers anywhere - free. Just call an eVoice access number, enter the 
number and leave a message. Wherever they are, they can call or check the web to list 
message. Only eVoice has the features to keep you in touch with the world. 

Forward messages from the web: You can forward a volcematl message to anyone wit 
address. From your eVoice inbox, click the forward button and we'll send the message . 
RealAudk) attachment along with your personal note. 

eVoice All Access - combine your wireless phone with your home voicemail: As an e 
Premium subscriber, you can add a wireless phone to your mailbox for only $2.95 more 
Now instead of checking voicemail from two places, you can receive all your messages 
convenient place. 



Message broadcasting: eVoice subscribers can send a message to up to 20 subscribers \ 
called QuickDial. It's great If you want to invite people to get-togethers or make an am 
Tell everyone with one call! 

Phone message management keys: Using any touch-tone phone, you can save, skip, U 
rewind, or delete messages at any time. You can even forward them to other eVoice si 
reply directly to messages sent by other eVoice subscribers without paying long-distanc 



Where is eVoice available? 

eVoice is available ttiroughout most of the US and parts of British Columbia. You can c\ 
messages anywhere on the web or in your email and from practically anywhere using oi 
numbers. When you start to sign up for eVoice service, you give us the phone number ^ 
answer. We ll tell you immediately if eVoice is available in your area. If not, check bac 
adding service in new areas all the time. 



Can eVoice answer my wireless phone? 

Yes, eVoice customers in several sections of the United States are now able to add a w 
to their eVoice Premium mailbox, so that one mailbox answers both phones. Its called 
Access, and weVe looking to roll this out to the rest of the US very soon! 
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1 Introduction 

This V\*iite Paper discusses the underlying technology and processes of the eVoice 
service, focusing on the advantages of eVoice compared to other voicemail and 
messaging systems. eVoice's ASP-program helps Service Providers (Wireless. 
Long Distance. CLECs. ISPs. Voice Portals, etc.) deliver next generation enhanced 
communication services in a reliable and scalable fashion. 

2 eVoice Voicemail 1 

eVoice is a nationwide voicemail service that answers home, small office and 
wireless phones. Calls to the answered phone numbers are forwarded (on Busy or 
No Answer) to eVoice, If the caller leaves a message, the subscriber is then notified 
via e-mail and wireless notification and can access the voicemail via phone, the web 
or e-mail. 



3 Service Setup 

One of the main ideas behind eVoice's service is to simplify the previously complex 
call fooA^arding sen/ice setup and provisioning process for the subscriber as much 
as possible. eVoice streamlines the process by handling all required contact with the 
sut)scriber's Local Phone provider. This inaeases both the sign-up and retention 
rates. 

3.1 RBOC Relationship 

eVoice has spent several years developing close relationships with each of the 
Regional Beil Operating Companies (Bell Atlantic, Bell South, Ameritech, 
Southwestern Bell, US V\fest and Pacific Bell) and GTE (the term "RBOCs" will be 
used for this group). The development and maintenance of these relationships 
allows eVoice to directly accept and process orders from subscribers, eliminating 
the need for the subscriber to contact the RBOCs directly. eVoice is constantly 
enhancing its provisioning capabilities (sen/ice setup), and additional Carriers 
(landline and wireless) will continually be added. 

3.2 Billing 

eVoice's relationships with the RBOCs also include billing airangements. In most 
cases. eVoice harKjIes botii the set-up and monthly fees that RBOCs typically 
charge for Call Forwarding. This prevents the addition of fees to the subscriber's 
RBOC bill, which limits confusion for the subscriber, and reduces custonr^r service 
calls to the RBOC. 

3.3 Order processing 

eVoice receives customer orders through both an automated telephone interface 
and web-based registration fomis. These orders are directiy fonA^arded to the correct 
RBOC using scalable electronic interfaces. eVoice has developed a customized 
automated interface for each RBOC, to enable timely and efficient processing of 
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eVoice's large daily order volumes, which currently exceed 2»000 orders per day per 
RBOC. 
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Figure 1 • eVoice Provisioning System 

3.4 Exception handling 

eVoice has a distinctive, knowledge-based method of handling returned orders, or 
''exceptions." An RBOC might reject an order or return it for further processing for 
one of several reasons, e.g.: 



• The officiat number plans provided by the RBOCs are often not fully up-to- 
date (i.e. do not reflect numbers that have been resold), which may result in 
an order being sent to the wrong RBOC. 

• The customer may have special features enabled on the line that conflict 
with the new service order. 

eVoice has the unique capability to handle these exceptions by simultaneously 
contacting the customer to resolve the current issue and providing feedback to a 
rule-based database that is used for order acceptance. eVoice can thereby offer a 
complete provisioning solution, avoiding the need to train Customer Care staff in 
R6C)C exception handling. 
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4 Telecom Network 

eVoice is the pioneer in deploying IP-enabled voicemail. The path to building out 
the eVoice network has been much like that of the early ISPs, who had to build their 
own POPs. Similarly, eVoice has undertaken the process of building and operating 
an extensive Telecom network. The network has been designed to meet the highest 
standards of reliability and scalability, while also taking advantage of the low-cost 
aspects of IP-technology. 

Figure 2 - Schematic System Layout 

4s1 Local Numbers 

e\/oice has deployed an extensive Local Number Network, ensuring that every call 
is always fbnvarded to a local number. For example, in the San Francisco Bay Area 
alone, eVoice has over 60 different phone numbers, enabling local coverage of each 
rate-center (there are often multiple rate-centers within each area-code). All calls 
fbnvarded from the called phone number to the voicemail service will be billed by 
the RBOCs as new calls. Therefore, it is important to have local numbers available, 
to avoid adding extra costs to the customer's phone bill. 

4.2 POP vs. DID 

While rt is important to provide local coverage for each rate center, this must be 
balanced with the effort to minimize deploynr^ent and equipment cost eVoice 
achieves this balance by using POP-technology, enabling eVoice to have exactly 
one number per rate-center. eVoice uses a Patented software algorithm to identffy 
the incoming call by ga&iering the signaling from the RBOG, and can thereby open 
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the correct mailbox automatically. This allows eVoice to minimize the number of 
foHA^arding telephone numbers required (each carrying a monthly fee). 

Without this sophisticated proprietary technology, competitors must use separate 
telephone number for each customer (DIDs) in order to identify the correct mailbox. 
This is an expensive solution, since each number carries a monthly fee. In addition 
to t>eing expensive, this solution is also not scalable because telephone numbers 
are a scarce resource, especially in urban areas. Numbers are therefore often 
obtained in low-density areas, forcing the calls to be fonwarded outside the rate- 
center (and quite often outside the area-code), thereby adding toll-charges to the 
customer's telephone bill. 

4.3 Transport Cost 

The POP-networi^ architecture allows eVoice to benefit from the advantages of IP- 
technology. Message are converted and stored as packages at the closest POP and 
the message is then transported via IP. if a different POP is used for accessing 
messages (most messages are left and checked at the same POP. eliminating all 
need for transport). 

Example: A message that is left in San Francisco and is accessed in New Yori^ 
requires only a couple of seconds to transport over IP, whereas conventional (TDM) 
networks require a managed and monitored long-distance connection for the entire 
duration (minutes) of the message. 

This transport method also eliminates the quality problems that normally plague 
VoiP connections, which can be expensive to correct and control. 

5 System Architecture 

5.1 Centralized logic 

The eVoice system is built around a centralized and redundant Network Operations 
Center. This NOC houses alt system logic, routing tables, customer profiles, etc. 
This allows for easy management of the nationwide system, flexible scalability and 
rapid roll-out of new features. 

5.2 Decentralized Data and Message Storage 

Messages are stored at the edge of the system, in the POP-servers. This 
architecture eliminates the potential "single point of failure" problem that is normally 
associated with a centralized architecture. Each eVoice message is stored 
redundantly, and the system even recognizes "roaming" customers (calling into the 
system from different locations) and automatically stores messages at the POP- 
server closest to the customer. 

Customer data is stored in regional and Master databases for both high reliability 
and fast service. The flexible, decentralized architecture allows eVoice. at the 
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carrier's request, to store the subscriber data on-site at the carrier's facilities in a 
mirrored Master database 

5.3 Transport 

eVoice transports non-real-time messages (IP-packets) between POPs (when 
needed) instead of streaming voice to a centralized storage place. This transport 
method is much less costly and more reliable compared to hauling VoIP to a central 
storage place. VoIP is a good alternative for real-time voice communications, but it 
has poor economics for messaging and requires extensive maintenance to 
guarantee the voice quality. 

5.4 Mailboxes vs. Phone Numbers 

Most volcemail systems are either one-dimensional, where the telephone number is 
equal to the mailbox ID, or hierarchical, where one telephone number can have 
several mailboxes (extensions). The eVoice system design allows the best of both 
worlds by creating separate dimensions for telephone number and mailbox, allowing 
for a very flexible service setup. 

Products that provide voicemail for multiple phones in a single mailbox are now 
entering the market. This feature will become more popular as an increasing 
number of people have at least two phones, such as a wireless and a landline. 
Current solufions often only focus, due to system limitations, on combining business 
and wireless phones, both phones that are of single user type. The home phone, on 
the other hand, often has multiple users, and therefore requires extensions, a 
requirement that currently most systems cannot manage. eVoice's architecture can 
easily handle this type of configuration, providing both multiple phones and 
extensions simultaneously, whereas most other voicemail systems only can handle 
one dimension. 

5.5 Notification 

eVofce system includes a highly flexible Notification architecture, allowing for 
notification of subscribers via multiple media. The Notification services are IP- 
enabled, with the main notification methods being e-mail. SMS and pagers. The 
subscribers can choose to include a copy of the voicemail in the e-mail, as a Real ' 
Audio attachment. The Notification system is already prepared for other media, as 
Instant Messaging, WAP and Stutter dial-tone, and these methods can swiftly be 
integrated with the earner's services. 
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6 Conclusions 

eVoice is well positioned to be the leader in enhanced voice messaging solutions. 
The unique nationwide home answering capabilities combined with the flexible, 
reliable and low-cost architecture offer several compelling capabilities for earners 
(wireless. IXC, DSL, ISP. CLEC. etc.). The eVoice service can be fully branded and 
modified to fit the Carrier's current service offerings. 

For further information, please contact 
Johan Samuelsson 
Director. Voice-ASP 
(650) 330 3758 

jcrfian.samuelsson@evoice.com 
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1 Introduction 

The enhanced telecommunications services industry is growing rapidly. The 
convergence of the Internet and telecommunications industries coincides with 
growing consumer demand for enhanced telecommunications services. This 
includes sen/ices such as call management, call return, caller ID, call completion, 
call waiting, call fonvarding, and voicemail. Voicemai! is one of the most valuable 
enhanced services on the telecommunications landscape today. This is illustrated 
by recent trends in the residential telecom market where rising prices coincide with 
increasing penetration, and on the wireless side where voicemail is becoming a 
required feature for a canier. This paper discusses the advantages and the value of 
adding eVoice voicemail (home, small business and wireless) to a carrier's 
(VWreless. IXC. ISP. CLEC. Voice PortaQ current service offering. 

2 eVoice Voicemail 

eVoice is a nationwide voicemail service that answers home, small office and 
wireless phones. Calls to the answered phone numbers are fonvarded (on Busy 
and No Answer) to eVoice, If the caller leaves a message, the Subscriber is then 
notified via e-mail and wireless notification, and can access its voicemail via phone, 
the web or e-mail. eVoice has developed an automated registration and provisioning 
process that creates a seamless signup experience for the customer, eliminating all 
of the hassle associated with contacting the local telephone company. 

3 Market Size 

The martlet for these services is growing rapidly. International Data Corporation 
(IDC) estimates that the consumer voice messaging service martlet alone will grow 
from $1-3 billion in 1999 to $2.3 billion in 2003, driven primarily by new subscribers. 
Cunrent mari^et penetration for voicemail in the U.S. is only 17% and is projected to 
grow to 30% by 2003, according to IDC. The growth in the number of wireless 
phone and device users is also driving increased demand for enhanced 
telecommunications services. Approximately 125 million users in the U.S. 
subscribed to wireless services in 1999. and this number is expected to increase 
significantly to 207 million users by 2004, according to IDC. Furthermore, it is 
believed that enhanced telecommunications semces are the most profitable part of 
most regional phone companies' revenues which also makes this an attractive 
market segment 

3. 1 Challenges for Consumers 

As the number of wireless, Internet and telephone users has increased dramatically 
in the past few years, the consumer demand for enhanced telecommunications 
services has outpaced the degree to which these services are streamlined and 
integrated. Many consuniers with more than one phone number currently need to 
access multiple voice mailboxes to retrieve their messages, which is costly and lime 
consuming. The emergence of wireless phones with visual interfaces such as 
Wireless Access Protocol (WAP) does not fully address consumer needs. Wireless 
users, especially while driving, desire more convenient access to communications. 
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In addition, many consumers accessing the Intemet use dial-up connections and 
have only a single home phone number, meaning they cannot receive incoming 
calls while they are online. Incoming calls go unanswered or are forwarded to 
voicemail for many such consuniers, and callers typically have no way of knowing if 
the person they are trying to call is online. This creates a significant consumer need 
for the type of call control that eVoice provides. 

3.2 Challenges for Carriers 

Recent deregulation of the telecommunications industry has greatly reduced I 

barriers to entry for telecommunications service providers. The elimination of these 

barriers has increased competition for Regional Bell Operating Companies (RBOCs) 

and created opportunities for new entrants such as Competitive Local Exchange 

earners (CLECs) and long distance carriers, also known as Interexdiange Carriers 

(IXCs), to enter regional martlets. Deregulation has also enabled relative 

newcomers such as Internet Service Providers (ISPs) and enhanced 

telecommunications sen/ices providers, such as eVoice, to enter the market. 

The rapid changes in the telecommunications industry have created significant 
challenges for many of these CLECs, IXCs, and ISPs. In response to increased 
consumer demand for enhanced telecommunications services, many carriers would 
like to add new features and functionality to their offerings to distinguish their brand, 
reduce chum and add incremental revenue streams. However, adding incremental 
enhanced sen/ices to a carrier's offerings is both time consuming and cosUy, 
requiring the carrier to build new infrastructure, deploy new operations support 
systems, and develop expertise in Internet and voice web technologies. Its believed 
that many earners will find it economically more attractive to purchase enhanced 
services from an Application Service Provider (ASP) on a wholesale basis and re- 
brand them as their own, than to develop them internally. 

4 The Value of Voicemail 

This section discuss the different ways carriers will benefit firom adding eVoice 
voicemail to their current offerings. 

4-f Monthly Fees 

RBOCs (Bell Companies + GTE in this paper) are cun-entiy offering Home voicemail 
at a price between $6-10 per montiiV eVoice Home voicemail offers several 
enhanced features (Web access, e-mail notification, etc.) Uiat makes it a superior 
product to the current RBOC offering, and thereby justifies a similar Monthly Fee. 
Customers prefer monthly fees witti unlimited (or close to unlimited) service rather 
than measured services Uiat charge on a per-message basis. Flat fees are also 
preferable fi'om tine carrier's perspective, because they tend to foster increased 
usage which enhances ttie bond between the carrier and the customer. 



' If is important to add the fees for the separate but required Forwarding feature when looking at RBOC 
voicemail pricing. These fees are typically not included in tfw quoted price. 
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Example 

Monthly voicemail fees (RBOC prices) $7-10 
Set-up fee (RBOC prices) $10-15 



4.2 Increased Usage 

The value of increased usage of the main service is most clear for wireless earners, 
but Long Distance Companies (IXCs) will also get a boost in usage and thereby 
revenue. An often quoted example of ttie benefit of adding voicemai! is the "Zero 
calls vs. Three calls" scenario. An unanswered call to a phone without voicemail will 
result in Zero completed calls, whereas by adding voicemail. there will first be a call 
for leaving the message, a second call for checking the message and finally a third 
call when the called party calls back the caller. This results in Three completed calls, 
all of them chargeable (although message leaving is usually free of charge). This is 
the main reason that many new PCS providers and overseas earners have added 
voicemail as a Free-of-charge feature to their wireless sen/ices. 

Adding more minutes of use in today's world of "big buckef wireless plans is often 
mistakenly considered to be negative or neutral, under the idea that "there are 
plenty of minutes left in the bucket and more minutes will not generate any new 
revenue.*" This is not true, since there will always be some subscribers that will be 
-pushed" into the next bigger bucket or pay for minutes over the bucket-limit. 
Averaging this revenue over all subscribers will show that each added minute will 
generate revenue. It is also important to dri>^ng as much usage as possible from the 
local phone to the wireless, causing landline migration. The wireless competition will 
continue to drive larger buckets and bwer prk::es. It is therefore important to fill up 
these buckets in order to keep the ARPU^ steady. 



Example- Wireless 

10 extra "return'* calls per month at 3 min = 30 extra minutes 
Marginal revenue per minute- IS cents. 

Additional Monthly revenue due to voicemail ^ $4.S0 



4,3 Lower Churn 

Controlling chum (customer retention) is today's most important business issue for 
Telecom carriers, increasing acquisition costs combined with tighter margins require 
ttie carriers to extend the relationship with each customer as long as possible. 
Lowering the monthly chum for wireless carriers with just 0.1% will increase the 
lifetime revenue by more than $90^. According to IDC, "ifte best way to reduce 
chum is to build a relationship with customers. One way of doing this is to bundle 
sen/ices,'' Adding vcwcemail is one of today's best bundles, proven by the fact that 



^Average Revenue Per User 

^ Current average wireless chum is Z2%. Data from DU 'Global \Mreless ConununicaSons Industry^ 
fBport, Summer^ 2000. 
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most new PCS providers choose to include voicemail as part of the PCS service 
bundle at no additional charge to the consumer.Communication with the customer is 
also an effective chum reduction tool. Most telecom carriers only have bill inserts, 
or. even worse, a line on a credit card statement as their only communication 
vehicle. eVoice web-enabled voicemail has proven to be a great communication 
vehicle, allowing the carriers to communicate with the customers daily in a one-to- 
one dialogue, via the web in-box. 

Home voicemail is an excellent addition to the service bundling because it is not 
directly associated with the carrier's main product. Cancellations will thereby affect 
not one but two important services, making it much more difficult for the customer to 
leave the service. 



Example - Wireless 

Lower chum from 22% to 2.0% will add to lifetime revenue $ 1 w 



4.4 Lower Cost 

eVoice voicemail is based on state-of-the art software running on high-capacity IP- 
based sen/ers. This configuration will dramatically reduce the cost per customer 
compared with traditional voicemail systems with proprietary hardware and software 
modules. The outsourced model will also lower management and maintenance cost 
for carriers, without reducing the carrier's control and reliability. (See also Section 
5.2, Pay-per-Feature). 

4.5 Differentiation 

eVoice's nationwide home answering capability and highly customizable access and 
notification options provides carriers with an opportunity to differentiate their 
products from those of competitors. The basic service alone will give carriers an 
edge, and eVoice's flexible platfonn allows for extensive integration with earner's 
existing products which allows for the ongoing development of new innovative 
services. Telecom services are rapidly becoming commodities (the ISP-industry is a 
recent example). Differentiation will allow carriers to avoid the price pressure and 
remain competitive (AOL being the outstanding example from the ISP-industry). 

4.6 Increased Web-traffic 

V\feb access is a great complement to the traditional phone interface for voicemail. 
The web inbox integrates neatly with the carriers current web-site*. This will give a 
dramatic boost in traffic to ttie earner's web-site. Customers will visit the site to 
check for voicemail several times per week, allowing for promotion of the canier's 
other web-services such as e-commerce, e-customer care or up-sell of other 
products. This will help the carrier to achieve the cost savings that the addition of 
web-services promised to delN'er. 



^ eVoice will tiandle the irjtegration. 
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4.7 Adchon Sells 

eVoice voicemail offers several opportunities for selling additional revenue- 
generating sen/ices. Multiple Phones. Extensions and Internet Call Waiting (ICW) 
are several of the many features that can be added to eVoice service, generating 
added revenue per suttscriber. 



4.7.1 Multiple Phones 

Adding multiple phones into one single mailbox is a frequently required feature by 
toda/s busy consumers, that often are forced to check voicemails in multiple 
places. Several Bell Companies (Bell South. Pacific Bell and US V\fest) have or 
shortly will launch this type of service. eVoice, with its home-answering capabilities, 
is the only company that can offer the same service for non-RBOC companies. 39% 
of wireless users indicate that they are interested in adding home voicemail to their 
wireless voicemail and 41% state that the availability of this service would influence 
their choice of wireless carrier^. This creates a sizeable market opportunity. aruJ the 
interest increases among the higher-spending segments of the wireless customer 



Market study performed by insight Express, ordered by e Voice, Contact eVoice for more information. 



Example 

25% of subscribers with extension at S2.9S/extension 
20% of subscribers with Multiple Phones at $4.50/extra [rfione 
20% of subscribers with ICW at $4.95/subscriber 
Average 20 minutes LD from voicemail platform at 10c 
Total extra revenue per subscriber 



$0.75 
$0.90 
$0.99 
$2.00 
$4.64 



base. 
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Figure 1 • Wireless Subscribers interested in adding Home voicemail to their Wireless 
service, segmented by monthly wireless spending (ARPU). 




$20 or less $21-$50 $51-$100 $101+ Total Sample 



4.7.2 Extensions 

RBOCs currently charge between $2-4 for each extension that is added onto a 
home voicemail box. The eVoice product that routes Multiple Phones into a single 
voice mailbox will require an enhanced usage of extensions for home phones, since 
home phones are often shared whereas wireless phones are private. 10% of eVoice 
current users are already using extensions for a single phone, a ratio that is 
increasing. The increased usage of extensions that comes with the Multiple Phones 
product makes the extensions feature that eVoice offers even more valuable. 

4.7.3 Internet Call Waiting 

Internet Call Vteiting (ICW) allows customers to receive notification and to answer 
calls when they are on-line. ICW allows customers to avoid paying for a second 
phone line while still enjoying many of the benefits, reducing their overall telecom 
spending. This advantage is also available with the basic eVoice service, but ICW 
adds enhanced flexibility of how to handle incoming calls. Most ICW services are 
today in the range of $4-7 per month. 

4.8 Platform for other services 

The eVoice platform provides carriers with an excellent foundation for adding other 
telecommunication services . The fi^equenl use of voicemail serves as the entry 
gateway for less frequently used but highly profitable services as Directory 
Assistance. Calling Cards, Voice Portals, etc. The flexibility and reliability of the 
eVoice platfbmi allows for easy integration of other services. 
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4.9 Example 

This example demonstrates the extra revenue that would be generated by adding 
home voicemail to a wireless earner's existing product. 

Each home voicemail customer will generate revenue in several categories: monthly 
fees, extra airtime and enhanced features (extensions and ICVV). 



Monthly Fee $6.95 

Extra Airtime $4.50 

50% penetration of extensions at $2.95 $1 A7 

20% penetration of ICW at $4.95 $0.99 

Total added revenue per home voicemail subscriber $1 3.91 



Reducing churn from 2.2% to 2.0% will add an additional customer lifetime revenue 
of $180 (or $236 including the new Home voicemail revenue). 

The take-rate for home voicemail is assumed to be 20% (using the mle of thumb 
that 50% of survey respondents that indicated interest will actually sign up for the 
service). Revenue will increase by $278 per subscriber, or by 5%^ - a significantly 
increase in carrier's revenue. 



5 Advantages with Voice-ASP 

The Application Service Provider-model offers many advantages for carriers, and 
eVoice Voice-ASP brings these advantages for voice-services. 

5.1 Time-TO'Market 

The initial integration of eVoice voicemail will be done in weeks instead of months of 
planning and installation of dedicated voicemail platforms. Add-on features can be 
added in days. 

5.2 Pay-per-Feature 

One of the greatest advantages with ASP is the possibility for the carrier to pay per 
subscriber and per feature. There is no need to build and pay in advarx:e for 
capacity that will mostly be unused, or to upgrade the whole platform for enhanced 
features ttiat only a small percentage of the customer base will use. EVoice offers a 
pay-as-you-go model where the carriers only pay for the services and feature they 
actually use. 



* Based on an average ARPU of $55 for \Mreless carriers - DU's 'The Global \MrBless 
Communication Industry" Summer 2000 (Dick Tracey), 
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6 Value per Category 

6.1 Wireless 

Because the eVoice solution enables wireless providers to combine a user's land 

line votcemail with wireless voicemail, wireless users with eVoice service will use 

their wireless phone more often (to access fheir land line voicemail), resulting in 

increased minutes of use (MOU). As eVoice extends the capabilities of the platform 

in communications, content and commerce, this will further drive increases in MOU. 

These capabilities could provide a significant source of additional revenue and I 

service differentiation and help reduce chum for wireless providers. In addition, the 

web features should attract users to the wireless earner's website, providing 

opportunities for up>seliing. 

6.2 Long Distance 

With the continuing deregulation of the telecommunications sector, RBOCs are 
beginning to provide long distance telephony sen/ice and are aggressively pursuing 
the $40 billion U.S. long distance market. Long distance carriers, also known as 
fnterexchange Carriers (IXCs), resell local phone service, but do not have the right 
to resell the RBOCs* voicemail service. This inability puts the IXCs at a competitive 
disadvantage. By partnering with eVoice, IXCs will be able to provide customers 
with a more complete, competitive telephony solution. Furthermore. eVoice 
voicemail solution is superior to friat of the RBOCs. and that this will enable IXCs to 
not only reduce churn, but also to increase their monthly billing revenues and their 
market penetration. 

6.3 CLECs 

Since deregulation in 1984. a large number of CLECs have been formed to compete 
for local service. CLECs have primarily been providing call completion services, 
and typically do not derive much revenue from enhanced services. In order to more 
effectively compete with the RBOCs. CLECs will need to offer more enhanced 
services, such as voicemail. By offering eVoice voicemail service, not only wil! 
CLECs have an additional revenue stream, but they will also have a superior service 
versus the RBOCs. thus improving customer acquisition and reducing chum. 

6A The ISP, Instant Messaging (IM) and Internet Portal Markets 
ISPs and online portals have strong customer bases with high usage, but limited 
presence in the voice martlet Several of the online portals have added "voice chaf 
capabilities to their instant messaging products and also launched "PC to phone" 
capabilities. These portals do not typically have access to their consumers' home 
phones, and therefore, have not o^red solutions that generate significant revenue 
from these home subscribers. eVoice enhanced messaging, IM and Internet Call 
Waiting capabilities can provide a compelling product for these ISPs and portals 
which should allow them to bypass the local phone companies. eVoice automated 
provisioning will allow ISPs to deliver advanced features such as Intemet Call 
Waiting, so that users may manage inbound phone calls while staying connected on 
their dialup line. Also, web-based inbox provides web portals with an opportunity to 
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increase stickiness by enabling users to retrieve their voicemail nnessages and 
perform other communications functions from their website, every day. 

6.5 Voice Portals 

Advances in voice recognition technologies are enabling the emergence of "voice 
portals." A variety of new companies in the enhanced telecommunications sen/ices 
market are providing such useful content; however, companies that enter this 
market face two primary dnallenges: customer acquisition costs and telephony 
network costs. eVoice nationwide network and installed base of customers position 
address these issues. By integrating voice portals into the network, eVoice can 
significantly reduce the voice portal's telephony network costs and customer 
acqutsition costs. eVoice can also provide low-cost user acquisition to voice portals 
by promoting the voice portal to the base of daily voicemail users, offering the 
convenience of direct-connect to the voice portal from the eVoice platform. 



6.6 Summary 

The table below summaries the opportunities for Value Creation for each segment 
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7 On-line Marketing of Voicemail 

Voicemail is a traditional telecom product that works well with normal marketing 
methods. However, the web-based inbox and regista^tion have allowed eVoice to 
rely heavily on on-line when mariceting its own brand of voicemail. with great result. 
It is therefore recommended to tap into on-line mariceting as much as possible when 
designing mariceting plans. 

An even more important fact is that online mariceting perfectly targets users of web- 
based voicemail. Once a customer has signed on for eVoice web-based voicemail, 
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the preferred marketing vehicle for that customer will be on-line, thereby significantly 
(owering luture acquisition cost 

8 Conclusion 

eVoice is uniquely positioned to offer carriers new profitable revenue streams, and 
at the same time lower churn and enhance differentiation. eVoice flexible platfomi 
allows for speedy and simple integration with the carriers current services, voicemail 
is already today one of the most valuable voice-services, and with eVoice, its full 
capacity is un-leashed. 



For further information, please contact 
Johan Samuelsson 
Director, Voice-ASP 
(650) 330 3758 

johan.samuelsson@evoicexom 
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Teiecommunications and Personal 
Management Services Linked In 
Collaboration by Verizon and Microsoft 

Key .NET Technologies to Help Verizon 
Customers Balance Family and Work Life 



NEW YORK and REDMOND, Wash. - Oct. Z3, 2001 - 

Balancing family, soda! and professional responsibilities can be 
overwhelming, but some Innovative woric by Verizon and 
Microsoft Corp. seeks to make the dally juggle much more 
manageable. 

Microsoft and Verizon are exploring new uses of technology to 
Integrate the latest telecommunicatians services, Verizon e- 
business applications and select Microsoft($ .NET and 
Windows® XP services to provide customers with additional 
control over their lives. These technologies Include 
telecommunications and messaging services, catendartng and 
personal directories. Features of .NCT and Windows XP services 
now offered by Microsoft are playing an Important role in one 
such application currently being tested by Verizon. 



With a service bearing an internal code name Digital 
Companion, Verizon Is worWng to extend the capaWUties and 
features of Its teiecommunications services, already provided 
through one of the world's most advanced and pervasive 
networks. 



•Being in a wired world should mean greater productivity and 
more control for people, and this Is a key driver for our efforts," 
said Shaygan Kheradpir, president of eBusiness for Verizon. 
'Digital Companion would enable customers to access and use 
call management features, such as Caller ID, over the Internet, 
in new and Innovative ways.* 

One version of the Digital Companion will use Microsoft's .NET 
Alerts to extend the reach of the service for Verizon's customers 
arKl will also use the .NET Passport authentication and single 
sign-In service to provide an easier, faster and more competfing 
experience. 

"nils effort is a great example of the kinds of customer 
relationships that are enabled by .NET,' said Sanjay 
Parthasarathy, senior vice president of the .NET Strategy Group 
at Microsoft. "Verizon has combined Its Industry-leading 
telecommunications services with the snwrt clients, servers and 
services that make up the .NET platform to create a truly 
empowering communications experience fbr customers.'* 

Anytime, Anywhere Communications 

Based on the collaborattve efforts of Verizon and Microsoft, this 
implementatkvi of Digital Companion vrautd provide a new way 
for people to more effldently manage their day-to-day 
communication. 

For instance, a Digital Companton user who Is a working mother 
could get a Ca&er id notification through an Instant message 
popping up on her desktop computer signaling that her son's 
school has called her home. Without mlsslr^ a beat, mom would 
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Microsoft Professional 
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• Bill Gates Remarks - Oct. 23, 
2001 
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• Thousands of Software 
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Technologies in Action - Oct. 
23, 2001 

• On Any Device: .NET Goes 
Mobile With the .NET Compact 
Framework - Oct. 23, 2001 
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Group VP Muglla Says MtcrosofC 
is Delivering on .NET Now - 
Oct. 23, 2001 

• Q&A: Helping Devetopers 
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Platform Combines XML 
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Web Sen/Ices Architecture - 
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• Gates Rallies Developers For 
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Microsoft .NET on Display At 
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Conference 2001 - Oct 22, 
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Shopping Experience For FYE 
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open her i»gitaJ Companion and find out that tfie school has left 
her a voice message. 

By listening to her voice malt, mom would team that her son Is 
III and needs to be picked up early. Rather than digging through 
her address book to find the number of the school, mom scans 
her calfer ID list in her Digital Companion and caUs the school to 
ask if her son requires immediate medical attention. 

The school tells her not to worry; her son w(U be fine, but needs 
to be picked up early from school. Since critical business calls 
are expected that afternoon, mom could return to her Digital 
Companion and fonMard all her calls to her cell phone Just 
before she leaves to get her son. 



Rnally, mom could prepare for spending the next day at home 
and the doctor's office by directing certain important calls to her 
cell phone and others to her home office. Her family 
commitments are met, and she never misses a beat with her 
work. 



Utilizing key ,NBT technologies, Digital Compafilon would enable 
a user to remotely access features of Verizon's existing call 
management services, such as caller ID and voice mall, any 
time, anywhere and firom virtually any device. With Digital 
companion, customers would no longer have to check In at 
home or work when traveling. Instead, using the remote access 
to call forwarding provided through Digital Companion, calls 
could be routed to a cell phone, hotel room or temporary office 
for the duration of the trip, providing an unprecedented level of 
convenlwice for participating customers. Verizon Caller ID lists 
could also be checked remotely for the fir^ dme using this 
service. Verizon plans to conduct technical trials of Digital 
Companion in the near future. 



Additional Collaboration 



While Verizon and Microsoft have worked together In the past, 
the collaboration around the Digital Companion project Is a 
unique example of the companies' focus to create new services 
that transform the customer experience. This Initiative uses the 
technical advancements from Microsoft and Verizon, by 
integrating e-business, telecommunications and software 
Infrastructure to build products that can form the basis for a 
new generation ofcommunic^on experience. 

Verizon uses Windows 2000 and Microsoft SQL S»ver (TM) 
2000 In several of its key customer relationship management 
systems. These technologies have enatiled Verizon to further 
enhance the customer experience and resulted In development 
productivity and improved system performance. 



In addition, Verizon and Microsoft are wortting together to 
deliver cutting-edge services to Web users by making Verizon's 
SuperPages.com directory servk:es available on the MSN® 
network of Internet services. And, recentiy. Verizon and 
Microsoft announced an agreement for Verizon to provide 
broadband digital subscriber line (DSL) access to MSN Internet 
Access customers. 



About Verizon 



Verizon Communications (NYSErVZ) is one of the wortd's 
leading providers of communications services. Verizon 
companies are the largest providers of wireline and wireless 
communications in the United States, with 125 million access 
line equivalents and more than 

28 million wireless customers. Verizon is also the worid's largest 
provider of print and online directory information in the worid. A 
Fortune 10 company with about 260,000 employees and more 
thart $65 billion in annual revenues, Verizon's gtobal presence 
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extends to 40 countries In the Americas, Europe, Asia and the 
Pacific. More information on Verizon can be found at 
http ://www. verizon.cofh/' 

About Hicrosoft 



Founded in 1975, Micfxjsoft (Nasdaq "MSFT") is the worldwide 
leader in software, services and Internet technologies for 
personal and business computing. TTie company offers a wide 
range of products and services designed to empower people 
through great software — any time, any place and on any 
device. 

Microsoft, Windows and MSN are either registered trademarks 
or trademark of Microsoft Q>rp. in the United States and/or 
other countries. 

The names of actual companies and products mentioned herein 
may t>e the trademailcs of their respective owners. 



Note to editors: If you are Interested In viewing additional 
information on Microsoft, please visit the Microsoft Web page at 
http ://www. microsoft. conVpresspass/ on Microsoft's corporate 
information pages. 



Contact Us Subscribe 

©2003 Microsoft Corporation. Ail rights reserved. Terms of Use | Privacy Statement j Accessibiitty 
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From Dial Tone to 
MediaTone 

How the WebEx Interactive Network 
Powers Business Communications 
to New Heights 



Analyst: Robert Mahowald 



OVERVIEW ^ 

While audio conferencing and sialic communications (e.g.. email 
and telephone) rivaled face-to-face meetings as the most impor- 
tant forums for business meetings in the 1990s, Web conferencmg 
— with its real-time multimedia communications^ data sharing,, 
and computer-telephony integration (CTl) — is poised to drive 
business communications in the new millennium. The <'ramatic 
uptake in demand means new opportunities for vendors of Web 
conferencing products. 

IDC research points to the rapid adoption of Web conferencing in 
areas as disparate as sales, marketing^ training, support, engineering, 
channel management, and internal employee communications 
Findings from IDC's 2001 Cor^ndng Survey show that cun-ent and 
planned buying is strong: An average of 43.6% of respondents 
reported they plan to increase their conferendng usage by 100 ^ 
or more in the next six months, whereas only 1.5% plan to do less 
conferencing in the next six months. 

But what is pushing the user numbers ever higher is the fact 
that Web conferencing is fast becoming a general-purpose communi- 
cations service. Business users are increasingly looking at online 
conferencing to more effectively communicate with customers, 
prospects, suppliers, and partners. They are also using the technology 
in a way they had fomeriy resen/ed for the office water cooler — as 
a proxy for a gathering "place." a notional room for spontaneous 
conversation, discussion, and planning. People who entered the 
workplace during the 90s are as used to the PC interface as they are 
familiar with the telephone, and they display much the same cooifort 
and facility with conducting a visual conversation using a compiler as 
they do a voice conversation with a telephone handset 

While current use of Web conferencing is robust, IOC forecasts an 
even stronger future for this market. This growth prediction is 
based in part on the assumption that applications and services will 
be deployed on networks that are increasingly reliable, scalable. 



Sponsored by WebEx 



iOC believes that MediaTone — and 
the WebEx traeractive Netvfork it 
powers—is an example of the kind d 
'guarantee' that con^rendng vendors 
andservice pfO)nders need to ntake to 
cusidmers. 



extensible, gtobal, and cost efficient. As Web conferencing enters 
prime time In the enterprise, and vendors seek to differentiate 
themselves with new features, customers will not overtook the 
Importance of the CTI networks that provide the open systems 
interconnect (OSI) layers critical to highly available, rock-solid 
conferendng systems. 

WebEx's new multimedia switching platform is driven by the 
company's MediaTone communication signaling technology for 
sharing multimedia infonnation and datastreams. IDC believes that 
MediaTone — and the WebEx Interactive Uetwoik (WIN) it powers — 
is an example of the Wnd of -guarantee" lhat conferendng vendors 
and servfce providers need to make to customers. Among all the other 
differentiators, the ability to provide "dial tone'-Bke quality of service 
assurances is part of what will take Web conferencing to new heights. 



METHODOLOGY 



This white paper highlights the opportunities for vendors of confer- 
encing and related collaborative multimedia services. Further, this 
paper presents one vendor. WebEx, and its deployment platform. 
WebEx Interactive Network, as an example of a solution that 
addresses this opportunity. 

This paper's focus is qualitative rather than quantitative; that is. we 
do net attempt to quantify the size of this market opportunity. 
Instead, we discuss the tremendous opportunity for vendors in this 
market segment and how dients can best leverage this opportunity. 



INTRODUCTION 



tf we think about how verfja/ 
vocabulary has evotved to meet the 
changing needs and mares of its 
users, ft is dear that it coutd only do so 
because it had a flexible but 
unchanging seman6c stoKhne — 
subjects, verbs, sentences, clauses — 
on which to hang the words. 



How are businesses meeting, communicating, and sharing infonna- 
tion? The answer is complex. The kinds of meetings, the contexts, 
the partidpants, the information shared, and the results are evolving 
as technology races to develop ways for visual collaboration to rival 
— and sometimes be more efficient than — face-to-face meetings. 

If we think about how verbal vocabulary has evolved to meet the 
changing needs and mores of its users, It Is dear that it could only 
do so because it had a flexible but unchanging semantic structure — 
sut>jects. verbs, sentences, clauses — on which to hang the words. 
As the lives of early humans grew more complex, more words were 
added to the language to accommodate the dynamism of the 
communication. This growrth has progressed to the present day, 
and we now have more words than we can ever use to describe a 
myriad of complex situations, events, and concepts. 

Communteations technotogy has evolved along the same lines. The 
telephone, for example, has a basic structure. Our plain old Wephone 
system (POTS) — physfeal cables, network switching centers, and 
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/f is impaiianf to understand the real 
vision ofttse t)ui{ders of the original 
POTS voice network. Ttiey realized 
that they needed to build something 
tremendous ^xttile, extsnsibfe, and 
standards-based to accommodaie any 
kktd of innovathn in the years to come. 



end-point devices in homes and offices — has provided a basic 
structure on which to build not only simple telephony features 
such as the ability to call any number in the world but also complex 
management features such as call waiting, voicemail, unified 
messaging, and conference calls. Like language with its structure, 
shared understanding of words, and ubiquity, the POTS had to be 
utteriy reliable, simple to use, global in reach, and in alnrrosl every 
home and office. 

It is important to understand the real vision of the builders of the 
original POTS voice network: Even though these eady engineers 
had no idea what kind of voice services would be introduced 
in later years, Ihey realized that they needed to build something 
tremendously flexible, extensible, and standards based to 
accommodate any kind of innovation in the years to come. 

Although in 1880 there may have been some doubt as to whether 
Marconi's telegraph or Beirs telephone would vAw the right to play a 
seminal role in the lives of nearly every human being, the network 
built around the telephone, and the network effect to produce milHons 
of network nodes (i.e., phones), brings us to where we are today. 

We live in the age of the Internet. Corporate workers have become 
used to interacting with their PCs almost as they would with a 
colleague; much as the telephone handset became a physrcal proxy 
for the person on the other end of the line, PCs are an embodiment 
of how we in business communicate today, with email, instant mes- 
saging, calendaring and scheduling, and team collaborative applica- 
tions. Browsers are Increasingly our Information communication 
devices, more than the telephone. 

When CTI became possible in the early 1990s, technologists looked 
for ways to make a tighter link between data and voice and to build 
CTI products as reliable, useful, and ubiquitous as the telephone net- 
work. To dale, CTI has brought us the uniting of voice, fax. and email 
messages in a common object store (unified messaging); interactive 
voice response (IVR); and numerous other linkages between the PC 
and the telephone. 

But these are largely one-way products. They rely on the PC as a 
viewing device, or as a window into a network object store, and 
little more. Email is store-and-fonward technology, unified messaging 
is "push*" technology, and even instant messaging, with all its 
connotation of speed, cannot match the finee-flowing spontaneity of a 
lively conversation. 

HORE THAN HEETINGS 

Both the proHle of the typical Web conferencing user and the 
business areas in which Web conferencing is being used have 
evolved dramatically in the past few years. As conferencing services 
vendors deploy more specialized, high-touch features to address 
more meeting types, their use as substitutes for existing types of 
online communications has grown. Just three years ago. most 
conferences were audio only, and data sharing was a one-to-many 
activity, with limited user controls and no flexibifity. 
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Today, Bie average user is not an 
IT typB.' Users of most Web 
conferencing products dont have to 
go to spedal conference rooms or 
schedule time on the system with a 
gaiekeeper in th&r company's 
telepttony department. 



Today, efectnomc meefings are atout 
coffatoraftng, sharing, am/teacfuig. 

They are part of the process, not On 
end of the process. 



Today the average user is not an "IT type." Users of most Web 
conferencing products doni have fo go to special conference rooms 
or schadule time on the system with a gatekeeper in their companj^ 
telephony departinenL As the technology has grown more linked to 
the desktop PC. control over meetings has been decenlralizea 
Scheduling, attendance, richness of the information shared, and 
other issues are deckled largely by the meeting's host, and users 
don't need to schedule a meeting so much as dick a button to launch 
an ad hoc session. 

How have meetings changed? Only a few years ago. many meet- 
ings w-ere audioH)nly conference calls, handled by incumbent local 
exchange carriers (ILECs), and they were scheduled using a flood o^ 
telephone calls. When users needed to see something, they had to 
congregate in a single physical location. There was a P>ace to go to 
for meeting and another place to go to for working. Users did ttieir 
thinking offline, asynchronously, then aoanged a call to convey deci- 
sions already made and strategy already fomied. 
Today, electronic meetings are about communicating, sharing, and 
teaching. They are part of the process, not the end of the pro<»ss. 
Think of the new uses for conferencing today: salespeople conducting 
meetings with prospects and existing customers, cuslorners and 
employees receiving training anywhere In the world, and experte 
providing live hands^n support to remote customers. While the first 
phase of business communications was face to face, the advent of 
the telephone enabled most communications to be remote, witb 
fewer face-to-face meetings. This change dramatically increased 
business opportunities. Now. with the ubiquity of multimedia-based 
Web communicattons. users can rely on both telephone and visual 
capabilities to dramatically enhance the effectiveness of remote 
communications. This has the effect of further reducing the cost 
of doing business and more significantly Increasing business 
opportunities, just as the telephone did over the last century. 

Salespeople use Web conferencing to present and deliver online 
demonstrations to customer prospects across the country. Instnictore 
can reach studenU anywhere there is a Internet connecti<». with 
guided teaming, feedback, and perfonnance assessment - just like 
in the classroom. Engineers can share ideas with 30 computer-aided 
design (CAD) objects and get quick feedback. At one end. marketing 
can present new products to thousands of prospects, and at the 
other end. two colleagues can share the beginnings of a great new 
idea bom from digital scribbles on a white board. Welcome to the 
vranderful worid of Web conferencing. 

WHERE NETWORK ARCHITECTURE fITS IN 

Architecturally, conferencing links voice and data by providinga 
switching network that unites the public svwtched telephone netvjwk 
(PSTN) and the public Internet. The standard OSI model descnbes 
the seven layers on which communications data must be addressed 
for it to be successfully transported - from the miles of cables buned 
und» highways and skyscrapers, through data and networtc synchro- 
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nization. session initetton. presentation (encryption and con;jere.<^ 
and. finally, up to the application layer, the user interface, and the 
(see Figure It is a complex model, and while it .s possible to 
lx)mbine certain layers, a weak link, or skipped layer. cooU^n a 
dropped call, a misrouted data file - in short, failed communication. 



Figure 1: Network Architecture 




One can imagine the machinations that must go on behind the 
scenes to produce a successful online meeting: As the audio portion 
moves along the PSTN, it passes several possible pointe of fadure. 
Instructions from the user interface need to be transmitted via the 
packet-switching OSI layers - application Pf^"^"*^"""- 
session - where audio encounters Secure Sockets Layer (SSL) 
data e.K:iyplion, decryption, and data conversion Then, these two 
streams - audio and visual - have to meet seamlessly via a PSTN 
bridge and be transmitted to many users — all m real time. 
When the telephone first emerged. Bell Systems dealt with thjs com- 
plexity by focusing on the redundancy and failover capacity of ite net- 
work The resuK Is that ttie dial tone has become ttie sonic metaphor 
for global reach, utter reliability, high quality, and security. The nelwo* 
for Web conferencing has the same business requirements and attrtb- 
utes as the telephone system: Users want to be able to prtug in a PC 
or mobile device and go. with the assurance ttiat they will have dial- 
tone reliabHity no matter where on the Web their meeting takes them. 
An added point of complexity comes from the fact that white ttie PC 
industry is relatively nascent, tnie CTI is even more "ew Even top 
techncrtogists donl know the bounds of me Internet, and the borders 
between data and voice are made ever fuzzier as voice moves to the 
Internet with voice over IP (VoIP). Because ttie honzon is always 
shitting, the network on which communications services are bum 
needs to be immensely extensible - bHnd to ttie vagaries of diffetBii 
operating systems, platforms, devices, user types, and so on. It 
needs to be generic enough to not get in Uie way of ttie changing 
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uses, mobile platforms, and shifts In technology that are sure 
come about in the next 25 years. 



Just as tf?e originsi POTS anMects 
needed (o buHd a foundation for any 
ftdm hmovatior^ in v&ce services, 
engineers buMng toda/s data 
netwotks find ttmisetves faced ¥^ 
complex choices about bidding a 
netwoik to deliver combined voice and 
visu^serfloes. 



WEBEX OVERVIEW . 

WebEx (NASDAQ: WEBX). based in San Jose. California, provides 
a communications infrastructure for real-time business meetings 
-on the Web, WebEx's products are carriertclass communications 
services that integrate voice, video, and data to enable collaboration, 
infonnation and process sharing, and training. These services are 
based on WebEx's multimedia swtching platfbmi. WebEx services 
enable end users to share presentations, documents. applicaUons, 
voice, and video on Windows, Macintosh, or Solaris systems, and 
they can be accessed via a Web browser. These services are used 
across the enterprise In such functions as sales, support, training, 
marketing, and engineering. 

WebEx is now delivering these sennces to more than 6.100 corporate 
accounts through 200 different distribution channels. 

NETWORK TOPOLOGY AND THE WEBEX INTERACTIVE 
NETWORK ^ 

When you understand how visual meetings, conferences, and 
etraining sessions are delivered, the dial-tone analogy really begins 
to ring true. Web meetings are a Web-based extension of audio 
communications, and in almost all cases, audio accompanies the 
visual portion of the session. Audio can be delivered via ttie networt^ 
of a local telephone service provider or a larger canier such as 
AT&T, France Telecom, or WorldCom. In many cases, voice services 
are delivered by the provider of the visual conferencing, or they can 
be offered using Internet protocols (IP), so that the POTS Is 
bypassed entirely. Many current Web conferencing industry leaders 
allow for a variety of options, and participants on a call may use 
a combination of POTS and IP voice to synch up with the visual 
portion of the meeting. 

The key point is that providers are gradually moving more of the 
controls for these services to the Web interface. Scheduling is 
increasingly accomplished via a browser-based mtertace. Dual-tone 
mulUfrequency (DTMF) controls within the Web interface let users 
manage and manipulate the audio part of the call using Web 
consoles. Because Web conferencing began as a mamage of new 
companies offering Web-based software products and sen/ices and 
existing vendors selling telephony sen^ices, it is tempting to think of 
Web conferencing as strictly a software business, with the telephony 
integration an afterthought. 

But telephony integration is pertiaps the most intricate piece in the 
whole conferencing puzzle. Just as the original POTS architects 
needed to build a foundation for any future innovations in voice 
services, engineers building today's data networics find themselves 
faced with complex choices about building a network to deliver 
combined voice and visual services. 
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Through WIN andihe WbbEx 
switching piatform, information can be 
shared ^ohafy in an instant. 



To deliver these communications services reliably and with 
predictable global performance, WebEx has deployed its own global 
network: the WebEx Interactive Network (WIN). WIN is composed of 
the application, presentation, and session functtons (OSI Layers 5-7), 
with high-speed connections to the Internet on one end and voice 
bridges to the PSTN on the other end. 

WIN is a network of WebEx multimedia communication switches that 
are architecturally distributed and highly scalable. The WebEx 
switches have substantial innovations that are rooted in WebEx's 
philosophy that conferencing is essentially a communications 
service, not a software application, and therefore has the same 
requisite business requirements and quality of service demands as 
the telephone network. 

By leasing IP lines vroridwide, WebEx has created a fully meshed 
netwoik to ensure fault tolerance and rerouting In times of high use. 
The company has leased lines connecting communication hubs at 
colocation facilities that are distributed across the United States, 
Europe, and Asia/Pacific and has been expanding its global reach. 
Configured as a distributed network similar to phone networks, 
each hub Is architected to be scalable and extensible. Each communi- 
cation hub contains clusters of switches, ensuring high levels of 
reliability, redundancy, and scalability. As hubs are added.the regfonal 
hubs will act as contingency sites for each other, delivering what 
WebEx terms global "rings of sen/ice." WebEx's networit vnll provide 
continuous reliability benefits because each additional node provides 
additional capacity, added paths for reliaWlity, and reduced reliance 
on public networks. 

Through WIN and the WebEx switching platform, information can be 
shared globally in an instant. This guarantees reliability by controlling 
the network and by automatically routing and rerouting information 
based on network performance. Participants connecting with WebEx 
are automatically connected through the nearest WIN communica- 
lions node, eliminating numerous network Internet service provider 
hops that are typically required. Should performance through a 
particular communications hub begin to degrade, alternate regional 
servers will be automatically pinged, and the next request wit! be 
routed through the nearest alternate server with the best performance 
level. These routing and rerouting capabilities ensure high levels of 
service for WebEx customers. These measures allow WebEx to 
guarantee fast and accurate delivery of information, strengthening the 
company's ability to alter current business methods. 

Although WIN i^s been continually optimized and upgraded since its 
introduction two years ago, WebEx is moving toward even greater 
guarantees of reliability and scalability with the announcement of its 
major communicatbns services infrastructure u^rade, MediaTone. 
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MediaTone 



BuMng on its existing support of a 
(ich set of data, video, and audio 
capabiiities, MediaTone has enabled 
WebEx to provide new capabilHIes thei 
onty a switched based network 
infrastntcture can delh/er. 



The Internet is increasingly crowded and unreliable. Packets of data 
and voice information may leave a gateway with great speed and 
determination, only to be blocked by least-common routing and 
Internet traffic. Packets may anive at their destinations scrambled, 
late, or not at an, and because of the added complexity of bridging 
voice from a separate (PSTN) system onto Internet data, the points 
of possible failure become almost infinite. 

WebEx's new MediaTone switching technology allows the WebEx 
switching plalfomi to share complex media types, deliver advanced 
communications functionality, and support a range of new devices 
and platforms. The MediaTone signaling technology is part of 
Layer 6 (presentation layer) of the IP-based communications network 
layers and specifically provides the capability for real-time delivery 
and synchronization of multimedia content. Building on its existing 
support of a rich set of data, video, and audio capabilities, MediaTone 
has enabled WebEx to provide new capabilities that only a switched 
t>ased network infrastructure can deliver, including: 

• Support for Universal Communications Format (UCF) 
(UCF is WebEx's protocol for sharing rich media content within 
PowerPoint presentations in a way that lets users completely 
control the delivery. Full animation support Is provided.) 

• Sharing of embedded Flash files, with the ability to control start, 
stop, and pause files 

• Sharing of Windows Media Player/RealPlayer content, with the 
ability to start, stop, and pause delivery to aU participants 

• Sharing of CAD and other 3D objects, with full manipulation 

Sharing of previously recorded WebEx meetings 

« Secure access to or sharing of information in a meeting, whether 
the content is local or remote 

Multipoint videoconferendng, from either a browser or in support 
of Polycom cameras and standard video camcorders 

• Access to presentations using handheld and wireless devices, 
with the ability to participate in meetings 

Simultaneous sharing of multiple documents or presentations; 
viewing of multiple documents at the same time, with the ability 
to flip back and forth between them 

But is all of tte really important if, as we said earlier, the average user 
is not an IT type? Web conferencing technology has trickled down 
from rr to desktop users, and it is now a part of the lives of most 
knowledge workers. Users see a user interface, and they have 
user^perated controls. Why is the network important to them? 
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The true barriers to enlry in the markd 
are far higher for vendors seeldng to 
serve the marlcetp^ as ^oba! 
communicB^ons ser^ce providers. 



All the bits and pieces assembled to link the PSTN and the Internet 
and to deliver voice, video, and data reliabty. globally, and flexibly are 
important because if a system is down just once, drops calls, or 
doesnl accommodate specific situations and needs, then it Is dead 
In the water. Disenchanted customers are like flowing water: They 
will find another path to their goal should one way be blocked. 

WEBEX COHHUNICATIONS SERVICES 

WebEx offers mullipte communications services to fulfill diverse user 
needs within enterprises. Services include: 

Meeting Center provides rich interactive meeting environment. 

• Event Center (formerly OnStage) enables delivery of multimedia 
Web seminars. 

• Support Center (fomnerty OnCall) enables delivery of remote, 
hands-on technical support. 

• Training Center, which is WebEx's newest service and the 
ftrst to be based on MediaTone. enables remote delivery of live 
training to customers and employees. 

CHALLENGES 

A key challenge to overall adoption of Web conferendng is that several 
related applications and services deliver parts of the promise of 
real-time conferencing without all the pieces. For example, for most 
knowledge workers, the inbox paradigm is very strong. For small busi- 
nesses, or firms with employees, partners, and customers relatively 
proximate, email, telephone, and other means of communicatk>n may 
continue to suffice. For larger businesses, where customers, 
prospects, partners, and employees are more geographically dis- 
persed, however, communicattons beyond the telephone are essential. 

At firsi glance, the cost of developing Web conferendng products 
seems low. A few employees writing code can write a Web applica- 
tion server to store and share limited forms of information. The true 
barriers to entry in the market are indeed far higher — especially for 
vendors seeking to serve the marketplace as global communications 
service providers. Worldwide reach and reliability require a global 
network with peering agreements, impeccable code, built-in security, 
high scalability, rich functionality, and an army of client service 
representatives to meet the standard for 24 x 7 service that is 
increasingly expected of conferencing service providers. WebEx 
has had to invest substantially in its switching platform, WIN, and 
MediaTone signaling technology in the past few years, and the cost 
of acquiring new customers remains high. 

Vendors such as WebEx face competition from a growing pool of 
Web conferencing product and services suppliers. 

WebEx's continued demonstration of dial-tone reliability is important 
if it is to convince new customers that it can deliver the kind of Web 
conferencing capability and uptime they require. 
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CONCLUSION 



The conpefUng natum of whei WebEx 
has accompJished is wflected in Hs 
having earned 5,000 corporatB 
customers and more than doubled 
fevenue in each of the past /wo years. 



The promise of dynamic, cosl-effeclive, real-time, and productive 
Wet>-based communications is real. tDC's 2001 Conferendng Survey 
revealed that 82% of businesses with more than 500 employees use 
some type of conferencing application. Buyers will continue to be 
drawn by the tremendous potential return on investment that they can 
realize through savings on equipment, bandwidth, personnel, and 
applications licenses, as well as sharply reduced travel costs. 

But the real promise of Web conferencing is that it takes the dream 
of the telephone and extends it far beyond voice. Customers expect 
rapid responses. Competition pushes businesses to plan, design. 
Implement, and support products on a 24 x 7 basis. Therefore, talk is 
not enough. To lead, businesses need to show, link, exchange, 
demonstrate, teach, relate, and collaborate. As business cruises 
along at Internet speed, users will increasingly need to share rich 
digital files, demonstrate products, confer with colleagues, and teach 
customers in real time. And they will need to perform such tasks 
from multiple types of emerging portable IP devices, 

WebEx provides a comprehensive solution based on Its 
communications services, infrastructure, and worldwide network. 
Demand for these services will continue, and reliable, scalable, 
extensible, and ubiquitous services such as WebEx's wiO be among 
the winners at the forefront of this shift as adoption of reaMime 
multimedia communications continues to grow. 

The compelling nature of what WebEx has accomplished is reflected 
in its having earned 5,000 corporate customers and more than 
doubled revenue In each of the past two years. WebEx's reseller 
relationships with a number of key telecommunications vendors 
(including AT&T, MCI WorldCom. NTT. France Telecom, and Telia) 
highlight the reputation WebEx commands. WebEx's approach — 
looking at Web-based, real-time, interactive Web services as a 
communication technology and infrastructure issue rather than 
a software tool or application — will enable both the company and 
its MediaTone technology to power business communications to 
new heights. 
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MEDIATttN 



The "Dial Tone" for 
Web Communications Services 



The ""Dial Tone" for Web 
Communications Services 



WebEx™ MedlaTone^ technology enables WebEx meeting participants wortdwide to 
enjoy the richest set of data, voice and video interactive services together with 
unpsuralleled network perfomiance and reliability. The secure, highly scalable MediaTone 
Network can support mllfk)ns of ^multaneous calls, and as many as 5,000 individuals 
may attend one meeting^ 

The WebEx MediaTone Platform positions WebEx as the technological leader in Web 
communications services, providing OEM services to WebEx partners and Industry- 
leading meeting services to nearly 7000 corporations. The MediaTone architecture 
provides ubiquitous access — regardless of location, hardware platform, operating 
system, browser, and wired or wireless status— enabling everyone to reap the benefits of 
online meetings. 



MediaTone Technology 

All WebEx services integrate the company's MediaTone technology- This proprietary 
technology enables true interactive communication sessions with levels of functionality, 
reliability, security and scalability impossible to achieve in a database-centric, store-and- 
retrieve architecture. With its modular framework and standards-based application 
programming Interfaces (APIs). MediaTone is the "diaV-tone*' for Web communications. 

The highly extensible WebEx architecture includes two components: ttie MediaTone 
Networi< and the MediaTone Platform. 
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We've got to start meeting like thisr 



Customer Requirements 

As they evaluate solutions that can 
deliver such t>enefits, customers 
factor in many technical and 
tHJSiness requirements. These 
Include the need for 

• A flexible, scalable, reliable V^eb 
sen^lces architecture wth powerful 
and extensible capabilities. 

• The ability to accommodate 
millions of people-minutes in 
online meetings. 

• Reliable third-party service 
provision for integrated rich-media 
calls across enterprises. 

• Integration with \he customers 
enterprise IT infrastructure and 
suf^ort for heterogeneous 
environments (eg, Microsoft 
ExchangeA^utfook and 
Domino/Notes integration, fnstant 
Messaging, Portats), 

« Support for diverse online meeting 
scenarios (e.g., sales, marketing, 
training, support project 
management, design reviews). 

• Rapid deployment and ease of 
administration. 

• Security that addresses 
authentication, encryption, 
auditing and tracking. 

• Full support for ad-hoc and 
scheduled sessktns. 

• Integratran with billing and 
reporting systems. 

• Support for personafizationL 

• Seamless Integration with voice 
systems such as audk> 
conferencing bridges and Vdoe 
over IP (VoIP) solutions. 

• Wortdwide 24x7x365 support and 
native language support 
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MediaTone Network 



The MediaTone Network is a fully redundant, high-performance private global network 
specifically designed to deliver Web communications services. Created with a earner- 
class information-switching architecture, the MediaTone Network delivers optimal 
performance by routing communications across several WebEx data centers. The result 
is a high-performance network that is unmatched for secure, reliable, fast, real-time Web 
communications. WebEx is the only company to develop and deploy a globally 
distributed infomnation-switching network specifically designed for the delivery of 
interactive Web oonununications services. 



MediaTone Platform 

The MediaTone Platform, a distributed software architecture for Web-based 
conimunicatkjns services, is deployed over the MediaTone Networic. The MediaTone 
Platform supports the full range of data, voice and video communications needed to 
provide a setting that simulates the fuil spontaneity and productivity of face-to-face 
meetings. With the MediaTone Platform, WebEx can rapidly develop new interactive Web 
communications services. 



With the WebEx MediaTone 
Network: 

• Latency and jnlerruptions in multi- 
point interactive meetings are 
eliminated, even wtien participants 
are located in different countries, 

• Partidpants may use any 
telephone for the audio portion of 
tlieir meeting* 



The MediaTone Platform 
Provides: 

• Administrative capabilities, such 
as scheduling, provisioning and 

billing. 

• Capabilities for session 
management, conference control 
and communications. 

• Rich features, such as application 
sharing, video, white boarding and 
VoIP, 
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WebEx MediaTone Architecture 



A More Robust T.I 20 




The MediaTone Platrorm leverages ttie T.120 standard, 
which supports platform-irKjependent, multi-point data 
communications. WebEx has t>uilt upon the T.120 standard, 

adapting it to a Web-native infraslnjcture and significantly 
enhancing the T.120 Presentation and Application Layers. 
WebEx also has extended the T.120 protocols for 
scalability, fault tolerance, security and manageabili^ 
while assuring PSTN Integration. By basing the MediaTone 
Platform on an enhanced versiwi of the T.120 standard arvd 
by creating a set of integration lodkits, WebEx has created 
a highly scalable and open information-switching networic 

Originally developed by leading telecommunications providers to promote integrated 
Services Digital Network (ISDN) service, T.120 Is tiie first well<lefined switched 
architecture for real-time data communications. The standard addresses multimedia- 
technok)gy issues with attention to both voice and data requirements. The T.120 
protocol, which focuses on layers 5-7 of the OSI Model, addresses the following issues: 

• Communications/transport interface (e.g., TCP/UDP). 

• Multipdnt session management and conference control. 

• Application Layers standards. 

• White boarding, application sharing and file transfer. 

WebEx enhancements to the T.120 protocol suite Include: 
Well-defined support for HTTP. 

Vector-based graphic format for sharing any document/format and session 
archiving. 

Fomnat and protocol for sharing and synchronizing rich media. 
Federated Switched Network for global depk>yment and ubiquitous access. 
PSTN integration. 

A rich set of APIs and tools for integratbn with Web and desktop applications. 
Enhanced network scalability, rellablGty and manageability. 
Improved security. 
Business and operational tuning. 



Service Management Layers 

WebEx service management layers provide customers with an extensive array of 
features to maximize the use of WebEx services. WebEx servk:e management 
capabilities include: 



The OSI Model 

The OSI oommunications model 
defines how messages should be 
transmitted between any two pdnts 
in a telecommunication network. The 
reference model defines seven 
layers of functions that take place at 
each end of a communication. V/HNn 
the OSI Model: 

• The Application l.a/er represents 
the level at which applications 
acx:ess network services, such as 
software for file transfers, 
database access and electronic 
mail, 

• The Presenfat/on Layer 
translates data from the 
Application Layer and mariages 
security issues by providing 
sendees such as data encryption 
and compres^>n. 

• The Session Layer enables two 
applications on different 
computers to establish, use and 
end a session. 

• The Transport Layer handles 
error recognilion and recovery. It 
also repackages long messa9e$, 
when necessary, and sends 
receipt acknowtedgments. 

• The ATeKvor^ Layer addresses 
messages and translates logical 
addresses artd names Into 
physical addresses. It also 
determines the routes and 
manages trafflc problems. 

• The Oafa Link Layer packages 
raw bits from the Physical Layer 
into frames — logical, structured 
packets for data. 

• The P/i>s/ca/ Layer transmits bits 
from one computer to another and 
regulates the transmission of a 
stream of bits over a physical 
medium. 



• Administration. 

• Reporting and Monitoring. 

• Fault/Recovery. 

• Provisioning and Billing. 

• Authentication. 
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A Secure Network-Friendly Solution 




WebEx patent pending technologies provide universal access to 
the MediaTone servers from the Internet. WebEx provides a 
secure location on the Internet where users can connect and 
coJiaborale at any time from any place without requiring 
modifications to their security infrastructure. 



WebEx provides encryption of all session content with Secure 
Sockets Layer (SSL) technology to ensure the high level of 
security required for enterprise data communications. The T.I 20 based MediaTone 
architecture ensures that session contents are switched through the MediaTone Network 
and never stored in the WebEx infrastmcture. 

Additional Key Capabilities of the MediaTone Platform 

WebEx Universal Communications Format (UCF) 

• UCF is a part of the MediaTone technology developed by WebEx that makes 
interactive communication powerful and effective by delivering unprecedented 
levels of interactivity and support for advanced multimedia communications. 

• UCF technology Includes a portable document format for sharing and annotating 
on any document, and a protocol for sharing nrujltimedia content 

• UCF enables the ability to: 

• Share PPT presentations with animations and transitions. 

• Spontaneously show rich media in WebEx meetings. 

• Easily create engaging, interactive presentations containing rich media. 

• Share Flash animation, video, audio, Web pages, and WebEx recordings in 
WebEx meetings with full control over delivery. 

WebEx Access Anywhere^ 

The WebEx Access Anywhere service enables any meeting participant to securely 
access or share information or applications that reside on an unattended remote 
computer. Mobile employees can access information on their office computers from a 
personal digital assistant (PDA) and share it In a WebEx meeting. 

Video Conferencing 

WebEx technology supports video conferencing with a browser and Webcams. WebEx 
also supports feeds from video technologies, including Polycom cameras and standard 
video camcorders. MediaTone also provides support for multi-point video conferencing. 

The WebEx Solution 

WebEx has developed a comprehensive set of Web communications services built on its 
patented MediaTone technology in order to meet the diverse requirements of its 
enterprise customers, enterprise portal providers, application developers and 
telecommunications providers. All WebEx services support highly interactive data, voice 
and video communications across multiple client platforms: 

• Windows 95. 98, ME. NT. 2000 and XP. Tablet PC 

• Macintosh OS 9 and OS X 

• Solaris 7 and 8. HP-UX 1 1 .3, Linux 

• Palm OS, Pocket PC 



^ebEx Event Center and Meeting 
Center senm^s enab/e VeriSign to 
present impoftant new product 
information to ouraMates more 
effectively and efTiaentfy. Our 
professior)af services group has 
increased productivity by providvng 
quality support to our custoniers 
around the gtobe in far less time. 
WebEx provides the collaboration 
and presentation power required to 
fully support our outsourced service. " 

Stephen Fridakis, director of 
professional sen^ices. VeriSign 



"With WebEx we're able to train 
hundreds of people al any given 
point in time. The employee never 
has to leave the branch. So the 
branch does not lose the productivity 
of the employee. And we wind up 
with a better-trained employee. 
We've estimated that this is saving 
us more than $4 million doBars per 
year.' 

Ron Schneider. First Vice President 
of training and performance 
development. Countrywide 
Wholesale Landing Oivlsk>n 
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WebEx Integration Capabilities 



To manage user data: 

• Sign up new user 

• Login/logout 

• ^clivate/deactivate users 

• edit users 

• Edit/delete 

• L'St/add/delete attendees 

• Create/get registration form 

• Register attendee 

• IJSt recorded access Wstoiy 



Protocol Support 

MediaTone technology supports 
nany multimedia protocols to fulfill 
Its rmssion of delivering rich-mer 

^l^ntstothebroadeiSS 
selection of customer devices 

Supported standards and pnstocofs 

• Session Initiation Protocol (SIP) 
j^ichisusedforconfeiendngia 

Ughtweight Dfrectory Access 
.Protocol (LDAPX a venSr^ 
tndependent networtc directory 
protocol that provides directon^^ 
server integration for WebEx 
services. 

• SSL. ' 

• SCORM. 

In addition, WebEx supports th9 
Universal Communication R>rmal» 
(UCF)-a revokilionafy deOveAr 
fwmat that enables high-speed 

as part of a presentation. UCF 
enables users to share content 
within Microsoft™ PowerPoirt™ 
f/f **<h ftjB contrel over 

P^^-'^- ^^'^ «n Share fuB 
PowerPoint animation and 
transitions, just as they would in an 

m-person meeting, and particiMnte 
may start, stop or pause UiT'^ 

de^^'"^ content whenever they 



WebEx Enterprise Edition^ enables admmistrators to provide, 
and users to access, the complete suite of WebEx interactive 
services, leveraging the features of the spedfK: service that's 
best for their needs. Wel)Ex Enterprise Edition is delivered with 
My WebEx. the personal interface into the WebEx suite of 
services. Through My WebEx, users within the enterprise can 
access all of their WebEx sen/ices in a single place, with a single 
login. 



WebEx Meeting Center^ is the most powerful online Web 
meeting solution available. Users can present, collaborate, 
demonstrate, sefl - anything that can be done in a face-to-^ce 
meeting can be done in a WebEx meeting. MediaTone enables 
productive, online meetings with rich media, using any desktop, 
laptop, or vnreless handheld device. 



WebEx Training Center^" empowers users to deliver a rich and 
compelling live, online classroom experience. Users can 
maximize the reach, timeliness, and effectiveness of training 
programs while decreasing delivery costs. 



WebEx Event Center^ makes highly effective seminars and 
exciting multimedia events available with a browser, managed 
from a user^s desktop, all for a fraction of the cost of a traditional 
enterprise-wkle event. 



Benefits of WebEx Services 

Benefits of WebEx sen/ices include 
the at>iiity to share multiple 
documents and presentations in a 
meeting and use streaming or local 
multi-media content Multiple 
presenters may collaborate In one 
meeting, and murti-language 
meetings are available through a 
customizable interface. Presenters 
may run any software app&cation for 
effective demos, training and team 
meetings, including applicattons for 

• Customer relationship 
management (CRM) 

« Enterprise resource planning 
(ERP) 

• Financial management 

The following capabflities are 
included in some or all of the WebEx 

services: 

• Application St^aring 

• Remote Control 

• White Boarding 

• Polling 

• Chat 

• Q&A 

• Breakout Sessions 

• Integrated VoIP 

• Integrated audio conferencing 



WebEx Support Center™ utilizes the power of WebEx to cre^e 
a perfect environment for delivering highr^ality, low-cost 
customer support. 
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Requirements of a Web Communications Platform 

Much like the telecommunications infrastructure is built on 
standards to support voice communications from myriads of 
endpoints, a Web communications infrastructure must provide 
for ubiquitous access, allow for an evernncreasing range of 
functionality, be scalable and extensible, artd most importantly 
be reliable. The Web has been a powerful medium for 
ubiquitous access to information and services, and a successful 
communications platform should leverage it for access to its 
services by individuals who are anywhere in the world and wtx> 
use any combination of wired or wireless Internet devices. Finally, the infrastructure 
should provide support for rapid provisioning of an inaeasing range of services with 
relatively tow cost of ownership. 



WebEx Delivers Web Communications Solutions 

To meet demand for Web communications services such as online meetings, 
conferencing, teaming and customer support, WebEx is adding live interaction 
capabilities to the Web, This requires strong support for service management, multi-point 
conference control as well as robust communications support. Additionally, with full 
support for sharing any documents including streanrwng audio and video. Flash, and other 
rich media formats, WebEx communications services enable users to share applications, 
take rermte control, and interactively annotate on-screen materi^s. With these services, 
enterprises ^ve: 

• Richer, more effective online communications. 

• Faster time to mariiet and quicker problem resolution. 

• Lower costs for expenses such as travel, meeting venues and meeting planning. 

• Better decision-making. 

• Improved productivity and efficiency through the use of real-time interactive Web 
communications across the enterprise. 



Join hundreds of Fortune 1000 companies already using WebEx. 

For more infonnation, visit www.webex.com or contact a servfce consultant at 

+1.877.50. WEBEX (or +1 .408.435,7048). 




O20O3 WebEx CommunlcaUons, Inc. WebEx. WebEx MediaTone. and me WebEx logo are regisiefed trademarfo of WebEx 
Communicalions, Inc. AUngMs reserved. ADoOwr trademarics are the property of their respective owners. 

OiiinMyfTWP 



WebEx History 

• Founded. 1996. 

• Initial Public Offering. 1999. 

• Acquired and devel(^)ed loey 
technologies in real-time 
collaboration. 

• Today offers a breadth of services 
that are unparalleled (n the 
industry^lus outstanding 
scalability, reliability and cost 
pefformanca. 

• Headquartered in San Jose, CaGf., 
with offices In Sacramento, New 
York, Amsterdam, Mefeoume, 
Hong Kong and Tokyo. 

• Approximately 950 employees 
worldwide. 

Research and Development 
Centers of Excellence in San 
Jose, Hangzhou» Suzhou and 
Hefei. 

• Data Centers in San Jose, 
Denver. Virginia, Hong Kong, 
Tolcyo. Stockholm and London. 



Worldwide Sales Offices: 

Amencas & Cartada 

Tel:+1.877.S0.WEBEX 

Atnericaslnfo@webax.com 

Europe. Middle East & Africa 
Tel: +31 (0)20.4108.700 
EMEA^pfo(B^e^?q3^,9PfT' 

Auslrafia & New Zealand 
Tel: ^1 (0)3.9653.8561 

China (HK) 

Tel: ♦852,8201.0228 

AsiaPaclnfo@webex.cx>fn 

Japan 

Tel: 4^81.3.5501.3272 
Japanlnffoi5hw?t)gXr9Pffi 
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Business Solutions / Professional 




What if you could: 

' Never miss an Important call or fax 
" Have one, unified vofcemail box 

" Avoid unwanted calls while only taking the important calls through 
sophisticated call screening features 

• Set up conference calls In less than a minute via the Web or phone 
' Give out only one phone number Instead of 4 or 5 

* Be able to save your voicemails to your hard drive 

Let's be honest, you probably have way too many phone numbers. You have your office, 
home, cellular, fax and maybe even pager number to manage. And rennember, you aren't 
the only one who has to manage all those numbers, you expect your customers, 
colleagues and family to know which number to call you on and when. With AccessLine 
SmaitNumber, you only give out ONE NUMBER. You then dedde which phone to send your 
callers to. You can also screen calls to make sure you take the calls you want and skip the 
ones you don't! IF you can't take the call, your SmartNumber will take a message. 

Also, your SmartNumber is your fax number. SmartNumber automatically knows the 
difference between someone calling you and an incoming fax. It will store your faxes and 
let you send them to the fax machine of your choice, or just view them via the Internet, 

Simply Log onto AccessLlne.com and you can route all your calls to any phone, anywhere, 
any time. You can view faxes and listen to voicemails rtght from your web browser and 
forv/ard them Just like e-mails! 

In addition to SmartNumber you can also buy other AccessUne products by calling 877- 
716-2540. Or to try your own AccessUne SmartNumber Immediately, click here to sign 
up now! 



F or m ore i nformatio n^ pleas e contact: 

Justin Bowers, Director of Small Business Sales 

jbowers@accessline.com 

877-716-2540 



http://www.acxessHnexoin/busmess_sol^s jrofessional_body.html 
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lue vriiK^Jiuuiucr vtuuuci* 
By Travis Kramer 
CommWeb 

02A>1/Z000» 12:00 AM ET 

We don't know if this is the direction in which business 
teleconvnunications are headed for everyone, or if if s a 
new trend for itinerant businessmen only, but lately 
we've been deluged with offers to try out '*one-numbcr" 
services. Accessline Coinmunicatiotis (Bellevue, WA - 
877-800-0999) approached us with its customizable 
voice and communications service, AccessLine, an all- 
in-one number we found perfect for any professional 
who needs to be in contact with colleagues, chents, and 
family wherever he goes (and doesn't have a good office 
voiccmaii). Accessline will store voice and fax 
messages, route calls to your current location, host 
audioconferences, and much more. 

THE SETUP 

Accessline is easily programmed using a touchtone 
keypad, and once user-initialized, it's reprogranunable 
by keypad or the online GUI. You're given a toll-free 
number and a temporary PIN when you sign up. Since 
setup for these types of services sometimes entails a 
delay (a pain when you need to change numbers in a 
huiry), 1 set up my Accessline by phone while I logged 
onto die Web site, and I saw the entered information 
immediately updated. Accessline (characterized by a 
friendly female voice) prompts you for your temporary 
PIN before you record your name and set your own PIN. 
Once that's accomplished, it's ready for use. When you 
need to tell Accessline where to forward your calls, you 
can set your forwarding numbers by phone or online at 
any time. We were given a handy card containing all the 
prompt codes we'd need for operating Accessline. The 
forwaiding feature uses two-digit codes to represent the 
various contact numbers for easy redirection when you 
call in to change your forwarding options. For example, 
home is 10, office is 20, cellular b 30, etc. If you're 



Events t 
Subscriptions t 



^ print this artide 
ewnail this article 
licence this articte 



Emerging 

Technology: XML - 
The End of Security 
Through Obscurhy? 

Strategies & Issues: 
On the Far Side: NAT 
and Session Border 
Controllers 

Your Rights Don't 
Need to be Managed 

How Far Can 802.11 
Really Travel? 

Network Innovations 
That Mattered 

Network Address 
Translation 

Strategies & Issues: 
Measuring End-to- 
End Internet 
Performance 

Strategies & Issues: 
Honeypots - Sticking 

Zultys Technologies's 
MX1200 Enterprise 
Media Exchange 





SEAM! 
CONNf 
SERVI^ 
PROVI 

.NET con 
sottMuaif 
youqiiiO^ 
customa 



http://wwwxconvergence.corn/article/TCM200()0504S0014 



4/17/2003 



Commweb 



Page 2 of 3 



Contact Us 
About Us 

Media Kit 
Privacy Statement 
License Agreement 

Hom e 



Te<:nEncYclopedi5 



New Products & 
Services 



going from home to your office, simply call your 
Accessline number, enter your PIN, press "2" to direct 
your calls, and press "20 " Two great features for 
directing calk are the Timer and the Weekly Schedule. 
If you know how long you'll be near a certain phone, or 

your schedule demands that you be in the Pennsylvania office every Thursday from 
9ani til noon, for example, you can set the Accessline timer for the length of time 
you would like your calls sent to each forwarding number. Enter if you want 
calls forwarded until ftmher notice, or enter the amount of time (in minutes) that 
you will be available; then enter the memory number of your next location. 
Accessline automatically redirects the calls for you. Similarly, the Weekly 
Schedule automatically directs calls based on your daily or weekly activities, which 
you enter via the Web. Now your work calls can follow you home on weekends. 
Whece! 



rVE GOT MAIL! (VOICE and FAX) 



Checking your voice and fax inboxes is a cinch by phone or computer. Voicemail 
by phone is pretty standard; use the number keys to listen, delete, save, skip, and 
leave messages. I Hked the deletion confirmation feature. After deleting a message, 
you are prompted to press "5" to confirm deletion or any other key to cancel the 
action. Superb for countering the cafifeine twitchies. We love voicemail features 
that help you return messages without having to log into and out of your voicemail 
box; saves time, money, and aggravation. Instant Callback lets you return the call 
(to any caller who attaches a phone number to a voicemail message) by pressing 
"9*." The Rebound feature returns you to your voicemail inbox when the call is 
conq)leted You also have the option to listen to your voicemail online as a ,VOX 
file (which stores the voice file digitally), save, delete, or even forward messages as 
email attachments. When checking faxes over the phone, you'll hear the number of 
new faxes and your delivery options. You can forward faxes in groups (new or 
delivered) or individuaDy; or choose to send them to your default fax or to an 
alternate number. Each fax I had delivered arrived ahnost instantly and came with a 
cover sheet detailing the date and time received and the sender's fax number. If 
you're not near a fax machine, you can also view faxes online as .JPG or -TIFF 
files, or forward them as email attachments. The GUI is convenient and 
straightforward, working in real time with the touchtone menu. 



BUT WAIT, THERE'S MORE... 



Accessline ofFecs pager notification for incoming calb, voicemail, and faxes. The 
page for new voice or fax messages displays the appropriate function code, 
followed by the number of new messages and the calling/faxing party's number. 
When you get a page for an incoming call on hold, go to any touchtone phone, call 
your Accessline number, and press "4" to be connected witfi flie call. Call 
screening is great for hectic days or receiving calls at home; it screens calls based 
on caller discretion (asks if call is urgent) or your discretion. Accessline also lets 
you host an inbound conference call using your personal number as the dial-in 
bridge. You can schedule a conference call (date, time, duration) by phone or 
online. Participants call Accessline to connect to the conference. Accessline is also 
testing its Beta release working of an email feature that will configure your P0P3 
email accounts with your Accessline inbox. Basic service is $18.95/month plus cost 
of calls (lO/min.) and a $40 activation fee. 



CommWeb Marketplace 

Verisign builds security into online transactions 

Are users who they say they are? Are tiiey allowed to see data they want? FREE white 
paper on VeriSign Managed Security Services. 



http://www.cconvergence.corn/article/TCM2(){)()0504S()0 1 4 
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Vonage DigitaiVoice...The BROADBAND Phone Company 

Vonage is a digital phone service that replaces your current phone company, offering 

unlimited local and long distance calling for S39.99 per month 



Buy a Link Now, 



Buyer's Guide | Product Reviews | White Papers I Tutorials 
Case Studies | Roundtables [ Tech Events | Subscriptions | Contact Us 




Cisco Sysums 



CUT NETWORK 
REDUNDANCieS. 



http://wwwxconvergence.coin/article/TCM200()0504S0014 



4/17/2003 
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Status oC this Memo 



This document is an Internet-Draf t . internet-Drafts are working 
docuioents of the Internet Engineering Task Force (IETF), its areas, 
and its working groups. Note that other groups may also distribute 
working documents as Internet-Drafts. 

Internet-Drafts are draft documents valid for a maximum of six rixonths 
and may be updated, replaced, or obsoleted by other documents at any 
time. It is inappropriate to use Internet- Drafts as reference 
material or to cite them other than as "work in progress.'* 

To learn the current status of any Internet-Draft, please check the 
"lid-abstracts.txt" listing contained in the Internet -Drafts Shadow 
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe), 
munnari.oz.au (Pacific Rim), ftp.ietf.org (US East Coast), or 
ftp.isi.edu (US West Coast]. 

This memo provides information for the Internet community. This memo 
does not specify an Internet standard of any kind. Distribution of 
this nemo is unlimited. 



Abstract 



The purpose of this Internet Draft is to start discussion on the 
issues involved in Internet Call Waiting Service {ICW), as part of 
interconnecting IP and Global Switched Telephone Network (GSTN) with 
the intent of providing ICW service that 13 lauch piceded najner3*J5 
dial-up Internet users. Interworking of the IP network and GSTN, 
based on open well-defined protocols, will promote interoperability 
of both the networks and systems built by different vendors. This 
Internet Draft is submitted with the goal of becoming an 
informational RFC. 



The rest of this document is as follows: 
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Section 2 briefly describes the services offered to the end 
Subscriber. It is the support of these services that necessitates the 
proposed internetworking project. 

Section 3 describes the scope of the proposed project by introducing 
its overall architecture, identifying the interfaces to be 
standardized, describing experience with SIP for ICH. 

Sections 4, 5, and 6 respectively address security considerations, 
supply references, and provide the authors address, as required by 
UI. 

Section 7 acknowledges individuals providing assistance in the 
creation ot this document. 
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Section 8 is the Appendix^ which contains IN tutorial and Figure A. 

2. Service Description 

It i5 a well-known problem that call waiting tone interferes with the 
operation of a modem. Anyone using the telephone for a modem 
connection Co a host coii?>uter can not gracefully deal with incoming 
call waiting calls. Internet Call Waiting is the capability to 
provide incoming call notification and completion options when the 
Subscriber is on a dial-up IP connection. When a call comes in the 
Subscriber is presented with a pop-up dialog box, that presents the 
caller's number and, optionally, his or her name. internet Call 
Waiting solution provides a simple, graphical-oriented way to notify 
subscribers while connected to the Internet, of incoming calls. It 
allows the subscriber to accept or reject the call. 

Benefits 

Service providers can achieve the following important benefits 
through the use of internet Call Waiting Service: 

o More calls completed. Call completion is an important aspect of 
the service provided by telecommunication operators. Calls that end 
in busy or no- answer, consume network resources. Solution like 
Internet Call Waiting contributes to greater call completion which 
lowers expense and provides value to both the consumer and service 
provider. 

o The ICW platform is the foundation to offer services: The service 
provider has the opportunity to enhance Internet Call Waiting with 
other services like Internet Foliow-me, personalized call management, 
unified messaging service, click to return (dial] an important call, 
and other call management functions which integrate voice and data 
services. 

o Service provider can offer the following important benefits to the 
subscribers through the use Internet Call Raiting Service: 



<draft-btuailovsky-icw-00. txt> January 1999 

A Proposal for Internet Call Waiting Service using SIP [Page 3] 



• Simple way to manage voice and data calls over a single telephone 

line. 

• Ability to track all incoming calls while the service is active 

PC Graphical Subscriber Interface provides a simple intuitive 
Subscriber interface and also allows easy customization. 

3, Scope of the Proposed Project 

Figure A illustrates the hardware architecture that will support ICW 
Service. The lines indicate the control and/or voice paths. Control 
paths are labeled by the protocol that will be used over them, 
IN elements fSCP, SMS, SSP) are specialized servers, connected to 
switches and other network elements. They handle data queries and 
updates, specialized call routing and other advanced telecom 
services. For more information on Intelligent Network please see our 
IN Tutorial in the Appendix of this Internet Draft. 

The following software components make up the ICW architecture. 

o ICW user Agent Server (OAS> - The ICW UAS (SIP Client) and server 
communicate via the SIP protocol over TCP/IP. The ICW UAS can start 
up automatically as soon as a PPP connection is established. It also 
responds to the incoming request for call treatment by popping up the 
dialog box to the subscriber presenting information about the 
Calling Party and asking for an Accept or Reject decision. The UAS 
sends the resulting choice back to the ICW server. In the case of a 
accepted call, the UAS drops the modem connection to the ISP to allow 
the incoming call to complete. 

o ICW server - a SIP proxy server that perform the following 
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functions. The SCP is not being used as a general-purpose database 
host. Thus, SlP-reiated database dips are envisioned to be in the 
domain of a generic ICW secver which can interface with any 
coimnercial-grade database engine or any LOAP-enabied database. The 
SCP is free to provide telecommunication intensive tasks that it was 
designed for. 

- Listening for incoming messages from the application running on 

SCP 

- providing a data store mechanism for ICW applications 

- Handling Web-based GUI {Applet) requests for subscriber 
provisioning on the ICW server 

o SCP platform software - The ICW APPLICATION runs on SCP 

- ICW Application runs on SCP - The AIH O.I Terminating Attempt 
Trigger (TAT) is used to enable PSTN call handling. Thus, the 
Application responds to an AIM message for every call to the 
subscriber. For each call, the Application either returns a 
request for normal routing, if the subscriber is no longer active, 
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or sends a message to the ICW server passing along the calling 
number. Based upon the reply from the ICW server, which may be 
Accepted or Rejected, the SCP sends the appropriate instructions ba 
ck to the SSP. 

Various alternatives exist for firewall support. The ICW 
OAS- to -ICW server firewall could be standard corporate security 
firewall. However, the security policy would need to allow 
TCP-based SIP messages to flow between the ICW OAS and server over 
the standard SIP port 5060. The ICW server-to-SCP firewall is 
optional and could be used to provide an extra level of protection 
for the SCP by restricting Intranet access of by enforcing a more 
restrictive security policy than the outer firewall. General and 
ICW specific security considerations are coveted in Section 4. 

Other components in the diagram are part of the standard Internet 
and PSTN and include the Internet Service Provider (ISP) , ISP 
modems and web servers, the Service Switching Point (SSP) and the 
Signal Transfer Point (STPJ . The SSPs must be provisioned with the 
necessary trigger for the ICW service, the AIN 0.1 Terminating 
Attempt Trigger. 

When the Calling Party dials the ICW Subscriber's Destination Number, 
the Calling Party experiences the standard Call Waiting treattfient, 
ringing, until Calling Party abandons or the Subscriber specifies 
treatment: Subscriber treatment options and Calling Party experience 
are: 

o Refuse Call: Calling Party hears ringing until Calling Patty 
abandons. In SIP terms, this results in the SIP UAS sending a "603 
Decline" message to the ICW server. 

o Hold Call: Calling Party hears [optional] announcement to hold 
while "other" call in progress is completed. The intent is that the 
Subscriber will accept the call momentarily. (Another possibility 
would be to tell the Calling Party that you'll call them back in a 
few minutes, etc) In SIP tettas, this results in the SIP UAS sending a 
"182 Queued" message to the ICW server. 

o Send to Voice Mail (assuming Subscriber has a Voice Mail service) : 
Calling Party hears voice mail system announcements. (This 
redirection to voice mail could, as well, have been redirection to 
some other DN, e.g. cell phone, second line, secretary, etc) in SIP 
terms, this results in the SIP UAS sending a "380 Alternative 
Service" to the ICW server. 

c Accept Call: Calling Party hears ringing until is connected to 
Subscriber. In SIP terms, this results in the SIP OAS sending a "200 
OK" to the ICW server. 

Mote: Optional treatment options can include taking call via VoIP and 
route call to a third party numiber. 
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In the proposed Acctiitecture, the Subscriber Is assumed to have PPP 
service through their ISP. They are surfing the internet or working 
at home, connected to a corporate intranet- Two con^onents of ICW 
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reside on their PC; an H.323 client for VoIP and an ICW UAS to drive 
the presentation to the Subscriber of Setup and Notification. 
Controlling the ICW service is the ICW server for Internet related 
control and the combination of the SCP and SSP via AIM functionality 
providing PSTK control via SS7. There is an ICW control session 
between the PC and the ICW server. Controlling the VoIP aspect is 
Che H.323 client at the PC and the H.323 gateway with H.323 packets 
going between them via the internet. The SCP controls the IP via 
Bellcore's GR-1129- The SCP and ICW server have a TCP/IP connection. 
The call path of the accepted call consists of the Calling Party 
being routed to the IP (intelligent peripheral) and bridged to the 
ICW Subscriber from the H.323 gateway. Firewall appliances are 
placed on all IP connections of the service provider. A call 
scenario below walks through this architecture. Integration of the 
H.323 GW and IP as well as the SCP and ICW server is a possibility 
for future enhancements. 

Call Scenario 

Subscription to the service. 

o Subscriber signs up for the service. 

o Subscriber downloads and installs the ICM UAS software. 

O Subscriber Information is provisioned in the SMS <and SCP) . 

Activation of the service and coordination with the ICW server 

(Transparent for the ICW Dser) 

o ICW UAS establishes TCP connection. 

o Subscriber authenticates himself /herself and Register with ICW 
Server using the encrypted password and phone number, 
o ICW Server stores information in database. 

Call Arrival 

o Calling Party initiates call to Subscriber, 
o SSP (Switch) encounters TAT. 
o SCP query launched. 

o SCP determines it call is for an ICW subscriber viC noL then other 
service logic applies) . 

o SCP sends a SIP "INVITE" message with Calling Number, optional 
Calling Name and Called Number (and receives a SIP acknowledgement 
from the ICW Server) 

o If ICW is activated for the called subscriber. ICW Server returns 
"TRYING** to SCP, The SCP instructs SSP to play an announcment, e.g. 
ringing. ICW Server determines^ based on the Called Wuxnber and the 
IP Address of the ICW UAS and sends the SIP INVITE message to the ICW 
OAS. 

o If ICW is not activated ICW Server returns "NOT FOUND" to SCP. SCP 
returns an Authorise Term message to the SSP so call proceeds as 
normal . 

ComEiunicating subscriber's choice to the SCP. 

o ICW UAS returns a SIP "DECLINE" (for normal SSP treatment) or "OK" 
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(for connecting the call). 

o ICW Server passes along the SIP message to the SCP 

Choice: Drop Modem, take call, 
o ICW UAS causes Modem to drop. 

o SCP instructs switch to continue with the call (Authorize Term), 
o Switch connects Calling Party to Subscriber line causing the phone 
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to ring. 

Choice: Send to Voice Mail. 

o SCP sends Authorize Term message to switch to deliver the call Co 
the subscriber's line. 

o SSP detects Busy and uses standard Call Forwarding on Busy to send 

to Voice Mail 

Experiences in using SIP for ICW Project 

The biggest advantage to using SIP in the ICW project was its 
ASCII-based nature and a concise set of messages, we were able to 
get a bare-bones SIP server running in a good part of a week. SIP is 
geared towards internet protocol services; ICW is a prime example of 
such a service. SIP' a semantics lend themselves very efficiently to 
the semantics of the ICW service. SIP has a very rich set of 
response codes that we were able to tailor to the various ICW states, 
such as the user accepting a call, declining a call, redirecting a 
call to a new location, or simply not being on the PC when the call 
notification arrived. Another advantage of SIP is that a SIP-based 
architecture is easily explained to even those who do not possess an 
in-depth understanding of Internet in general and IP protocols in 
particular. Various SIP entities like SIP User Agent Server, Proxy 
Server, Redirect Server, etc. lend themselves to a very extensible 
architecture. 

The disadvantages of SIP are few; one of them being its constant 
state of flux. During ICW development, the SIP draft RFC changed no 
less then 3 minor versions. This made it somewhat difficult to agree 
on a standard. However, this disadvantage will be mitigated in the 
future when the SIP draft becomes a Draft Standard. The other big 
disadvantage was driven by the general lack of support for database 
queries. For instance, an SCP would like to authoritatively know if 
a user was on the Internet before sending him/her the call 
notification. However, the SIP message set did not support general 
querying capabilities for this purpose. We ended up using the SIP 
OPTIONS message foe this purpose, even though the draft mandates that 
OPTIONS message is used primarily for capability set negotiations. 
Finally, the SIP RFCs are becoming more complex with each new 
revision. We believe that while adding features Is critical, it 
would be in the best interest to maintain the simplicity of SIP for 
rapid development, debugging, and deployment. 

Security Considerations 
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ICW communications between the PC and the ICW Server may travel over 
the Internet. Thus it is essential to provide encryption for the 
communications. In addition to encryption, and to make sure that the 
PC belongs to a registered subscriber, it is also necessary to 
provide authentication of both the end points; i.e. ICW Server and 
the PC. ICW security has been designed to authenticate both end 
points and if the authentication succeeded, encrypt the 
communications (control channel) using a symmetric key. This key is 
provisioned in the ICH Server database as well as generated at the 
subscriber's end-pcinC (the PC) when the software is initially 
installed. in the future, migration of the ICW security 
infrastructure to SSL is envisioned. 

ICW Security Requirements are, assentially, the same as PTKT Security 
Requirements outlined in |4]: 

o Peer entity authentication to allow a coaniaunicating entity to prove 
its identity to another in the network. Two types of peers should be 
recognized for the purposes of this project; end-user and the Web 
server, and Web server and SN. Between the end-user and Keb server 
the authentication could be accomplished by means of the user name 
and password combination. In addition* encrypted communications 
could be used in this case. Sane could be used between the Web 



http://vww.iet£org/prDceedings/99julA-D/draft-bnisilovsk^^ 



3/4/2004 



Page 6 of iO 



server and SN, but it is proposed that additional security be 
accomplished by replicating a part of the server's data base relevant 
to the business providing the service. 

o Non- repudiation to account for all operations in case of doubt or 
dispute. This could be achieved by logging all the information 
pertinent to the Web transaction- In addition, the PSTN network will 
maintain its own account of the transactioo for generating bills. 

o Confidentiality to avoid disclosure of information without the 
permission of its owner. Although this is an essential requirement, 
it is not particular to the proposed project. 

o End-user profile verification to verify if the end user is 
authorised to use a service. 

In the course of the project execution, additional cequirements are 
likely to arise and many more specific security work items are likely 
to be proposed and implemented. 

Some of the iCW-specific security considerations: 

o Hacking is a threat to any Service Provider (PSTN, Intranet, 

Internet), It is real danger - phone companies are common targets 

o Strong Firewall solutions are needed 

o Fraudulent Subscription is one of the threats 

o Existing mechanisms applied to the Internet can be implemented 

o Stealing a Call is a new type of security threat 
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o Denial of telephone service attack is possible 

o Encrypted password protection can be used as one of the possible 
solutions. 
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Glossary 




AIN 


Advanced Intelligent Network 


API 


Application Program Interface 


DN 


Destination Number 


GSTN 


Global Switched Telephone Network 


ICW 


internet Call Halting 


IN 


Intelligent Network 


IP 


Intelligent Peripheral 


PSTN 


Public Switched Telephone Network 


POTS 


Plain Old Telephone Service 


SCP 


Service Control Point 


SIP 


Session Initiation Protocol 


SN 


Service Node 


SMS 


Service Management System 


TAT 


Terminating Attempt Trigger 


UA5 


User Agent Server (SIP Terminology) 


VoIP 


Voice over IP (Internet Protocol) 
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8. Appendix (IN Tutorial and Figure A) 

Intelligent Network tlN), excerpt from (4) 

IK ((2U {3]) is an architectural concept that provides for the 
real-time execution of network services and customer applications in 
a distributed environment consisting of Interconnected computers and 
switching systems. Also included in the scope of IN are systems and 
technologies required for the creation and management of services in 
this distributed environment. 
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In PSTNs, user's telephone terminals and fax machines are connected 
to telephone switches. The switches {which can be Central 
Offices — for wireline communications and Mobile Switching Centers 
(MSCs) — for wireless comnuni cat ions) are specialized computers 
engineered for provision of services to the users- The switches 
themselves are interconnected in two ways: 1) through trunks on which 
Che voice is carried and 2) through a specialized fault-tolerant data 
communications network, which is (principally) used for call setup 
and maintenance. This network is called (after the ITU-T standard 
protocol suite that it uses) Signalling System No, 7 (SS7) . In 
addition, the switches are connected to general purpose computers 
that support specialized applications (called Operations Systems) 
whose role includes network management, administrative functions 
(e.g., billing), maintenance, etc. Operation systems are not 
connected to the switches through the SS7 network, which is, again, 
engineered only for set-up and real time maintenance of calls. In 
most cases, X,25 protocol is used for communications between 
operations systems and switches. Even a simple two-party call in 
most cases involves several switches, which may also be located in 
different PSTNs. To this end, the switches alone comprise a complex 
distributed processing environment. As far as the end users are 
concerned, the switches are ultimately responsible for delivering 
telecommunications services. Certain elementary services (such as 
provision of the dial tone, ringing the called line, and establishing 
a connection between two users) are called basic services, and all 
switches can presently cooperate in delivering them to end users. 

In addition, a multitude of services (such as Freephone la.k.a. 800 
number in North America), Conference Calling, Call Forwarding, and 
many others) require much more than basic call processing. Such 
services are called Supplementary Services, and their implementation 
requires that specialized applications (called Service Logic) be 
developed. Developing switch-based service logic for each 
supplementary service would be an extremely expensive (if at all 
possible) task, which — in the presence of multiple switch 
vendors — would also require an extensive standardization effort. 

The IN architecture is the alternative which, in a nutshell, 
postulates using a network-wide server (called Service Control 
Function {SCFJ ) . The SCF executes service logic and instructs the 
switches on how to complete the call. A switch is involved only in 
executing the basic call process, which is interrupted (at 
standardized breakpoints called triggers) when specialized service 
logic needs be executed. On encountering such a breakpoint, the 
switch issues a query to the SCF and waits for its instruction, in 
addition (and this is essential for supporting the services described 
in section 2), the SCF may initiate a call on its own by instructing 
switches to establish necessary connections among themselves and to 
the call parties. 
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Physically, the SCF may be located in either stand-alone general 
purpose computers called Service Control Points (SCPs) or specialized 
pieces of equipment called Service Wodes (SNs). In addition to 
executing service logic, a service node can perform certain 
switching functions (such as bridging of calls)as well as a set of 
specialized functions (such as playing announcements, voice 
recognition and text-to- speech conversion) , An important distinction 
between an SCP and SN is that the former is connected to switches via 
the SS7 network while the latter communicates with the switch via 
Integrated Services Digital Network (ISDN) Primary or Basic Rate 
Interfaces (PR! or BRI), which combine both the signaling and voice 
paths, with the present state of IN standardization, in principle, 
either an SCP or SN could be connected to an Internet server in order 
to support the services outlined in section two. To further narrow 
the scope of work so as to produce tangible results as soon as 
possible, the proposed project specifically addresses only 
interconnection between a server and SM. 
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within Che IN architecture, the relevant administration of the 
network entities (i.e., setting the triggers in the switches, 
transferring externally developed service logic to SCPs and SNs, and 
maintaining the network databases with the customer- related data) is 
performed by a specialize Operation System called Service Management 
System (SMS). 
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Figure A 
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Status of this Memo 

This memo provides information for the Internet community. It does 
not specify an Internet standard of any kind. Distribution of this 
memo is unlimited. 

Copyright Notice 

Copyright (C) The Internet Society (2000). All Rights Reserved. 



This document defines an abstract model for a presence and instant 
messaging system. It defines the various entities involved, defines 
terminology, and outlines the services provided by the system. The 
goal is to provide a common vocabulary for further work on 
requirements for protocols and markup for presence and instant 
messaging . 

1. Introduction 

A presence and instant messaging system allows users to subscribe to 
each other and be notified of changes in state, and for users to send 
each other short instant messages. To facilitate development of a 
suite of protocols to provide this service, we believe that it is 
valuable to first develop a model -for the system. The model consists 
of the various entities involved, descriptions of the basic functions 
they provide, and most importantly, definition of a vocabulary which 
can be used to facilitate discussion. 

We note that the purpose of this model is to be descriptive and 
universal : we want the model to map reasonably onto all of the 
systems that are informally described as presence or instant 
messaging systems. The model is not intended to be prescriptive or 
achieve interoperability: an element that appears in the model will 
not necessarily be an element of an interoperable protocol, and may 
not even be a good idea. 
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In this document, each element of the model appears in upper case 
(e.g., PRESENCE SERVICE). No term in lower case or mixed case is 
intended to be a term of the model. 

The first part of this document is intended as an overview of the 
model. The overview includes diagrams, and terms are presented in an 
order that is intended to help the reader understand the relationship 



Abstract 



□ 

RFC 2778 



A Model for Presence and Instant Messaging February 2000 



http://www.ietf.org/rfc/rfc2778.txt?number=2778 



10/17/2003 



Page 2 of 12 



between elements. The second part of the document is the actual 
definition of the model, with terras presented in alphabetical order 
for ease of reference. 

The overview is intended to be helpful but is not definitive; it may 
contain inadvertent differences from the definitions in the model. 
For any such difference, the definition (s ) in the model are taken to 
be correct, rather than the explanation (s) in the overview, 

2. Overview 

The model is intended to provide a means for understanding, 
comparing, and describing systems that support the services typically 
referred to as presence and instant messaging. It consists of a 
nximber of named entities that appear, in some form, in existing 
systems. No actual implementation is likely to have every entity of 
the model as a distinct part. Instead, there will almost always be 
parts of the implementation that embody two or more entities of the 
model. However, different implementations may combine entities in 
different ways. 

The model defines two services: a PRESENCE SERVICE and an INSTANT 
MESSAGE SERVICE. The PRESENCE SERVICE serves to accept information, 
store it, and distribute it. The information stored is 
(unsurprisingly) PRESENCE INFORMATION. The INSTANT MESSAGE SERVICE, 
serves to accept and deliver INSTANT MESSAGES to INSTANT INBOXES. 

2.1 PRESENCE SERVICE 

The PRESENCE SERVICE has two distinct sets of "clients" (remember, 
these may be combined in an implementation, but treated separately in 
the model) . One set of clients, called PRESENTITIES, provides 
PRESENCE INFORMATION to be stored and distributed. The other set of 
clients, called WATCHERS, receives PRESENCE INFORMATION from the 
service . 
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Fig. I: Overview of Presence Service 

There are two kinds of WATCHERS, called FETCHERS and SUBSCRIBERS. A 
FETCHER simply requests the current value of some PRESENTITY 's 
PRESENCE INFORMATION from the PRESENCE SERVICE- In contrast, a 
SUBSCRIBER requests notification from the PRESENCE SERVICE of 
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Fig. 3c: NOTIFICATION (Step 3) 
2.2 INSTANT MESSAGE SERVICE 



The INSTANT MESSAGE SERVICE also has two distinct sets of "clients": 
SENDERS and INSTANT INBOXES. A SENDER provides INSTANT MESSAGES to 
the INSTANT MESSAGE SERVICE for delivery. Each INSTANT MESSAGE is 
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addressed to a particular INSTANT INBOX ADDRESS, and the INSTANT 
MESSAGE SERVICE attempts to deliver the message to a corresponding 
INSTANT INBOX. 



+ + 

I INSTANT MESSAGE SERVICE } 
I 1 
+ + 

1 ! 

I V 

+ + + + 

I SENDER I I INSTANT INBOX | 
+ + + + 



Fig. 4; Overview of Instant Message Service 
2.3 Protocols 



A PRESENCE PROTOCOL defines the interaction between PRESENCE SERVICE, 
PRESENTITIES, and WATCHERS. PRESENCE INFORMATION is carried by the 
PRESENCE PROTOCOL. 



An tNSTANT MESSAGE PROTOCOL defines the interaction between INSTANT 
MESSAGE SERVICE, SENDERS, and TNSTANT INBOXES. INSTANT MESSAGES are 
carried by the INSTANT MESSAGE PROTOCOL. 

In terms of this model, we believe that the IMPP working group is 
planning to develop detailed requirements and specifications for the 
structure and formats of the PRESENCE PROTOCOL, PRESENCE INFORMATION, 
INSTANT MESSAGE PROTOCOL, and INSTANT MESSAGES. 



2.4 Formats 



The model defines the PRESENCE INFORMATION to consist of an arbitrary 
number of elements, called PRESENCE TUPLES. Each such element 
consists of a STATUS marker {which might convey infonaation such as 
online/off iine/busy/away/do not disturb) , an optional COMMUNICATION 
ADDRESS, and optional OTHER PRESENCE MARKUP. A COMMUNICATION ADDRESS 
includes a COMMUNICATION MEANS and a CONTACT ADDRESS. One type of 
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COrmUNICATION MEANS, and the only one defined by this model, is 
INSTANT MESSAGE SERVICE. One type of CONTACT ADDRESS, and the only 
one defined by this model, is INSTANT INBOX ADDRESS. However, other 
possibilities exist: a C<»1MUNICATI0N MEANS might indicate some form 
of telephony, for example, with the corresponding CONTACT ADDRESS 
containing a telephone number. 
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Fig. 5: The structure of PRESENCE INFORMATION 
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STATUS is further defined by the model to have at least two states 
that interact with INSTANT MESSAGE delivery OPEN, in which INSTANT 
MESSAGES will be accepted, and CLOSED, in which INSTANT MESSAGES will 
not be accepted. OPEN and CLOSED may also be applicable to other 
COMMUNICATION MEANS — OPEN mapping to some state meaning "available" 
or "open for business'' while CLOSED means "unavailable" or "closed to 
business." The model allows STATUS to include other values, which may 
be interpretable by programs or only by persons. The model also 
allows STATUS to consist of single or multiple values. 

2.5 Presence and its effect on Instant Messages 

An INSTANT INBOX is a receptacle for INSTANT MESSAGES. Its INSTANT 
INBOX ADDRESS is the information that can be included in PRESENCE 
INFORMATION to define how an INSTANT MESSAGE should be delivered to 
that INSTANT INBOX. As noted above, certain values of the STATUS 
marker indicate whether INSTANT MESSAGES will be accepted at the 
INSTANT INBOX. The model does not otherwise constrain the delivery 
mechanism or format for instant messages. Reasonable people can 
disagree about whether this omission is a strength or a weakness of 
this model. 

2.6 PRINCIPALS and their agents 

This model includes other elements that are useful in characterizing 
how the protocol and markup work. PRINCIPALS are the people, groups, 
and/or software in the "real world" outside the system that use the 
system as a means of coordination and communication. It is entirely 
outside the model how the real world maps onto PRINCIPALS — the 
system of model entities knows only that two distinct PRINCIPALS are 
distinct, and two identical PRINCIPALS are identical. 

A PRINCIPAL interacts with the system via one of several user agents 
(INBOX USER AGENT; SENDER USER AGENT; PRESENCE USER AGENT; WATCHER 
USER AGENT) . As usual, the different kinds of user agents are split 
apart in this model even though most implementations will combine at 
least some of them. A user agent is purely coupling between a 
PRINCIPAL and some core entity of the system {respectively, INSTANT 
INBOX; SENDER; PRESENTITY; WATCHER) . 
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Fig. 6: A presence system 
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Fig. 7: An instant messaging system 
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2.7 Examples 

A simple example of applying the model is to describe a generic 
-buddy list" application. These applications typically expose the 
user's presence to others, and make it possible to see the presence 
of others. So we could describe a buddy list as the combination of a 
PRESENCE USER AGENT and WATCHER USER AGENT for a single PRINCIPAL, 
using a single PRESENTITy and a single SUBSCRIBER. 

We could then extend our example to instant messaging and describe a 
generic "instant messenger" as essentially a buddy list with 
additional capabilities for sending and receiving instant messages. 
So an instant messenger would be the combination of a PRESENCE USER 
AGENT, WATCHER USER AGENT, INBOX USER AGENT, and SENDER USER AGENT 
for a single PRINCIPAL, using a single PRESENTITY, single SUBSCRIBER, 
and single INSTANT INBOX, with the PRESENTITY 's PRESENCE INFORMATION 
including an INSTANT INBOX ADDRESS that leads to the INSTANT INBOX. 
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3. Model 

ACCESS RULES: constraints on how a PRESENCE SERVICE makes PRESENCE 
INFORMATION available to WATCHERS. For each PRESENTITY's PRESENCE 
INFORMATION, the applicable ACCESS RULES are manipulated by the 
PRESENCE USER AGENT of a PRINCIPAL that controls the PRESENTITY. 

Motivation: We need some way of talking about hiding presence 
information from people. 

CLOSED: a distinguished value of the STATUS marker. In the context of 
INSTANT MESSAGES, this value means that the associated INSTANT 
INBOX ADDRESS, if any, corresponds to an INSTANT INBOX that is 
unable to accept an INSTANT MESSAGE. This value may have an 
analogous meaning for other COMMUNICATION MEANS, but any such 
meaning is not defined by this model. Contrast with OPEN. 

COMMUNICATION ADDRESS: consists of COMMUNICATION MEANS and CONTACT 
ADDRESS. 

COMMUNICATION MEANS: indicates a method whereby communication can 
take place. INSTANT MESSAGE SERVICE is one example of a 
COMMUNICATION MEANS. 

CONTACT ADDRESS: a specific point of contact via some COMMUNICATION 
MEANS. When using an INSTANT MESSAGE SERVICE, the CONTACT ADDRESS 
is an INSTANT INBOX ADDRESS. 
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DELIVERY RULES: constraints on how an INSTANT MESSAGE SERVICE 

delivers received instant messages to INSTANT INBOXES. For each 
INSTANT INBOX, the applicable DELIVERY RULES are manipulated by 
the INBOX USER AGENT of a PRINCIPAL that controls the INSTANT 
INBOX. 

Motivation: Ke need a way of talking about filtering Instant 
messages. 

FETCHER: a form of WATCHER that has asked the PRESENCE SERVICE to for 
the PRESENCE INFORMATION of one or more PRESENTITIES, but has not 
asked for a SUBSCRIPTION to be created. 

INBOX USER AGENT: means for a PRINCIPAL to manipulate zero or more 
INSTANT INBOXES controlled by that PRINCIPAL. 

Motivation: This is intended to isolate the core functionality of 
an INSTANT INBOX from how it might appear to be manipulated by a 
product. This manipulation includes fetching messages, deleting 
messages, and setting DELIVERY RULES. We deliberately take no 
position on whether the INBOX USER AGENT, INSTANT INBOX, and 
INSTANT MESSAGE SERVICE are colocated or distributed across 
machines . 

INSTANT INBOX: receptacle for INSTANT MESSAGES intended to be read by 
the INSTANT INBOX 's PRINCIPAL. 

INSTANT INBOX ADDRESS: indicates whether and how the PRESENTITY 's 
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PRINCIPAL can receive an INSTANT MESSAGE in an INSTANT INBOX. The 
STATUS and INSTANT INBOX ADDRESS information are sufficient to 
determine whether the PRINCIPAL appears ready to accept the 
INSTANT MESSAGE. 

Motivation: The definition is pretty loose about exactiy how any 
of this works, even leaving open the possibility of reusing parts 
of the email infrastructure for instant messaging. 

INSTANT MESSAGE: an identifiable unit of data, of small size, to be 
sent to an INSTANT INBOX. 

Motivation: We do not define "small" but we seek in this 
definition to avoid the possibility of transporting an arbitrary- 
length stream labelled as an "instant message." 
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INSTANT MESSAGE PROTOCOL: The messages that can be exchanged between 
a SENDER USER AGENT and an INSTANT MESSAGE SERVICE, or between an 
INSTANT MESSAGE SERVICE and an INSTANT INBOX. 

INSTANT MESSAGE SERVICE: accepts and delivers INSTANT MESSAGES. 

— May require authentication of SENDER USER AGENTS and/or INSTANT 
INBOXES. 

— May have different authentication requirements for different 
INSTANT INBOXES, and may also have different authentication 
requirements for different INSTANT INBOXES controlled by a 
single PRINCIPAL. 

— May have an internal structure involving multiple SERVERS 
and/or PROXIES. There may be complex patterns of redirection 
and/or proxying while retaining logical connectivity to a 
single INSTANT MESSAGE SERVICE. Note that an INSTANT MESSAGE 
SERVICE does not require having a distinct SERVER — the 
service may be implemented as direct communication between 
SENDER and INSTANT INBOX. 

— May have an internal structure involving other INSTANT MESSAGE 
SERVICES^ which may be independently accessible in their own 
right as well as being reachable through the initial INSTANT 
MESSAGE SERVICE. 

NOTIFICATION: a message sent from the PRESENCE SERVICE to a 

SUBSCRIBER when there is a change in the PRESENCE INFORMATICMJ 
of some PRESENTITY of interest, as recorded in one or more 
SUBSCRIPTIONS. 

Motivation: We deliberately take no position on what part of 
the changed information is included in a NOTIFICATION, 

OPEN: a distinguished value of the STATUS marker. In the context of 
INSTANT MESSAGES, this value means that the associated INSTANT 
INBOX ADDRESS, if any, corresponds to an INSTANT INBOX that is 
ready to accept an INSTANT MESSAGE. This value may have an 
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analogous meaning for other COMMUNICATION MEANS, but any such 
meaning is not defined by this model. Contrast with CLOSED. 

OTHER PRESENCE MARKUP: any additional information included in the 
PRESENCE INFORMATION of a PRESENTITY. The model does not define 
this further. 

POLLER: a FETCHER that requests PRESENCE INFORMATION on a regular 
basis. 



PRESENCE INFORMATION: consists of one or more PRESENCE TUPLES. 

PRESENCE PROTOCOL: The messages that can be exchanged between a 
PRESENTITY and a PRESENCE SERVICE, or a WATCHER and a PRESENCE 
SERVICE. 

PRESENCE SERVICE: accepts, stores, and distributes PRESENCE 
INFORMATION. 

— May require authentication of PRESENTITIES, and/or WATCHERS. 

— May have different authentication requirements for different 
PRESENTITIES. 

— May have different authentication requirements for different 
WATCHERS, and may also have different authentication 
requirements for different PRESENTITIES being watched by a 
single WATCHER. 

— May have an internal structure involving multiple SERVERS 
and/or PROXIES. There may be complex patterns of redirection 
and/or proxying while retaining logical connectivity to a 
single PRESENCE SERVICE. Note that a PRESENCE SERVICE does not 
require having a distinct SERVER the service may be 
implemented as direct communication among PRESENTITY and 
WATCHERS. 

May have an internal structure involving other PRESENCE 
SERVICES, which may be Independently accessible in their own 
right as well as being reachable through the initial PRESENCE 
SERVICE. 

PRESENCE TUPLE: consists of a STATUS, an optional COMMUNICATION 
ADDRESS, and optional OTHER PRESENCE MARKUP. 

PRESENCE USER AGENT: means for a PRINCIPAL to manipulate zero or more 
PRESENTITIES, 

Motivation: This is essentially a "model/view- distinction: the 
PRESENTITY is the model of the presence being exposed, and is 
independent of its manifestation in any user interface. In 
addition, we deliberately take no position on how the PRESENCE 
USER AGENT, PRESENTITY, and PRESENCE SERVICE are colocated or 
distributed across machines. 

PRESENTITY (presence entity) : provides PRESENCE INFORMATION to a 
PRESENCE SERVICE. 
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Motivation: We don't like to coin new words, but "presentity" 
seemed worthwhile so as to have an unambiguous term for the entity 
of interest to a presence service. Note that the presentity is not 
(usually) located in the presence service: the presence service 
only has a recent version of the presentity's presence 
information, .The presentity initiates changes in the presence 
information to be distributed by the presence service. 

PRINCIPAL: human, program, or collection of humans and/or programs 
that chooses to appear to the PRESENCE SERVICE as a single actor, 
distinct from all other PRINCIPALS. 

Motivation: We need a clear notion of the actors outside the 
system, "Principal" seems as good a term as any. 

PROXY: a SERVER that communicates PRESENCE INFORMATION, INSTANT 
MESSAGES, SUBSCRIPTIONS and/or NOTIFICATIONS to another SERVER. 
Sometimes a PROXY acts on behalf of a PRESENTITY, WATCHER, or 
INSTANT INBOX. 

SENDER: source of INSTANT MESSAGES to be delivered by the INSTANT 
MESSAGE SERVICE. 

SENDER USER AGENT: means for a PRINCIPAL to manipulate zero or more 
SENDERS - 

SERVER: an indivisible unit of a PRESENCE SERVICE or INSTANT MESSAGE 
SERVICE. 

SPAM: unwanted INSTANT MESSAGES. 

SPOOFING: a PRINCIPAL improperly imitating another PRINCIPAL. 

STALKING: using PRESENCE INFORMATION to infer the whereabouts of a 
PRINCIPAL, especially for malicious or illegal purposes. 

STATUS: a distinguished part of the PRESENCE INFORMATION of a 

PRESENTITY. STATUS has at least the mutually-exclusive values OPEN 
and CLOSED, which have meaning for the acceptance of INSTANT 
MESSAGES, and may have meaning for other COMMUNICATION MEANS. 
There may be other values of STATUS that do not imply anything 
about INSTANT MESSAGE acceptance. These other values of STATUS may 
be combined with OPEN and CLOSED or they may be mutually-exclusive 
with those values. 
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Some implementations may cosabine STATUS with other entities. For 
example, an implementation might make an INSTANT INBOX ADDRESS 
visible only when the INSTANT INBOX can accept an INSTANT MESSAGE. 
Then, the existence of an INSTANT INBOX ADDRESS implies OPEN, 
while its absence implies CLOSED. 
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Motivation: As with PRESENCE USER AGENT and PRESENTITY. the 

a"AS°?r^"hod'-.'"'-"^^*' '° functionality of 

a WATCHER from how it might appear to be manipulated by a product. 
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Broadband for Learning Case Study 

Data Connection's MeetingServer has been chosen 
as a key component of the Broadband for Learning 
project, providing conferencing solutions for a variety 
of education applications. Initially being rolled out in 
120 locations across North London, the Broadband for 
Learning project connects PC-based conferencing 
systems in schools, colleges and leaming centres, as 
well as allowing students to access the system from 
home, MeetingServer provides web conferencing 
capabilities, so that users can share applications, 
presentations and a whiteboard. 

Broadljaaisl 
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Learnif 
appiici ^ 
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Leaming Joins classrooms In different 
even scf^ools 
sharing 
language 

teaching sessions from other countries 

Teacher-pupil meetings on-line - for example to 

talk about assignments 

Sharing materials - and experience - among 

teachers and trainers through on-line document 

sharing 

Trainer/trainee progress reviews 
On-line career guidance 
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Data Conn ection wins 
conferencing and colla tioration 
award 



Broadband for Learning solution 

Tlie Broadband for Leaming project was co-ordinated 
by Ap perception , who assessed a number of 
competing solutions, and chose a system integrated 
by VAyox, comprising a SIP-based audio and video 
conferencing system using a hardware MCU, 
alongside MeetingServer's web conferencing facilities. 
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VAvox combine these tools behind an Integrated 
interface known as VAvox VQ. 



MeetingServer was chosen for this solution because it 
provides an intuitive and robust user experience, it Is 
easy to integrate, and it out-perfonms the alternatives. 



User experience 



For many of Broadband for Learning's typical users, 
using a computer is a relatively unusual activity, so the 
conferencing tools have to be easy-to-use. 
MeetingServer's intuitive Interface fits the bill. 



The 
system 
has to 
be 

robust. 
Users 
will 

abandon 
even 
the 
most 
powerful 
features 
if they 
are 
prone 
to 

failure. 

VAvox The VAvox VQ system, incorporating 
and MeetingServer, uses significantly less 
Apperception bandwidth and CPU than other 
carried conferencing solutions 

out Source: Apperception competitive 

extensive analysis, September 2003 
testing 
to 

ensure that MeetingServer met their rigorous reliability 
standards. 




Ease of integration 

VAvox engineers integrated MeetingServer in less 
than two weeks. MeetingServer conferences can be 
accessed through single-dick URLs, and it was simple 
to include these links within the VAvox VQ interfece. 

The URLs include user information so that participants 
can be authenticated as they access a conference - 
crucial in a guidance situation discussing confidential 
information. 



Performance 



http://vmw.dataconnection.com/conferencing/meetingserver_casestudy.htm 
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Many education institutions have relatively low- 
powered computing and networking equipment, and 
pupils or trainees joining a Broadband for Learning 
sesston may not have the latest PC technology at 
home. To make the system open to the widest user 
base, the conferencing technology has to be efficient 
in network bandwidth and CPU power required. 

Apperception evaluated the VAvox VQ system, 
incorporating MeetingServer, alongside alternative, 
commercially available conferencing packages, and 
proved it to be much more efficient In both measures. 



For more information about Data Connection's 
conferencing solutions, please contact 
meetingserver@datac o nnection.com . 



Home 

email: infiD@ data connectlon.com 
Copyright 1998 - 2004 Data Connection Ltd 
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Next Generation Messaging for Service Providers 




DMm 

CONNECTION 



MaillMGen is a flexible, modular multimedia messaging solution, allowing Service 
Providers to deploy a range of voicemail, email, webmail and fax message services through a 
single mailbox universally accessible from the phone or the desktop. By enabling mailbox 
access using VoIP and HTTP, in a scalable IP-distributed architecture, MailNGen truly offers 
messaging for next generation networks. 



Applications 

Suitable for smalt deployments as well as high- 
availability multi-million user environments, MailNGen 
can be used in anything from a basic voicemail or 
email system through to sophisticated unified 
messaging with universal access to all media types. 

• Internet email using standard third-party clients, 
as well as a fully rebrandable webmail interface. 

• Voicemail accessible from SIP as well as POTS 
phones, using Voice XML standards. 

• Full unified messaging with all media type 
messages stored in a single mailbox. Listen to 
emails by phone, play volcemails over the web, 
foHA^ard faxes as emails - all through rebrandable 
phone and desktop interfaces 



Benefits for Service Providers 

• Rich range of features, with an easy upgrade 
path from basic email or voicemail to full unified 
messaging. 

• Proven carrier-class scalability to millions of 
mailboxes on a single, centrally administered, 
fault-tolerant system. 

• Fully customizable web and telephony Uls 
allowing rebranding, including virtual SP support. 

• Reduced hardware costs - MailNGen runs on 
standard off-the-shelf 0/S and hardware 
equipment. 

• Complete range of user functions, with web and 
telephony self-care to reduce operating costs. 



MailMGeil in a unified messaging deployment 



POP/IMAP Client 



T«tophone 




Network 
Attached 
Storage 



VoIP Swftcti 



Security 



Supported platforms 



MaifNGen's security features include 

• protection against DoS attacks 

• mailbox shutout after failed logons 

• protection against open relay (anti-spam) 

• restrict mailt)Ox access by IP address. 

Client access 

• standard email clients (SMTP. POP, IMAP). 

• Intuitive and fully re-brandable multi-foldered 
webmail client 

• VXML access, using off-the-shelf browsers, 
gives full-function voice access. TUI is fully 
customizable and can be matched to legacy 
voicemail systems. 

Management 

• Web, GUI and CLI tools are provided for 
directory-based administration (LDAP). 

• Bulk provlsk>ning tools simplify deployment. 

• Rich statistics gathering and reporting. 

• Multiple independent message stores aid easy 
backup administration. 



About Data Connection 

Data Connection Limited (DCL) Is the leading 
independent developer and supplier of Messaging, 
Directory, Conferencing, SIP, MGCP/Megaco, 
MPLS, IP Routing, ATM, 887, and SNA portable 
software products. 

Customers for Data Connection's messaging 
products include SBC, Verizon. COLT Telecom, 
Cisco, Microsoft, Lotus, Comverse Networks, 
Lockheed Martin, and Unisys. 

Data Connection is headquartered in London UK, 
with US offices In Reston, VA and Alameda, CA, 
and has around 275 employees of whom 210 are 
software engineers. It is independently owned and 
entirely self-funding. 

Data Connection's profits have exceeded 20% of 
revenue each year since It was founded in 1981. 
Last year sales exceeded $39 million, of which 90% 
were outside the UK, mostly in the US. 



MailNGen software is independent of the OS or 
hardware platfonn. Packaged versions are 
available for Solaris, Red Hat Linux and HP-UX. 

Performance, reliability and scalability 

MailNGen's distributed data store enables high- 
performance and high-availability. 

• Mailboxes not tied to individual servers - all 
mailboxes accessible even on server failure. 

• Bottleneck-free architecture provides linear 
scalability, with auto-discovery of newly 
installed servers. 

• System components can be deployed in any 
ratio - for example to cope with varying 
proportions of web and IMAP users. 

Specialist support and services 

• Customer support Is resourced from Data 
Connection's original development teams. 

• Unlimited support is available by phone and 
email with guaranteed response times. 

• Training and integration services (such as 
integratk)n with billing system) can be provided. 



Contact information 

Email: mailngen@dataconnection.com 

North America 

Phone: +1 703 715 4914 

Data Connection Corporation 
12007 Sunrise Valley Drive 
Suite 250 
Reston 

Virginia 20191 
Worldwide 

Phone: +44 20 83661177 

Data Connection Ltd. 
100 Church Street 
Enfield EN2 6BQ 
UK 

www.dataconnection.com 
www.mallnoen.com 
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Directories Explained 



Directories are a special type of database. They are designed to hoid 
information about the people, resources and policies that are of interest to 
network applications, services and devices. There are international 
standards for directories, notably LDAP. the most common client access 
protocol, and X.500. Directories have grown rapidly In importance because 
of the dramatic and continuing growth in the number of deployed network 
solutions. 

The information in a directory is held as a series of entries organized in a 
family tree-like hierarchy, and Is most usually accessed by directory clients 
using LDAP. 

Directory data can be held in a single directory server, perhaps integrated 
as part of an applk^ation. service or device. That directory server can also 
cooperate with other directory servers, typically using the X.500 protocols, to 
form part of a distributed directory service. 
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Directories and Relational Databases 

There are some important differences between directories and relational 
databases. 
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• Directories make the design assumption that the data they hold will 
be read much more often than it is changed (Just as a paper 
telephone directory is used much more often than it is reprinted). As 
a result, they incorporate indexing technology that Is highly optimized 
for read and search performance. 

• In comparison to relational databases, directories offer finegrained 
flexibility over where particular data is held around a network, and 
who has rights to administer it Distributed operation is a design 
requirement for directories. 

• The protocols used to access directories, usually LDAP, provide 
deliberately limited facilities. For example, there is currently no 
standard for "transactions" to maintain integrity between directory 
entries, nor operations to manage large unstructured binary data. 
Directories are not intended as a general-purpose replacement for 
RDBMS or file systems. 

Inevitably, these differences are blurred in reality, usually for reasons of 
legacy migration - with some directory-focused technologies being used to 
provide more general database features, and with relational databases used 
to store hierarchical data. Where a product requires both directory and 
relational database views of its data, the most powerful option is to have 
both and synchronize between them using a meta-dlrectory (see Meta» 
Directories Expl ained ). 



Directory Information Tree and 
Directory Schema 

The directory infonnation tree is the hierarchical "famWy tree" of entries 
held in the directory (possibly distributed across many different directory 
servers). Each entry in the tree typically con-esponds to a particular resource 
such as a user or group. Each entry is the "child" of the entry above it in the 
tree, stretching back to the master "root" entry. The following diagram shows 
an example where an organization called TelcoCorp has organized the 
directory infonnation tree by service type (EmallService) and then by 
subscriber (John Doe). 




The directory schema is the collection or rules about what can be held in 
the directory and the structure of the directory infbrmatton tree. For example, 



http://www.dataconnection.com/metapps/direxpLhtm 
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the schema can define 

• the information that can or must be held In each type of directory 
entry - the schema for directory tree shown in the diagram might 
specify that user entries have to include an email address 

• which entries can be placed as "children" of which other entries - the 
schema for the tree shown might specify that users have to appear 
"under" an organizational unit 

The LDAP and X.500 standards define a number of schema mies, which 
directory servers can choose to support and police. The broader the 
checking, the more directory clients can depend on the information In the 
directory to be well fomriatted. 

There are a number of standard directory schemas that have been defined 
to simplify the interoperability of directory clients and servers, such as the 
inetOrgPerson schema for users. 



Distributed Directory Services and 
Access Control 

Directory clients can search, read and update the directory using LDAP to 
access a directory server. The directory server that is accessed might 
contain all the data to satisfy the request itself, or It might need to co- 
operate with other servers as part of a distributed directory service. 

The hierarchical tree of directory entries allows great flexibility in the 
distribution of directory data between servers. 

• The master copy of particular parts of the directory tree can be 
assigned to particular directory servers. As an example, each server 
might be configured to master data for resources that are 
geographically or organizationally "local". 

• In addition to its master data, each server can hold a shadow copy of 
all or part of the data mastered on other servers. 

• Rnally. there may be data In the directory for which a server holds 
neither a master nor a shadow copy. In this case, it will maintain 
"knowledge" of where to find the data In its peer servers. 

For ail of this operation, the X.500 protocols are typically used to support the 
interactions between distributed directory servers (see Meta-Directories 
Explained for a discussion of multi-master configurations). 



http:/Avww.dataconnection.com/inetapps/direxpl.htm 
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Distributed administration of directory data is supported by the directory's 
access control. This data specifies which users are allowed to view, read 
and change particular parts of the tree. This allows for delegated 
administration of particular parts of the directory (for example, a local 
administrator whose rights are limited to the data for his or her part of the 
network). 

To ensure the integrity of a distributed directory, it is very important that 
access control js distributed and synchronized along with the directory data 
it polices. 



MetaDirectories Explained 

Meta-dlrectories are applications that often work alongside directories. 
They provide facilities to manage infonmation about people, resources and 
policies that is spread, and possibly duplicated, across more than one 
directory or database. Meta-directories have grown rapidly in importance 
because it is seldom practical for all such information to be held and 
mastered in a single data store. 

Specifically, there are two common issues v^th implementing the pure 
directory model described above. 

• First, relevant data for an application or service may be already held 
and "owned" in multiple and varied data stores, including enterprise 
directories, groupware systems, relational databases, and so on. A 
directory service must co-exist with, rather than replace, these 
existing data stores. 

• Second, the shadowing of readable copies of directory data and the 
distribution of master data across multiple servers is not enough to 
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meet today's most demanding availability requirements. In the pure 
directory model, the master copy for each entry remains a "single 
point of failure". 

Meta-directories address these issues, whether as standalone products or 
as integrated components of a directory server. 



Synchronization between different data 
stores 



The first major use of meta-directories is to tie together data held in 
disparate data stores. 




The illustration above shows a simple example of meta-directory 
synchronization where rows in a relational database table are kept in step 
with entries in a directory server. The data can be read using either SQL 
access to the relational database or LDAP access to the directory. If a 
change is made in the database, then the equivalent change is 
automatically made to the directory, and vice versa. 

There are many examples where meta-directory synchronization is able to 
address a network solution vendor requirement Two common examples are 
as follows. 

• An existing product developed on top of a relational database may 
want to take advantage of user and group data held in already- 
deployed enterprise directories. A meta-directory is able to populate 
the relational database with that data and then keep it in step, without 
requiring changes to the existing product. This removes the need for 
manual configuration and ongoing administration of the product data. 

• A directory-enabled network device may be administered using a 
hierarchical distributed directory, but require a local highly-optimized 
data store for its operational configuration data. A meta-directory is 
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able to populate the local data store with data and refresh it with 
configuration changes as they occur. 

To meet these requirements, meta-diredories need to be readily extensible 
to support different data stores and to cope with different types of mapping 
between the objects, records and entries that each store holds. 

They also need to have ail the flexibility of standards-based distributed 
directory scheduling - including fine-grained control on when 
synchronization occurs and which attributes and entries are kept in step 
between systems. 

Finally, the goal for meta-directories is to minimize the impact on the 
synchronized systems (which may provide only limited access rights to the 
meta-dlrectory), and to achieve all the above through configuration rather 
than extensive engineering consultancy and customized development 
services. 



Multi-mastering 

The second major use of meta-directories is to support multi-mastering of 
directory data. 

In the standard directory model, there Is a single master copy of each 
directory entry. While shadow copies can t>e readily configured to provide 
high availability for read access to the directory (and for many requirements 
this is sufficient), the model still presents a single point of failure for writes 
and updates. 

To address this it is necessary to move to a multi-master architecture where 
there are two or more master copies of each directory entry. In practical 
terms this is achieved using meta-directory synchronization. 

• Meta-directory synchronization is configured between the two peer 
directory servers each holding an independent "master" copy of the 
same directory entries. 

• Changes to each of the directory servers are minrored to the other by 
the meta-directory, keeping the two servers in step. 

• As with a pure distributed directory, it is vital that access control 
information is held in step on the two servers to ensure the integrity of 
the overall system. 

• It is also important to have a policy for avoiding or resolving clashing 
updates (when both copies of a master are updated at the same 
time). This issue does not apply to the pure directory model. 

With a meta-directory that is closely integrated with its associated directory 
server, this approach to multi-mastering allows simple configuration, 
because all synchronization Is mapping like-for-like, and efficient operation. 



Other uses of meta-directories 
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Finally, the synchronization function of meta-directories is extremely 
powerful and can be deployed to meet other requirements in addition to the 
data synchronization and multi^mastering noted above. 

• The translation features of the meta-directory make it possible to 
maintain different "views" of the same directory data in a single 
directory server. This is important if different services using the 
directory expect data in different formats. For example, one service 
might want user entries an-anged hierarchically by organizational role, 
the other might want users represented by a different type of entry 
grouped by geographical location. The meta-directory can provide 
both views simultaneously and ensure they are kept in step. 

• The entry and attribute filtering features of the meta-directory allow it 
to synchronize a subset of the data in a directory to a "border 
directory server", with more lenient access control. The most 
common requirement for this Is to allow publication of a restricted 
subset of the data in a directory for unsecured access from the 
Internet. 

• Meta-directories can also provide "triggering" mechanisms where 
changes in a data store can trigger user-defined actions in addition or 
instead of any data synchronization. For example, when a new 
configuration is added to a network device, the meta-directory can 
initiate associated setup actions. 

In addition, the synchronization and triggering functions of a meta-directory 
can be used to satisfy many other requirements where data needs to be 
accessed or available in multiple formats or multiple data stores. 



Home 

oxnaW: lnfo@datac onnecti on.com 
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Directory Systems 



Directories and Meta- 
Directories 



Directories are a special type of database. They are 
designed to hold information about the people, 
resources and policies that are of interest to network 
applications, services and devices. There are 
International standards for directories, notably LDAP, 
the most common client access protocol, and X.500. 
Directories have grown rapidly in importance because 
of the dramatic and continuing growth In the number 
of deployed network solutions. 

Meta-directories are applications that often work 
alongside directories. They provide facilities to 
manage information about people, resources and 
policies that is spread, and possibly duplicated, across 
more than one directory or database. Meta-directories 
have grown rapidly in importance because it is seldom 
practical for all such infomnation to be held and 
mastered in a single data store. 

For more on directories and meta-directories and how 
they are used, see Directories and Meta-Direc tories 
Explained . 
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DC-Directory and DC- 
MetaLink 

DC-Directory Is a high-function directory, suppoiling 
the best elements of the LDAP and X.500 standards. 
Furthermore, it incorporates a tightly integrated meta- 
directory providing many synchronization options with 
other data stores. DCL licenses DC-Directory to 
network solution vendors who need their application, 
service or device to play a strategic part in the 
directory-enabled world. DCL works closely with the 
vendor to integrate DC-Directory and ensure it meets 
the vendor's requirements. 

DC-MetaLink is a packaged version of the meta- 
directory features of DC-Directory. DCL licenses it to 
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network solution vendors who have a specific 
requirement for meta-directory synchronization. For 
example, the vendor may want to pull in data from 
enterprise directories or groupware systems. Just as 
with DC-Directory, DCL works closely with the vendor 
to ensure successful integration. 

As well as licensing DC-Directory to network solution 
vendors, DCL also markets and deploys it for service 
providers as the comprehensive directory 
infrastructure for their application services. Those 
application services typically include DCL's own 
unified messaging, white pages, conferencing, and 
authorization solutions. 

For more detailed technical specifications see DC- 
Directory and DC- MetaLink . or download the Product 
Overview (PDF format, 273 KB). 



Further information 

For further information or sales enquiries about DC- 
Directory and DC-MetaLink. please contact 
dir ectories@dataconnection.com or call Nigel 
Hubbard on +44 20 8366 1 177. 



H< ?me 

email: info@dataconnectk)n.com 
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Functional Overview 1 



1 Overview 



The way people use phones is changing. Broadband is becoming the norm. The backbone 
network is consolidating voice and packet data. New VoIP services are bringing call costs 
ever lower. Mobile devices are replacing or augmenting landline phones. 

This changing landscape raises critical questions for the ^'traditional Te W. 

• How do you take a large user base forward to the next generation of revenue making 
services? 

• How can you leverage instant messaging and presence? 

• What value can you add to a phone call? 

• Where is your revenue going to come from when all calls are essentially free? 

SmartDialer is part of Data Connection's response to those questions and provides a means 
for Telcos to add value and provide new services for their customer base. 

SmartDialer comprises 

• a Windows-based application targeted at home and business broadband users who 
are using both their PC and phone 

• a SmartDial Server that resides in the Telco's network and enables many of the 
services. 

The Windows applications is packaged as a base application that a Telco may provide at low 
cost or for free (for exanple as a download) that provides basic softphone iunction. Users can 
then upgrade (typically by paying an upgrade fee) to get additional value-added services on 

top of the basic offering. 

The basic softphone features provided by SmartDialler are as follows. 

• A PC-based endpoint for nuking and taking phone calls. 

• Integration with other PC-based softphones. 

• Control of traditional phone handsets. 

• Call logging and history. 

• Notiiication of inbound calls. 

Additional services can be provided by the Telco and installed by the user simply by 
downloading them from the Telco's website or selecting them from with SmartDialer itself. 
SmartDialer has open APIs which can be used to add new features as required. The features 
incorporated in fbc frrst release of SmartDialer are 

• Voicemail 

• Audio and Data Conferencing 

• White and Yellow pages integration 

» Point-to-point Web and application sharing 

• Video 

• SMS Text, Picture and Video messaging. 
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1.1 



Brandable and Extensible User Interface 



The user interface for SmartDialer is designed to be intuitive and take up minimal real estate 
on a user*s desktop. It can also be branded by the Telco to include suitable graphics and 
adveitising. 

The Ul can also be extended with new services which can be downloaded by the user. For 
example, a user may have the basic click-dial service but want to buy voicemail from the 
Telco. All they need to do is select the option to "Add Voicemail" and from within the client 
they will be taken through the sign-up process and then be able to access voicemails from 
within SmartDialer. 




Smart Dialer 



R)e Acttohs Help 



\^ i n X 



Smart dial 

V j^JooHert)eit 

^ Graeme M ecASister [ 

N Laurie Nufoid [Mf^ 2; 




^LeeJopin 



Branding Logo 



Click to call this number 



Select other numbers for this contact 
(mobile, home, work, etc.) 



See on-line status and click to send 
anlM. 



Select other services to use. 



Lookup a contact in your Outlook or 
Notes address book. 



Additional panes in the Ul can be added either by the Telco, or by other service providers the 
Telco has a commercial relationship with. These are also available from the main GUI and 
can be added and removed by the user. 

SmartDial makes adding these new services easy for a service provider whilst offering a high 
degree of customizability 
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2 SmartDialer as a Softphone 



In its basic form, SmartDialer can operate as a soitpbone, integrated with a user's desktop, 
providing norma] softphone capabilities: 

• choice of using deslctop VoIP phone or normal phone 

• call history and logging 

• notification of incoming calls. 

Where SmartDialer differs from other other products on the maiicet is that it is built to be 
extended to provide other services on top of the basic features. These value add services are 
described in the next section. 
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2.1 Smart Dial 



The SmaitDial is the core of the product It 
presents a one-click route for those contacts 
that are most likely to be called. 

The SmartDial list will choose the most 
likely phone numbers the user will want to 
use. However, if another number is available 
for the contact, the user can choose them via 
a drop-down control. 

If an Instant Messaging client is installed on 
the users machine, and a contact matches one 
of these IM buddies, then the SmartDial list 
will show the current status of that person. 





Smart dial 

# ^^Afi Johnson 

' J^*^oy> Hetbert 

: ^GraernaMacAister 

^LauieNutfoKl 
' i^*^^^^ Mahone 

^LeeJopfin 



k342 
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SmartDial contacts are also available from 
the system tray 



2.1.1 



Call Window 



The call window descnbes the current call, including the call number and the contact name if 
available. 

The call window automatically pops up 
when a call is placed or received from 
SmartDialer. It can also be configured 
to appear when the desk phone makes 
or receives a call. 



Depending on the backend functionality 
and whether or not the user has two 
lines, it supports 

• 3-way calling 

• transfer call 

• hang-iip. 



Smart Dialer 
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Additional inforination can be offered in the Call Window - services such as DataShare or 
Video connection, if these are available in the current call. 



2.1 .2 Incoming Call Notification 

When a call is received, a popup is displayed giving the number that is calling and if it can be 
resolved, dlso the contact name. 

The user then has the following options 

• to divert the user to voicemail 

• screen the call (by listening to the message on the PC speakers while the caller leaves 
a message on voicemail and then optionally pick the call up) 

• answer tfie phone. 




Graeme MeoAftiei ^(3929 b calaig. 
AnWffWi SffWnM Divert to Voieanaa 



Inbound calls can also be managed using rules to, for exanple, forward all calls straight to 
voicemail except if they are from your boss, etc. 



2.2 Call History 



One of the goak of SmartDialer is to enable 
calls to be placed as easily as possible (so 
making more calb happen and increasing 
call volumes). A key part of this is the call 
history that is maintained by SmartDialer. 

[Note that this information is obtained from 
the network but ^en stored locally. It will, 
therefore, also record calls dialed directly 
from the phone as well as those initiated 
from SmartDialer.] 

By defauh the Call History shows all 
received, dialed, and nussed calk, ordered 
by date order. The tool tip shows the date 
and time of those calls. It takes only one 
click to call that numt>er. 



Smart Didler 



Fid EtSt Actions 




Call history 

«^ ^ Bruce Boxlef L^T^^i^??^ 
e ^ Unknown ; 07890 ^26^ 



Nine. n;^TiMr, 01 CUkjoi-. 
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To access the last 10 received, dialed and missed calls swiftly, it is also possible to get to 
these via the Actions menu. 













Add 






CaS Bruce Dye (x439) 






1. Dave Watts (X304) 


Coil incoirtirjQ > \ 


flEQS^BSEBSSQNIii 


Cd Outgoing > 


3. JonLam(x933) H 


Cdl Hissed ^ 


1 <l wx 





The user chooses how long the history is stored for, and can also choose to view the Call 
History ordered by contact, as well as by date. 



2.3 Desktop Integration Add-ins 

SmartDialer integrates with other Windows desktop applications to leverage two kinds of 

functionahty. 

Worjcgroup applicatipps 

SmartDialer integrates tightly with the Microsoft Outlook and Lotus Notes to obtain contact 
details, including telephone numbers. 

Instant Messaging 

SmartDialer uses the user's preferred instant messaging application (Windows Messenger, 
Lx)tus Instant Messaging, Yahoo Messenger, AOL Instant Messenger and ICQ) to 

• display presence information about the user's buddies in the SmartDialer user 
interface 

• provide a means of sending an instant message to a buddy witii whom the user is 
conducting a telephone call. 

VoIP Qients 

SmartDialer allows the user to choose between using their desktop traditional phone or a 
VoIP endpoint on their PC. 

The user does not need to configure which VoIP application to use. Instead, SmartDialer 
periodically checks what VoIP phones are installed that it supports and adds these to the list 
of phones that can be controlled by SmartDialler. 
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2.4 



Network Integration 

The protocols used by SmartDialer for setting up calls are illustrated below. 




SIP or 
Firewall-friendly 
tunnelled 



SmartDialer 



SIP, H.323 or 
POTS ' 



Telephone 




SnnartDial 
Server 



SIP or 
Proprietary 
Protocol 




PBX or 
PSTN Switch 



SmartDialer to SmartDial Server 



SmartDial Server to PBX/PSTN 



PBX/ PSTN to Phone 



This protocol is either SIP (by preference) or a 
proprietary firewall friendly protocol (used if SIP is 
blocked by the network). 

This protocol is again SIP by preference (using either 
1** or 3"* party call control). It can, however, be 
modiiied to use other protocols (such as CSTA, JAIN 
or Parlay). 

The protocol between the PBX or PSTN and the 
regular phone is unchanged. If SniartDialer is being 
used as the endpoint then SIP is used. 



SmartDialer is designed to be downloaded, installed and then '*just run". This requires it to be 
very flexible in how it works with the network and that it can discover as much as possible 
automatically. 

Step 1 - Discover PC capabilities. 

• Once installed (and periodically thereafter) SmartDialer scans the local PC if 
installed applications it can nm with (VoIP phones, group applications and Instant 
Messaging applications). 

Step 2 - Discover network capabilities 

• SnuulDialer then works out if it is on a network which has a PBX and, if so, whether 
it can control it 

• If SmartDialer cannot find a PBX, it connects to the public network. 
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In both cases SmaitDialer is trying to find a SmartDial Server which will manage the protocol 
interaction with the client and gateway to the phone network (either a PBX or the PSTN 
switches). 



Step 3 - Determine Protocols to use 

• Once SmartDialler has found a SmartDial server it then tries various protocols find 
out what protocols it can use to talk to the server. These range fi-om SIP (which is 
the preferred mechanism and gives the best function and performance) through to 
using a proprietary protocol which is Hrewall friendly. 

Step 4 - Phone Registration 

• Once SmartDialer is communicating with its server it checks whether it has any 
phones registered with this server. 

• Once connected the user can either use the SmartDialer to make calls as a VoIP 
endpoint or, optionally, register other phones to use. 

• If the user chooses to register a different phone (for example their desktop phone), 
SmartDialer gives them a phone number to call and a PIN code to type in. 

Once the above steps are complete, SmartDialer can start to establish calls. 
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3 Value Added Services 



While the basic softphone features listed above are intended to gain interest from users and 
allow for rapid uptake of a Telco's SmartDialer offering the following features are intended 
for revenue generating services. 

• Voicemail 

• Audio and Date Conferencing 

• Integration with White and Yellow pages services. 

• DataShare services 

• Video 

• Text, picture and video messaging 



3.1 Voicemail 



The Voicemail service in SmartDialler uses lMAP-4 to access a Telco hosted voicemail 
system. 

The voicemail feature of SmartDialler . 

provides 



name of caller (if available) 
phone number 
date/time 

caller IM status (if available) 
voicemail duration. 

It also offers the following capabilities 

• call the person 

• play the voicemail (through 
your PC speakers) 

• delete the voicemail. 



The voicemail feature may also be 
configured to 

• display notification when a 
voicemail is received 

• display an icon in the system 
tray when unheard voicemails 
are present 

• allow on-line sign up for a 
voicemail service. 



Smart Dialer 



Fte BSk Actions Help 

»llllip|^t__ 




Voicemail 

^ Scott Brown 

27/11/2003- 1ft32 

^ Edward Gershwn 
2&^1/2003- 16:10 

A BaiTyChurcNB 
26/11/2003-12:15 



SI^J^A^.. . .Ill 

1fn45s >:X 



^^^^ 




Name, niimb^^ Qiitioci. alias 
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3.2 Audio and Data Conferencing 



Audio conferencing is now a vital business tool. Where as a few years ago setting up a 
conference call was a reasonably involved process, these days the majority of conference calls 
are "reservationless'* where users have an access number and a PIN code and they can use this 
conference call at any time they like. 

The challenges now for Conference Service Providers (CSPs) are how to 

• integrate data conferencing in an easy to use fashion 

• streamline the process of signing up new customers 

• provide "sticky" content which stops users moving to anodier provider. 

SmartDialer provides an answer to these 
challenges. 

• It allows on-line and automated sign up 
for a new conference call account. 

• Users now have one-click entry into 
their conference with an in-conference 
roster. 

• When other users of the same CSP 
invite you to a meeting using their 
conference call account, these also 
appear in SmartDialer. 

• It integrates with Data Connection's 
MectingServer data conferencing 
product so that data conferencing can be 
started with a single click. 



' SmartDialer 



ArcNd Leech Corf erenoe 
^ JonHeiteit 01473626349 
^ GrwneMacAfittet 020838236Z1 
^^PHlMv k3S4 



JoviO^Confetence 



^ Smart Dialer 
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Conference 








Host code 




Participanl code 5SS4 


Number 






i CaBMi^Conferenos 


OlhtstchedtJedajfifemncat 


BobHaivey 




Afchie Leech 
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When in the conference, the in call window is 
extended to show other participants in (he 
conference call. 
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3.3 Directory Services 



Two natural services that lend themselves to fte SmartDialer format are White Pages and 
Yellow Pages, for looking xxp personal and business telephone numbers. 



' Smart Dialer 




Directory enquiries 



Srnth 



[White Pages) 



John J. Snoih 
John Lnnd Sntt) 
John T. Sflnith 




Through an option on the context menu, it 
is simple to save a directory contact to the 
user's office suite address book, and the 
contact information will persist in the 
user's Call History. 

These services can be provided by the 
Telco, or by third-party providers. 
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3.4 DataShare 

The Web today is very much a "pull" technology - where users go to web- sites and download 
what they are interested in. SmartDialer has built into it a new form of web technology called 
DataShaie which allows data and Web pages to be shared interactively between both ends of 
the phone call. 

DataShare requires a DataShare Server to be provided by at least one of the following 

• the enterprise of the caller or callee 

• (he service provider of either the caller or callee. 

DataShare works by establishing a shared data connection between two parties. This 
connection is firewall friendly and can be used to share applications or web pages. 

The most connnon use for this is when a customer phones a con:9)any that has a service to 
offer. Some exan^les of when DataShare will be used include the following. 

• Travel Agent - giving online details of hotels, etc. (see above) 

• Cinema booking * offering images and descriptions of cuirent movies, and offering a 
view of available seats for a showing. 

• Sports booking - showing the view from different seating areas. 

• Hospitals, Doctors' surgeries. Dentists ~ showing maps, opening hours, visiting 
hours, available appointment times. 

• Medical Help-lines - advice for common treatments, first aid, maps for medical 
centres. 

• Phone shopping - sharing images of items, shopping basket, current special offers. 

• Computer help centres - sharing a client's desktop with the assistant. 

• Restaurants - opening hours, daily menus, seating availability. 

• Many others - Estate Agents, Local Government information numbers, Post Offices, 
Hotels, Banks, etc. 

Other than the customer-assistant interactions described above, they could also be used for 
automated services. 

• An easier alternative to standard "Press 1 for. ... Press 2 for. . phone menus. 

• When in a queue a customer could enter their details - speeding up the call process 
reducing customer waiting times. 

• Telephone banking service could offer the capability to enter security infomnation 
via DataShare, minimising security risks. 

• Services that have long queues could provide games, advertisements, special offers 
via DataShare, to reduce the monotony of waiting. 
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Once the call is in progress with a business that supports it, a DataSbare connection is opened. 
From that point on, whilst the call lasts, the assistant can choose to offer a DataSbare 
connection. The SmartDial call window will then invite the customer to join the DataSbare, 
giving a short description of the purpose of the DataSbare; it will take only one click to open 
the DataSbare connection. 

The benefits for the business are also single. DataSbare is a service offered by their Telco, 
and the DataSbare service is easy to integrate (probably with hardware located on site for 
large conqsanies). 

There is also not a requirement for a business to develop entirely new software to support 
DataSbare - for example a theatre/cinema's proprietary booking system can be shared as 
easily as a website with location information. 

3.4.1 Selling DataShare to Businesses 

In addition to the client side advantages of DataShare, there is also a revenue stream for 
Telcos by selling value added services to business which leverage DataShare. This is best 
illustrated by an example. 

PhoncCo is a regional Telco who have already deployed SmartDialer to many home and 
business users who use it regularly to place calls and pick up voicemail. GoAnyWhere are a 
customer of PhoneCo and are a travel company with over 100 sales offices around PhoneCo's 
regioa 

PhoneCo have provided GoAnyWhere with an innovative business service as follows. 



When a user calls GoAnyWhere (peitaps by 
using the Yellow Pages service of SmartDialer), 
they go into a phone call as normal. 

They also see a banner from GoAnyWhere 
telling them can get online access to hotel 
information to see the hotels rather than the 
operator just describing them. 
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If they press on the button they start a two way data session with the sales representative so 
they can see images of the hotels they can stay at, etc. 



For the sales representative when 
the call starts they see the 
"DataShare available" button 
appear. They then press the 
button and can share any 
application on their desktop to 
the customer. In this case, they 
choose to share a specially 
written application which shows 
the users images of hotels, resorts 
etc. and can also take booking 
information. 
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Additionally, users who are regular 
GoAnyWhere customers can choose to 
install a "GoAnyWhere" plug-in to 
their smartdialer. 



As well as being a way to do all the 
above quickly and easily, this plug>in 
displays information on special oilers, 
personal travel history information for 
the customer and a link to the special 
"frequent flyer" scheme which 
GoAnyWhere manages on behalf of its 
business customers. 
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3.5 



Video 



SmartDialer also supports point to point video 
calls. 

Video calls are setup first by setting up a noimal 
phone call (either by dialling using the phone or 
using click dial). SmartDialer then uses the 
following methods to establish a video call (in 
this order). 

• Using point to point SIP and an RTP 
stream between the two endpoints. 

• RTP between the endpoints controlled 
by a tunneled control connection to a 
DataShare server. 

• Tunneling both the video and control traffic via a DataShare server. 

The first of these gives the best performance, the last gives the most reliable connectivity, the 
middle gives a compromise between the two. So long as at least one of these options works 
then the users are pron^ted with two buttons in the call window. 

• A "Send Video" button which, when pressed, will send your video image to the other 
person. 

• A "View Video" button which displays the other person's video if they are sending 
it 

By default (which can be over-ridden) neither button is pressed. 

Note that this can also be used to communicate to video enabled mobile devices so long as the 
Telco has the necessary gateway capabilities. 



r Smart Dialer BiCj^ 
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3.6 Text, Picture and Video Messaging 



As a plug-in service for mobile phone users, 
they can send text, picture and video 
messages using SmartDialer 

This is specifically targeted at sending to 
mobile devices but, so long as SmartDialer 
is allocated a separate phone number (for 
exanq^le as a second line) it can also be used 
to receive these messages. 
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Executive Summary 



Session Initiation Protocol (SIP) is continuing to develop rapidly and it is difficult to keep 
up with all of its innovations and uses. This white paper is aimed at people who want to 
understand the concepts and drivers behind SIP adoption, and how it is evolving to face 
new challenges. 

This paper summarizes where SIP has come from, how it works, and what makes it such 
a useful protocol. It then describes how SIP is used in applications including telephony, 
conferencing and messaging, and how it is being extended to provide innovative services 
and accommodate the requirements of real-world dq)loyment, where NATs, service level 
agreements and regulators exist. 

In covering this broad range of SIP-related topics, it provides a summary of the state of 
this increasingly important protocol. 



About the Author 

Jonathan Gumming is Director of Marketing, Protocol Software at Data Connection. 
Previously, he was development manager for DC-SIP, Data Connection's SIP User Agent 
and Proxy Server Toolkit, and retains product management responsibility for the product. 

Jonathan has over 15 years* experience in the communications software industry. He 
holds an MBA from INSEAD and an Engineering degree from Cambridge University. 



Table of Contents 



1 Introduction 1 

1.1 SIP concepts 1 

1.2 Definition of terms 2 

1 .3 Where is SIP discussed? 5 

2 History 7 

2.1 The origins of SIP 7 

2.2 How SIP developed 7 

2.3 The return to reality 8 

3 SIP applications 9 

3.1 Telephony 9 

3.2 Instant Messaging (IM) 1 0 

3.3 Presence 11 

4 SIP deployments 13 

4. 1 Existing SIP services 13 

4.2 Interoperating with other protocols 14 

5 Issues complicating SIP deployment 16 

5.1 Reliability 16 

5.2 Security 18 

5.3 Quality of Service (QoS) and Resource Reservation 20 

5.4 Scalability 22 

5.5 Accounting 23 

5.6 Privacy 24 

5.7 NAT and Firewall traversal 25 

5.7.1 Types of NAT 25 

5.7.2 Using SIP through NATs 27 

5.7.3 Application Level Gateways (ALGs) 28 

5.7.4 Devices behind the same NAT. 29 

5.8 Device configuration 30 

5.9 IPv6 30 

6 SIP and the PSTN 31 

6. 1 Interoperability 3 1 

6. 1 . 1 Overlap signaling 31 

6. 1 .2 Early media 32 

6. 1 .3 Application Control with a traditional phone keypad 33 

6.2 Regulatory requirements 34 

6.2.1 Wire-tapping 35 

Copyright © 2003-2004 Data Connection Limited. All Rights Reserved. Page i 

http:/Awww,dataconnection.com 



6,2.2 Emergency calls 36 

7 Enhanced applications for SIP 38 

7.1 Mobfle(3G) 38 

7.2 Caller prefeences 39 

7.3 Third party Call control 39 

7.4 Conferencing 41 

7.5 Click-to-call or click-to-dial 43 

7.6 ENUM 44 

8 The future 45 

9 Further information 47 

9.1 Web-sites 47 

9.2 IETF RFCs and drafts 47 

9.2. 1 Application Control with traditional keypad 47 

9.2.2 Early media 47 

9.2.3 Overlap dialing 47 

9.2.4 3G Mobile 48 

9.2.5 AAA and security 48 

9.2.6 Caller Preferences 48 

9.2.7 Conferencing 48 

9.2.8 NAT and firewall traversal 48 

9.2.9 Device configuration 49 

9.2. 1 0 Presence and Instant Messaging 49 

9.2.11 QoS 49 

9.2. 12 Other documents 49 

10 About Data Connection Limited (DCL) 50 



Copyright © 2003-2004 Data Connection Limited. All Rights Reserved. Page ii 

http://www.datacQnn6ction.com 



1 Introduction 



Session Initiation Protocol (SIP) is a signaling protocol for controlling multi-media 
sessions. In other words, it provides a way to establish voice, video and messaging 
communication between devices. From its initial use in Internet Telephony, SIP is 
spreading into many new areas, including advanced telephony applications, conferencing 
and instant messaging, and its functionality is expanding to meet the new requirements 
from its increased scope. 

This paper provides an overview of the current state of SIP» and explains both the 
technology and the business requirements that are driving development in order to give a 
context in which to understand the issues involved. 

This document is not a SIP primer, although it does explain the main concepts and terms 
that SIP uses, and is aimed at people who are 

• working with SIP and wanting to increase then: imderstanding of other ways that 
it is used 

• looking at developing or dq)loying SIP-capable devices 

• just interested in imderstanding SIP a bit better. 

As with any &stHnoving field, any document that describes the cunent state of the 
market is always out of date, so this paper provides a snapshot from September 2003. 
Nevertheless, the concqjts on which SIP is based and the problems that it addresses do 
not change, so the majority of this information will remain valid even if the details have 
altered. The further information section should provide useful pointers for anyone who 
wishes to investigate particular areas in more detail. 



1.1 SIP concepts 

SIP'S view of the netwodc matches that used in the Internet: intelligent devices 
communicate directly with each other over a simple transport infrastnicture. This 
contrasts with the traditional telephone network, where transport between dumb 
endpoints is provided through an intelligent network core that is an active party in any 
conversation. 

This difference allows the network to become a commodity and allows any device 
attached to the network to provide a service to any other. This increases competition, 
which drives down prices, and helps innovation, because the investment required to set 
up a new service is very small. With the traditional intelligent telephony network, only 
the telephone conq^any can provide new services, and this requires the network core to be 
upgraded, which is an e>q>ensive and slow process. 
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While the above explains why IP telephony is helping to drive down the general cost of 
telephony, and why there is a hig^ level of SIP innovation, the following SIP features 
show why it is such a powerful framework. 

• Mobility: SIP allows a client to register dynamically with a fixed location, so that 
calls can be routed to it using a well-known address, similar to an email address. 

• Flexible message structure: SIP's message structure makes it much easier to 
extend for new applications than equivalent existing protocols, such as H.323 
which uses the ITU's opaque ASN.l encoding standard instead of text, and it is 
seen as being much sinq)Ier and more flexible. 

• Distribution of function between devices: SEP enables requests to be 
dynamically routed through different devices, enabling flmctionality to be 
distributed and requests routed through the relevant devices. 

• Negotiation of supported features: This makes SIP very adaptable, as the media 
and protocol extensions to be used for a particular call are negotiated between the 
clients on that caU. As a result, SIP can be used to set up any type of media 
conversation, including voice, video and messaging. 

• Separation of signaling and media: In SIP, the paths of the signaling and the 
media are totally independent. The signaling and media may traverse different 
routes through independent sets of devices on different physical networks. 

• Forking: This allows multiple devices to be associated with a single address, so 
that all or a selection of these devices can be contacted simultaneously or 
sequentially, according to local policy. 

These features are equally applicable to many areas, including telephony and messaging, 
and have been the drivers for SIP*s adoption by the major players in these fields. 



1 .2 Definition of terms 

SIP communication is made up of messages that are sent between the devices using UDP, 
TCP, or another transport protocol. These messages are either requests or responses and 
contain a set of headers, which are the parameters of the message, and one or more 
message bodies, as required by the application. 

A single SIP request and all its responses form a SIP transaction. Different types of 
transaction are used for different protocol functions. For example, an INVITE starts a 
telephone call, and a MESSAGE sends an instant message. 

A SIP dialog is a persistent link between two devices that is used to associate transactions 
and to provide ordering between them. SIP transactions can exist within or outside a SIP 
dialog, and transactions are used to establish and terminate dialogs. For example, in 
telephony, the initial INVITE that starts the call also establishes a dialog between the 
participants. To end the call, one participant sends a BYE within the context of this 
dialog. This BYE transaction terminates both the call and the associated dialog. 
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The high-level concept of a call does not sin^)ly map to a SIP dialog, because a single 
telephone call may include conversations with several people and devices, for example 
receptionists and voicemail systems. These individual connections need separate Sn* 
dialogs, so the call can contain multiple dialogs. SIP messages contain a call identifier 
field (Call-ID) that is sometimes used to link the dialogs and transaction into an 
application-level concept of a call, although this use is strictly outside the standard. 

The following terms are used to describe SIP devices. 

• User Agents (UA) are endpoint devices that terminate the SIP signaling. They 
can be clients (UAC) that initiate requests, servers (UAS) that respond to 
requests, or more normally a combination of the two. 

• Proxies are devices in the signaling path between User Agents that route requests 
on towards their destination. They may add parameters to the requests and may 
reject requests, but they may not initiate requests or respond positively to any 
request that they receive. Proxies pass unrecognized messages through 
unchanged; this means that many new features can be deployed in a network by 
upgrading only the User Agents and leaving the proxies to continue with their 
default behavior. 




jon@example.com 
regislered from 

XXJ(X.XXJ(X 



Registrars are specialized User Agent Servers that handle REGISTER requests. 
SIP devices use REGISTER requests to dynamically register their current 
location, and this enables them to be contacted when mobile. 



REGISTER 




(P address 

XX.XX.XX.XX 



The registrar now knows the current IP address at which j on is reachable. 



Copyright © 2002-2004 Data Connection Limited. All Rights Reserved. 
httD://www.dataoonnection.com 



Page 3 



• Redirect Servers are specialized User Agent Servers that respond to requests by 
redirecting them to another device. 



UAC 



Request for 
sip:jon@exannp(a.oom 

\ 



Redirect 
Server 
for 

examplexom 



UAS 



III 


^^i-^'^^^i^^*^''^ ^ Moved to 

s^jon@xxjo(jtxjcx 













Request for 

sip;|on@)0(joLxxja( 



jon@exampte.oom 
registered from 

XXJ(X.XX.XX 



The redirect server responds to the request containing the address to which the 
request should be redirected. 

Many real devices contain several of the above elements. For example, a Registrar will 
normally be linked with a proxy or redirect server, so that the proxy or redirect server can 
use the location information that it receives to send requests on to the registered devices. 

However, the action that a device takes on receipt of a SIP request is not determined 
purely by the protocol; it is also determined by the application. An application may 
decide to forward the request on to another server for further processing, such as 
authentication, instead of forwarding it directly to its destination. The generic term for 
such a device is an application server. From a SIP view, an application server may 
beliave as a User Agent, a Proxy or a combination of the two, depending on the situation. 

A common configuration is what is known as a Back-to-Back User Agent (B2BUA) 
where the device is similar to a proxy in its behavior, but actually terminates the SIP 
signaling on both sides, so that it can initiate requests to control the dialogs passing 
through it. This requires that the B2BUA is a trusted party in the communications, which 
prevents end-to-end encryption and authentication of the messages. 
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1.3 



Where is SIP discussed? 



The main forum of SIP standardization is in the Internet Engineering Task Force (IETF), 
which is the primary standards body for Internet protocols. The IETF has set up the 
following three working groups to work on the protocol and its application. 

• The SEP working group covers enhancements to the core protocol. 

• The SIPPING working group covers applications of SIP. 

• The SIMPLE working group covers Instant Messaging and Presence applications 
of SIP, 

The distinction between these groups is that the SIPPING and SIMPLE working groups 
discuss applications of SIP and decide how SIP should be used in each of them. If they 
determine that the requirements of a particular application cannot be handled by the core 
protocol, then these requirements are passed to the SIP working group for a solution. 
This enables the SIP working group to mamtain control over extensions to the protocol, 
while limiting the scope of its discussions. 

Other IETF working groups whose areas touch on SIP include the following. 

• IPTEL (Internet routing of telephone calls) 

• MMUSIC (responsible for Session Descriptor Protocol (SDP), which SIP uses to 
describe its m^ia sessions) 

• MIDCOM (Middlebox communication - firewall and NAT traversal) 

• SPIRITS (PSTN - Internet telephony interoperation) 

• ENUM (Internet use of traditional PSTN phone nxmib«^) 

Several industry groups are also discussing how to standardize the use of SIP in their 
environment These include 

• PacketCable (www.packetcable.com), who are using SIP for telephony over cable 

• 3GPP (www.3a)p.org), who have adopted SIP for 3G mobile 

• Multi-service Switching Forum (MSF) (www.msforum.org), which has defined 
SIP-T conformance levels and is now working to ensure that SIP can be deployed 
in large scale PSTN networks, 

• ETSI TIPHON (Telecommunications and Internet Protocol Harmonization Over 
Networks) (www.etsi.org), who are working to ensure that SIP is suitable for 
deployable telephony applications. 

There is a continual conflict between the requirements of the traditional telephone 
providers, who need to provide an end-to-end billable solution that meets their regulatory 
requirements, and the less controlled environment of the Internet. This is resulting in 
concern over the interoperability of the different flavors of SIP, including 3GPP SIP, 
PacketCable SIP, and IETF SIP, and discussions are ongoing to ensure that they all work 
together. 



Copyright © 2002-2004 Data Connection Umited. All Rights Reserved. 
http://www.dataconnection.com 



Page 5 



There is a separate initiative to standardize the progranuning interfaces to SIP and other 
telephony protocols. This work covers the following interfaces. 

• JAIN (java.sun.coni/products/jain) - Java APIs to SEP and other Next Generation 
telecom protocols. 

• Parlay (www.parlay.org) - High-level, protocol independent APIs that allow the 
development of telecommunications applications that are independent of the 
imderlying network. 

• Call Processing Language (CPL) - XML-based language that can be used to 
describe and control Internet telephony services (draft-ietf-iptel-cpl-08). 

• Common Gateway Interface (CGI) - HTTP CGI compatible extensions to 
providing SIP services on a SIP server (RFC 3050) 

These standardized interfaces help the development of SIP applications that are not tied 
to a specific implementation of the protocol This makes the resulting application more 
portable and reduces the developer's dqjendence on one supplier, but they can add a 
processing overhead that may reduce the overall efficiency of the system. The protocol 
independent interfaces also limit the ability to exploit the advantages of a particular 
protocol. 
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2 History 



2.1 



The origins of SIP 



SIP was originally developed around 1996 in an academic project to control multicast 
media distribution. Its message structure was based on SMTP (email), with the simple, 
text-based, extensible form that had helped to make email so successfijl. When interest in 
Internet Telephony increased, this initial work was used as the basis of the new protocol, 
and it was standardized by the IETF in March 1999 as RFC 2S43. 

SIP has since been extended for use in instant messaging and presence, and continues to 
find new applications in the establishment of sessions between devices whose location 
and capabilities may change. 



Tlie initial work on SIP received strong backing from the venture capital community, 
with a number of well-funded companies set up to develop SIP-based products. This, 
together with adoption by MCI WorldCom, Cisco and ETSI TIPHON, led to an 
explosion of interest in the protocol. 

Early standardization work concentrated on the use of SIP for Telephony (Sff -T), and it 
became clear that RFC 2543 would have to be extended in many ways to handle all the 
new requirements. The huge number of extensions that were proposed overwhelmed the 
SIP working group and led to long delays in their standardizatioa As a i^ult, the 
standards lagged behind the requirements, and many new features were added through 
proprietary mechanisms. Although many of these extensions have now been either 
adopted as standards or replaced by standard mechanisms, this divergence has led to 
interoperability problems in function beyond that defined in the core specifications. 

After three years of rapid development and extension to SIP's function, RFC 2543 was 
fmally replaced in 2002 by a new set of SIP standards based on RFC 3261 . These new 
standards clarified and extended the original protocol, and improved its scalability and 
security. Products supporting RFC 3261 are now appearing on the maricet, although 
support of some aspects of the protocol, for example transport level security (TLS), is 
still limited. 

In around 2000, 3GPP (Third generation mobile) also selected SIP as the basis for its 
communications infrastructure, and, as a result, there has recently been a major drive to 
standardize the extensions required for mobile telephony. 

Current work is focusing on areas including NAT traversal, conferencing and security. 
These and other areas are discussed in more detail in later chapters. 



2.2 



How SIP developed 
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2.3 The return to reality 



The initial enthusiasm for SIP coincided with the Internet bubble, as SIP offered a way to 
replace the existing expensive telephone system. The combination of venture capital 
backing, which expected short-term returns, and over-optimistic claims from the 
protocol's exponents placed unrealistic demands on the protocol and the products being 
developed. This resulted in a drop in the quality of both the standards definition and the 
products that came to market, as competitors raced to support too many features. In 
addition, the impression that SIP was a simple protocol resulted in the development of 
many SIP implementations, written in different programming languages to different 
versions of the standard, and providing very different levels of quality and completeness. 
This caused real interoperability problems and raised concerns over SIP*s fitness for any 
commercial purpose. 

This "bad press" could have killed the protocol, but with influential backers, including 
Cisco, Microsoft and Nokia, and its fundamental strengths, SIP continued to develop and 
mature. Today, there are over 20 SIP-related RFCs and over 100 SIP-related drafts being 
discussed in the working groups, and almost every major telephony equipment 
manufacturer is developing SIP-capable products. 

Interoperability is improving as the standards and the implementations mature. 
Traditionally, SIP interoperability has been determined at the closed-door SIPit events 
that are coordinated by the SIP Forum http://www.sipforumorg . However, although 
these events are invaluable for ensuring good interoperability, the results are confidential 
and cannot be used by a potential customer to determine whether particular devices are 
con^)atibIe. 

SIP device resellers are therefore assembling product combinations that they have tested 
to offer complete solutions, but pressure from customers for a bett^ measure of 
interoperability is encouraging ^e establishment of independent conformance tests for 
SDP devices. The first stage in this process is the definition of suitable sets of 
fimct'onality that should be supported by particular devices. Once these are agreed, it 
will be possible to establish mdependent testing of any claims. 

Various industry consortia, including the MSF and PacketCable, have developed 
conformance levels for their applications, and others, including the SJP Forum, are 
developing a more generic framework for SEP conformance. Many bodies are claiming 
to produce conformance test tools and programs, but until the standards and conformance 
levels have stabilized, these will only be able to validate basic functionality. 

SIP products are also now being designed to handle real-world requirements of 
reliabiUty, security and manageability, but SIP is still an immature protocol tliat has not 
been proven in large-scale deployments and it is still evolving to support more advanced 
applications. In normal operation, the protocol is fairly stable and robust, but some 
serioiis issues with the design of the protocol remain to be resolved. For exan^le, there 
is continuing work to in^irove the handling of error conditions and the behavior under 
heavy load. These, and othw major issues that must be considered when using SIP in a 
real environment, are discussed in more detail in Chapter 5. 
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3 SIP applications 



Current SIP use falls into three main categories: telephony (including conferencing), 
instant messaging and presence. The following sections describe how SIP works in each 
of these areas. 



3.1 Telephony 

Protocols for audio and video telephony are, in principle, straightforward in an IP 
environment, because the underlying netwoiic provides a routable infrastructure over 
which to send the media. However, a usable telephone requires additional features, 
including the ability to find the subscriber and to negotiate a compatible media type for 
the conversation. 



To make a SIP telephone call, a SIP UA sends an INVITE request. In the message body 
of this request, it puts the SDP description of its available media channels. This request 
is forwarded by proxies across the netwoiic until it reaches its destination, or until it is 
rejected with an error response. 

When the called UA receives the INVITE request, it checks whether it is capable of 
accepting the call, and then starts the phone ringing. In the meantime, it sends a 
provisional response back to the caller to tell it that the phone is now ringing. When the 
phone is answered, the called U A sends a final positive response with the SDP 
description of its media channels back to the caller. On receipt of this response, both 
parties now have the SDP descriptions of the other^s media, and can establish the media 
channels agreed. The caller UA also acknowledges the successful receipt of the response 
by sending an ACK, which is a special type of request, back to the called UA. 



INVITE 
sip:jon@exampte.oom 



\ 




INVITE 
stp:jon^QU(xja.xx 



Media path 
(egRTP) 



Signaling path 
y (SIP) 



[ 


[1 


^^•^-''''''OK response OK r^pwTsT"*^**"*^^^^^^ 




Hi 




l4 — : fc. 





]on@example.com 
registered from 

XX.XXJ(X.XX 
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If, during the call, either party wants to change the media, for example to open a video 
channel, then it can send a re-INVITE (an INVITE within the established dialog) with an 
SDP body describing the new noedia. If acceptable, the recipient responds pasitively with 
its SDP. Otherwise, it rejects the request and the session continues unchanged. When 
either party wants to hang-up the call, it sends a BYE request 

This set of primitives allows the establishment of a telephone service, but there are many 
complications and variations to this scenario; some of these are covered in Chapters 5 and 
6. 



3.2 Instant Messaging (IM) 

IM provides the ability to send messages to other individuals. The underlying 
requirement is very similar to email, but the user experience is very different. Instant 
messages are analogous to the sentences in a conversation; they are normally short, 
informal, and expect a quick response. Email, on the other hand, is an electronic letter, it 
has a more formal structure and delivery process. 

Many see IM as the next killer application. Existmg IM services, as provided by Yahoo!, 
AOL and Microsoft, have been extremely successful, as has the analogous short message 
service for mobile phones (particularly in the UK). 

SIMPLE (SIP Instant Messaging and Presence Leveraging Extensions) defines how SIP 
can be used for IM. It uses SIP registration to enable users to be contacted using their 
URLs, for example sip:jon@myserver.com, at a changing IP address. Messages 
addressed to the users are then redirected or proxied by their home server onto their 
current location. 




jon@example.com 
registered from 

XX.XX.XX.XX 



SIMPLE defines the following two modes of operatioiL 

• In page mode, every message is independent of every other. No persistent 
protocol-level connection is established between the User Agents, and each 
message is routed independently to its destination. This is directly analogous to 
the operation of email. 
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• In session mode, a persistent connection is established between the two User 
Agents, and a separate media channel carries the message contents. This 
operates in the same way as in telephony, except that the media session that is 
established uses Message Session Relay Protocol (MSRP), as defined in draft- 
ietf-simple-message-session-01, rather than RTP. 

The limitation of page mode is that there is no protocol-level link between messages. As 
a result, although the protocol provides a reliable transport, it lacks flow control and 
message ordering, and is therefore unsuitable for carrying large amounts of data or high 
message flow rates. 

Page mode also sends all the data through the signaling channel and any routing proxies. 
This limits the scalability of the solution, because all the messages traverse the central 
routing proxies. This puts an unnecessary load on what may be a bottleneck, and restricts 
messages to types that are understood by aU the devices in the signaling path. 

In session mode, flow control and ordering of die data is provided by MSRP. The data is 
sent directly between User Agents or through specified message relays. This is normally 
a quicker route than sending through all the proxies in the signaling path, and it reduces 
the load on the proxies. For small numbers of messages in a conversation, session mode 
has a higher overhead because more SIP messages are required and the media channel 
has to be established and closed. For longer conversations or large amounts of data, 
session mode is more efiieient because the media messages do not need to include the 
routing and authentication information that would be required in every page mode 
message. 

In some environments, for example financial institutions, additional security or message 
monitoring is needed, \^ich requires access to all the message contents at some 
intermediate monitoring device. In page mode, this can be provided in any of the proxies 
along the signaling path. In session mode, the message relays in the media path can be 
used instead. 

IM is growing very fast, and the use of SIMPLE is growing at an even faster pace, due to 
the drive towards open standards and the benefits of compatibility between IM and 
telephony. Current implementations are based on page mode, but the use of session 
mode will increase, because its improved scalability is required for larger installations. 



3.3 Presence 

Presence is the ability to publish your state, for example whether you are at your desk, 
and to subscribe to other people's state and be notified when it changes. For example, 
this can be used to tell your colleagues whether you are available to take their calls. 

Presence is handled in SIP using a generic event monitoring and notification mechanism, 
which is defmed in RFC 3265 - SIP Specific Event Notification. This allows a device to 
subscribe to an event package that is supported by another device and to receive change 
notifications fi-om it Event packages defme a set of state information for a specific 
context; for example, draft-ietf-simple-presence-lO defines the package for presence. 
Event packages are being defined for a wide range of applications. 
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Presence also defines the conc^t of a presence server. A presence server collects the 
presence state from a set of devices, and enables a client to subscribe to it in order to 
receive notifications whenever the state of these devices changes. The advantage of a 
presence server is that an individual device only has to publish its state to a single server, 
rather than to each interested party, which aids scalability. 



SUBSCRIBE for presence 
of )on@exafnpte.com 




Presence 
Server 
for 

example.com 



NOTIFY 
state change 



PUBLISH 
presence state 




jon@example.com 
registered from 

XX.XX.XX.XX 



Presence is normally used with telephony or IM, and it is this combination that is so 
powerful. For example, an intelligent proxy can automatically route calls directly to your 
mobile phone when you are out of the office, or a conference server can start a 
conference and invite a pre-arranged set of participants as soon as all the key people 
signal their availability. However, the most common use of presence today is between 
friends and colleagues. 

The use of presence in an informal environment works well, but there are privacy 
concerns when it is used more widely. In particular, who should be told what 
information about you, what is a suitable level of detail, and what are they allowed to do 
with this information? There are some very subtle effects of this; for example, will you 
appear rude or inefficient if you ignore a phone call after having published your 
availability? As a result of tiie increased information that is available about us, we are 
going to have to be much clearer about what information we want to give to whom, and 
how it might be used to monitor us. This issue is not completely solved, and it is 
discussed in detail later in section 5.6 on Privacy. 

Finally, it is not clear how the increased information that presence provides will affect 
productivity; given that interruptions generally lower one's efficiency, and tfic existence 
of presence information is Ukely to increase someone's likelihood of contacting you, will 
the increased number of intemqitions lower productivity, or will the time saved from 
only calling people vAi^n they are available and the increased responsiveness raise it? 

Presence is an extremely powerful feature, as the earlier exanq)les demonstrate, but it will 
be the societal issues that will limit its acceptance of presence, rather than any technical 
ones. 
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4 SIP deployments 



SIP can be used throughout a network: as a peer-to-peer protocol between endpoints, 
between the endpoints and the devices in the core, and between devices within the core. 
However, Sff can also be used only in parts of the network. The reduced scope of this 
sort of limited application makes it suitable for early adoption of the protocol, because it 
requires only a subset of function and interoperability with a Ihnited range of devices. 
Today, SIP is being used in a range of situations: as an end-to-end protocol by early 
adopters, and as part of the telephone network to back-haul traffic over IP links between 
switches. It is therefore forming an ever-larger part of the network as the protocol 
matures. 

The initial driver for SIP adoption in telephony was cost, but as the monopoly of 
telephony service providers has been reduced, prices have dropped in many markets to a 
level where cost is no longer a significant factor. For example in Japan, YahooIBB has 
been so successful at attracting customers to its SIP-based telephone services that NTT, 
the incumbent supplier, has been forced to respond with similar pricing plans. 

In the future, SIP adoption will not be driven primarily by cost, but by the new services 
that it can provide and the convenience of converged voice and data networks. 



4.1 Existing SIP services 

Current SIP use falls into the following categories. 

• Internet-only services. These consumer-orientated services provide a central SIP 
registrar and enable free calls across the Internet to other SIP phones. There may 
also be some interconnectivity with the PSTN, but only to freephone numbers 
and with limited ability to receive calls, because in both cases tfie party on the 
PSTN side pays for the call No charges are levied and therefore minimal 
security and administrative overheads are required. The Internet provides the 
bandwidth for the SIP signaling and media. 

Free operators, including Free World Dialup, are offering this type of service as a 
loss-leader, in order to establish a strong market presence that they hope to be 
able to exploit in the future. There are strong precedents for this business 
approach on the Internet in the form of Google and Hotmail. 
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• PSTN and Internet service. In addition to calls between SIP phones across the 
Internet, the service provider supplies PSTN gateways to allow calls to be made 
to PSTN numbers, and a phone number that allows calls to be made directly to 
the SIP phone from the PSTN. This requires a commercial arrangement between 
the user and the service provider, and Vonage, Deltathree and MCI (WorldCom) 
all provide this type of service. The overhead of maintaining this commercial 
relationship makes this commercially viable only for high volume users. 
However, where there is existing commercial relationship, for example with a 
DSL service provider, telq)hony offers a very easy add-on; this is the model 
being used so successfully by YahoolBB. 

• Enteipiise use. In this case, the service is provided within an organization for 
inter-office calls, and through gateways controlled by the enterprise into tfie 
PSTN. There is only a single commercial relationship between tlie enterprise and 
the telephone company, so this offers an efficient way to make a large cost 
saving. 

• Specialized Use. SIP can also be used to back-haul trafSc between particular 
switches, or to communicate between components within a single system. In 
these situations, SIP is only being used internally, so the business case is purely 
based on its effectiveness for the purpose against any competing technologies. 

As Internet telephony becomes more popular, these models are likely to evolve into a 
structure that offers end-to-end SIP between what are currently islands of SIP, with the 
increased flexibiUty and functionality that diis offi^s. 

Practical deployment issues and governments regulations, including QoS, wire-tapping 
and access to em^gency services, may restrict this spread, and these issues are discussed 
in the following chapters. In addition, the incumbent telephony service providers will 
attempt to restrict the growth of SIP telephony through regulatory pressures and 
predatory pricing. 



4.2 Interoperating with other protocols 

SIP is only one of many protocols being used to provide telephony and messaging 
services. There is therefore demand from customers to provide services between these 
protocols, and a nximber of manufacturers are developing gateways to do this conversion. 
Interoperability of basic function is normally straightforward, and the complexities arise 
when mapping more subtle coDcq)ts between the systems: for example state levels when 
the scales do not match, or permissions v/hca the same group concepts do not exist. 

There has been a great deal of work on interoperability in telephony in the various 
standards bodies to produce standard mappings. These include RFC 3398, which defines 
the mapping between ISUP and Sff messages to provide ISDN/SIP interoperation, and 
draft-ietf-sipping-q5ig2sip-02, which proposes a mapping between Q.SIG and SIP. 
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In TM, although the major providers have agreed to standardize on SIP, and many of their 
proprietary protocols are being phased out, the IETF is standardizing two IM protocols: 
SIMPLE, which is SIP-based, and Jabber, which is an XML-based standard from the 
open-source community. Both protocols provide similar functionality and will have to 
co-exist, and there are proposals to use SIP to establish Jabber sessions. 

Standardization of protocol conversion is incomplete and some aspects will always 
remain proprietary, but significant work has been done to ensure interoperability across a 
heterogeneous network. This work will continue, driven by the need for SIP to be 
installed into existing environments and to interoperate with a huge range of existing 
devices. 
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5 Issues complicating SIP 
deployment 



Chapter 3 described how SIP can be used to provide simple telephony, IM and presence 
services. However, commercially deployable technologies require a far richer feature set, 
and the following sections cover some of the issues that need to be addressed in real 
products. 

Although SIP standard solutions now exist for many of these areas, the required features 
are still missing fix>m the current generation of SIP devices because this functionality has 
only recently been standardized. Therefore, the solutions described may not yet be 
deployable. 



5.1 Reliability 

Telephone services are expected to provide a very high level of reliability. This is often 
referred to as "5 9s" and indicates that the service should be available 99.999% of the 
time, or less than 5 minutes' downtime in any year, including system maintenance and 
upgrades. Mobile telephony and IM have traditionally had a lower level of reliability, but 
expectations even in these areas are rising as the technologies mature. Traditional PSTN 
equipment provides this level of reliability using expensive fault-tolerant hardware, but 
SIP attempts to provide it using Domain Name Service (DNS) to reroute the messages 
around failures. 

DNS provides the mapping between services, domain names and IP addresses, and it 
allows multiple alternate domain names to be configured for a single service and multiple 
IP addresses to be configured for a single domain name. Using DNS, a SIP device can 
retrieve the list of alternate addresses and, if its request to the first one fails, it can 
automatically reroute the request to an alternate backup address. 

Using DNS, it is possible to remove any single point of failure from the system, but this 
does require state replication between any stateM devices in the system. These will 
normally include any User Agents clients and any proxies that are controlling the 
allocation of resources. 
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However, for a SIP device to reroute a message requires it to detect that the initial request 
has failed, before attempting to use an alternative address. When using SIP, this 
detection mechanism may be very slow, particularly over UDP. In addition, each new 
request should also be routed using the same algorithm, so it too will be routed first to the 
failed server and will exhibit the same poor recovezy characteristics. The issues raised by 
this are discussed in more detail in <draft-sparks-sip-nomnvite-00>. 

The use of a reliable transport protocol such as TCP or TLS, instead of UDP, greatly 
improves the speed of failure detection, but this reUes on the failure to estabUsh a reliable 
connection, ^ich also takes time to detect. Proprietary mechanisms that continually 
monitor the status of partners are required for more responsive recovery. The use of such 
mechanisms is pushing the architecture towards that used in the traditional telephony 
network, where the transport layer continuously monitors the state of the links between a 
defined set of connected switches. 

Alternative solutions use redundant hardware to provide failover within a single box, or 
in a cluster. These techniques enable the remote party to be reasonably unaware of a 
failover: any TCP or TLS connection and any outstanding transactions may fail, but 
existing SIP dialogs should continue unchanged. One complexity in these solutions is 
that the IP addresses must remain unchanged during any failover; this can be achieved 
using a load-balancing front end, a redimdant LAN routing protocol, or by the backup 
taking over the real IP address of the failed machine. 
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5.2 Security 



The requirement of any security framework is to enable the identification of participants, 
and to ensure the integrity and confidentiality of any conversations. SJP was not 
originally designed to be secure, as it was developed to operate within reasonably trusted 
environments. This makes the protocol more efficient when used within a trusted world, 
but, as a result, it is vulnerable to attacks from 

• external devices 

• devices in the signaling path (man-in-the-middle attacks) 

• endpomts. 

Example of attacks include 

• espionage, including eavesdropping and monitoring to obtain private information 

• fraud, to gain unauthorized access to resources or to avoid payment 

• denial of service (DoS) attacks 

• use of incorrectly fomied messages to exploit flaws in specific devices. 

These security issues, which are described in detail in RFC 3261, are being addressed by 
extensions to the protocol^ including the following. 

• The sips: prefix, defmed in RFC 3261, which is analogous to https: and mandates 
the use of a secure transport protocol, such as TLS, between trusted entities. This 
limits the ability for external devices to launch successful attacks. 

• S/MIME (RFC 1847) support for end-to-end message authentication and 
validation, and encryption of message bodies. These protect from man-in-the- 
middle attacks, as they prevent intermediaries fix>m accessing or modifying 
messages. 

• Enhancements for Authenticated Identity Management in SIP <drafl-ietf.sip- 
identity-01>, which proposes a mechanism for validating that the author of a 
message is reachable using the return address given. 

• SIP Authenticated Body (AIB) Format <draft-ietf-sip-authid-body-02>, which 
provides a portable message signature to verify the author of a message. 

However until these extensions are widely deployed, SIP networks will remain 
vulnerable. 
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These mechanisms provide the ability to authenticate the participants and secure the SIP 
communications, but it is unlikely that the entire network will use a single point of 
authentication. As a result, the security architecture is likely to include 

• a shared-secret based authentication to identify endpoints to a local server using a 
usemame and password 

• established trust relationships between servers with key-based authentication and 
secure transport 

• identity authentication provided by the local swver, on behalf of the endpoint, for 
other endpoints that need to validate the endpoint's identity. 

This model can be extended with separate secured network segments, with trusted 
relationships internally and auth^tication at the borders. 




Authenticate Trust Authenticate 



In the above example, authentication at the border of each domain is made directly with 
the calling UA. However, an individual user may not want to negotiate s^arate 
agreements with every network provider, so agreements will often be made between 
providers to allow seamless transition over their combined network. 

SIP provides an extensible authentication architecture that enables it to use a variety of 
authentication algorithms. SP extensions for each algorithm define how SIP carries the 
particular fields required by that algorithm. The draft <sip-ietf-sipping-aaa-req-03> 
describes the Authentication, Authorization and Accoimting requirements for SIP in more 
detail. In many systems, the authentication itself may be delegated to a separate 
authentication server that holds the authentication policies and keys. This can use a 
protocol such as RADIUS. 
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5.3 Quality of Service (QoS) and Resource Reservation 



When makiag a telephone call, it is expected (and regulated) that 

• the delay before it is possible to speak after the call is connected will be short 

• the sound will be reasonable (low jitter and packet loss) 

• the delay across the networic (latency) will be acceptable 

• the call will not be charged for unless it succeeds. 

This requires mechanisms to 

• guarantee media availability when a call connects and before billing 

• control the bandwidth and latency of the media. 

The base SIP standard contains no mechanisms for controlling network bandwidth and 
latency availability, and most current IP networks do not provide this either. However, 
with the rise of MPLS-based networks, and the use of SIP to control media flows over 
ATM and other QoS networks, guaranteed quality can be provided. 

The use of SIP over non-IP media networks is supported through extensions to SDP to set 
up the non-IP media channels. For example, RFC 3 108, Conventions for the use of the 
SDP for ATM Bearer Connections, defines how to use SDP to negotiate ATM channels. 
QoS is provided by the underlying network and negotiated end-to-end using these 
parameta's. 

On an IP network, there are two main ways in which a service provider can provide 
guaranteed C^S across its network. These can be characterized as follows. 

• Integrated Services (IntServ) networks use a protocol like RSVP (RFC 22 10) to 
set up a separate bandwidth reservation across the network for each requested 
media stream. This process reserves resoiffces on every link and at every node 
that the media path traverses. The problem with IntServ is that it does not scale, 
because every media reservation requires explicit bandwidth allocations at 
multiple devices. This generates a huge volume of traffic, especially for VoIP, 
where a large number of calls are either very short or never get answered. 
IhtServ is therefore not suitable for large VoIP installations. 

• Differentiated Services (DiffServ) networks classify all traffic into a series of 
predefined classes, and then prioritize this traffic throughout the network based 
on its class. This requires DiffServ-capable routers throughout the network to 
understand the prioritization and to modify their behavior accordingly, but does 
not require separate reservations for each media stream, so this mechanism does 
scale. 

DiffServ networks also require routers at the boundaries of the network to assign priority 
to packets received from the outside, and to monitor the traffic to ensure that the network 
is not overloaded. 
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Whichever mechanism is used, the service provider needs to control access to the 
network so as to ensure that adequate resources are available to meet the agreed QoS 
levels and to prevent degradation of the network by unauthorized traffic. This control 
will normally be provided by a device at the edge of the network, an Edge Router. 

To use SIP across such a QoS network requires a SIP proxy in the signaling path to 
understand any media requests and open the necessary pinholes in the Edge Router 
firewalls. This works as follows. 

• When the SIP request reaches the proxy, the UA and proxy negotiate the 
parameters required for the media path. The proxy instructs a Bandwidth 
Manager to set up the media channel 

• The Bandwidth Manager is responsible for authorizing media chaimel requests 
made by through the Service Provider's SIP Proxy. It monitors the loading on 
the network and controls the Edge Routers' policy to ensure that QoS is 
maintained within the network. It will open and close pinholes in the Edge 
Routers to let specific media channels through the network in response to 
requests from the proxy. 

• When the Edge Router receives the media, the necessaiy pinholes have abready 
been opened, so the media can pass throu^ the network with a known QoS. 



Service 




It would be possible to use a SIP B2BUA at the boundary of the provider network, and to 
hide the reservation process from the UA. However this would limit the new services 
that the UA could develop, because the B2BUAs in the network would have to 
imderstand any extensions in order to be able to allocation the right resources. Involving 
the UA in the reservation minimizes the intelligence that must be implemented in the 
network core. 
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RFC 3312, Integration of Resource Management and SIP, defines an extension to SIP 
that enables media reservation before the phone rings. This ensures that, when the phone 
is picked up, the media channel is akeady in place. RFC 3313, Private SIP Extensions 
for Media Authorization, defines how this can be used to negotiate and reserve the 
quality of the media channel, and to refuse the call if a suitable channel is unavailable. 
This feature is not yet widely available, but is increasingly being mandated for equipment 
in the core of the network. 

Currently, QoS is not normally provided out into a customer's LAN, but when voice and 
data start sharing the same LAN, QoS becomes important. This is because voice requires 
a fairly low bandwidth to be available on demand with consistent latency to provide good 
sound quality, but it is fairly tolerant to transmission errors. On the other hand, data can 
use high bandwidth and can handle high and variable latency, but is intolerant to errors. 
If these two very different types of traffic are mixed on the same network without 
differentiation, the overall performance will degrade rapidly as the loading increases. 
When QoS does become available in LANs, support for RFC 33 12 and RFC 33 13 will 
also be required in SIP phones to provide end-to-end QoS. 



5.4 Scalability 

The existing PSTN netwoik supports billions of telephone subscribers; this is a huge 
number of addresses to track and for which to maintain routing information. The 
network also has to handle large numbers of calls, particularly at peak times, with 
consistent reliability. This presents two separate scalability issues: the first is the ability 
to route quickly to the required destination during call set-up, and the second is the ability 
for devices in the core of the network to handle the traffic associated with all the active 
calls. 

For call setup, SIP uses the proven, scalable DNS framework as described above. DNS 
can handle the required number of addresses and is able to control local caching, which 
allows consistent information to be distributed throughout the network and minimizes the 
load on the master database. SIP proxies spread through the network can then provide 
distributed SIP routing and authentication. Once a call has been established, SIP 
provides direct communication between the devices over the IP backbone, without any 
centralized point of control that might become a bottleneck. 

Within an individual server, the SIP protocol also scales well, because it inchides 
identification fields for rapid matching of messages to dialogs and transactions, and 
suitable unplementations can load balance across clusters of machines using DNS. 

However, because of security, audit and network incompatibilities, both the signaling 
(SIP) and the media (RTP or another protocol) are often routed through intermediate 
devices that do more processing than just IP forwarding. One example is recording for 
billing or an audit trail, where a company, service provider, or government diverts all 
traffic through a specific device to record the required information. In such situations, 
these intermediate devices are in the path of all the communications and may become 
bottlenecks for the machines that they serve. 
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QoS also in^oses a heavy load, as it requires the monitoring of bandwidth usage and 
availability through the network. IntServ does not scale well, because it requires a 
separate bandwidth reservation across the network for every call. DiflServ or MPLS-TE 
based solutions scale better, because the bandwidth allocation is perfom^d at a higher, 
aggregate level, but these require a second level of control and monitoring to ensure that 
the allocated resources are not themselves overloaded 



5.5 Accounting 

In order to charge for something, it must be possible to monitor and control access to it. 
This requires the ability to identify users (authentication), check that they are eligible to 
use the resource and then permit use (authorization), and record the usage (accounting). 
Authentication and checking of eligibility using SIP is covered in section 5.2, Security, 
above, and control of access and monitoring are covered in this section. 

For services that are accessed through the signaling, for example status requests using 
SIP Events, proxies on the signaling path can control and monitor usage, although il must 
not be possible to bypass the accounting proxies to access the resource directly. This can 
be achieved using TLS or a firewall to limit direct access to the resoiirce. 




For media-based services, like telephony, the network must be able to restrict access to 
the media; this is only possible in a network that limits direct communication between 
endpoints. Billing records can then be linked to the resource reservations, as described in 
Quality of SCTvice (QoS) and Resource Reservation above. 

A non-QoS network can use firewalls to control media access in a similar way. These 
can be managed using the same techniques, with the firewall opening media pinholes and 
tracking usage. However, an extremely strict firewall policy is needed to prevent a 
customer bypassing the firewall, and such control limits the general usability of flie 
network, although this solution may be suitable for dedicated telephone networks. 

More generally, SIP signaling is not designed for the time-based billing used in 
traditional telephone networks. The separation between signaling and media that SIP 
provides makes it difficult to time calls accurately, as is required by telephony 
regulations. This is an area of ongoing study and debate. 
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A prepaid service, where the network retains the ability to disconnect a call after it has 
started, imposes fiirther constraints. In the eariier examples, the intermediate gateways 
authenticate the user and participate in the media negotiation, but otherwise stay in the 
signaling path only to handle media changes and to clean up at the end of tiie call In SIP 
terms, the gateways are proxies, because they cannot initiate requests. However, the 
prepayment application server retains control of the call signaling, and is therefore a 
B2BUA rather than a proxy. This distinction is important when deciding how to design a 
SIP server to provide a chosen set of services. 



5.6 Privacy 

Privacy is the control of information, including 

• who receives what information 

• the level of detail that is provided 

• what the recipient is allowed to do with any information received. 

This is a complex area to define and even more difficult to enforce. For this reason, 
government regulations exist to control the behavior of some recipients of private 
information. 

Using SIP, private information may be distributed through the following two 

mechanisms. 

• ImpUcit distribution. Some information is required for the protocol to work. 
This includes headers to tell the recipient who has sent the message and how to 
reply, as well as lower level information, such as the IP address to which the 
media must be sent. SIP UAs can avoid much of this information by obscuring 
the return addresses and many other identifiable fields, but they are unable to 
remove all indications of the message source. In order to provide a fully 
anonymous service, a separate anonymizing server (implemented as a B2BUA) is 
required in the signaling and media paths to hide all identifiable fields. 

• Explicit distribution. The UA may choose to provide information to trusted third 
parties, however it may want this to be hidden from others. For example, a 
network may require user identification for authentication purposes, which 
should not be passed to the destinatioiL In these cases, the recipient of the 
information must remove it firom any messages that are passed on and must 
restrict its own use of the informatioa 

For presence information, this situation is even more sensitive, as a much richer 
set of private information is being made available to third parties. This requires 
the ability to specify which groups of users can access each part of its state 
information. 

RFC 3323 describes the requirements for maintaining privacy in more detail, and how 
privacy servers within the core of the network can provide thds. Work on mainlaining 
privacy of presence information is ongoing. 
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5.7 



NAT and Firewall traversal 



NATs (Network Address Translators) exist to overcome the limit on the number of 
available IPv4 addresses, and to provide privacy and security for devices within a private 
LAN. All NATs set up bindings between external IP address/port combinations and 
internal IP addresses and ports, to allow packets to be routed back from the external 
networic to devices within the LAN that do not have a globally routable IP address. 
These bindings may be statically configured to allow access to services within the LAN 
for external users, for example a website, or dynamically configured to allow packets to 
be routed back to an internal machine for a particular communication session. 

Firewalls implement an organization's security policy and may be configured to allow or 
disallow particular protocols, including SP. They work by restricting the flow of packets 
through them based on configurable criteria, which may include the packet's source or 
destination address or port, or the protocol being used. It is the responsibility of the 
organization to configure its firewall to allow or disallow SIP traffic according to its own 
policies. 

NATs and firewalls are often co-resident, because the management of NAT bindings is 
readily integrated with additional security. However, they are logically separate in their 
fimction, and it is only the NAT fimction that presents a technical challenge for SIP to 
overcome; it is not the intrat of SIP to bypass firewall policy, though SIP should be 
firewall-fiiendly. 

5.7.1 Types of NAT 

There are different types of NAT, distinguished by the characteristics of their bindings. 
The following fists the major types of NAT. 

• Basic NATs do not change the port number. The bindings link an internal IP 
address to an external IP address for selected ports, but the port numbers are 
unchanged across the NAT. 

• Full-cone NATs set up a single binding between an external IP address and port, 
and an internal IP address and port. Once this binding is established, any packet 
that is received fi-om the external network to this address and port will be 
forwarded to the internal address and port. 

• Restricted cone NATs (and Port restricted cone NATs) operate as above, but only 
accept packets that are received fi-om the same IP address (IP address and port) as 
the destination of the outgoing packet that established the mapping. 

• In each of the above cases, a particular internal IP address and port always maps 
to the same external TP address and port. However, Symmetric NATs set up a 
different binding each time, so the same intemal IP address and port may ^pear 
as different IP addresses and ports to different destinations, and several devices 
can share the same external address and port when conmiunicafing to different 
remote hosts. 
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These NAT characteristics result in the following effects. 

• The party inside the NAT must initiate communication to each remote address 
and port to create the new dynamic binding, or a separate protocol must be used 
to create new bindings. If no external mechanism is used to create the bindings, 
then a device behind a NAT may be able to make SIP calls but not be able to 
receive them. Even in this situation, symmetric RTP must be used to allow 
media to flow in both directions through a single RTP connection initiated from 
inside the NAT. 

• To maintain a dynamic binding, packets must be sent between the parties at 
regular intervals (the required frequency of these retransmissions is not defined 
and can be under a minute), or the communication must use a session-based 
transport, such as TCP. For this reason, the use of a session-based transport 
protocol is strongly recommended. If UDP is used, then the device behind the 
NAT must continually resend registration or other messages to maintain the 
bindings, which is a waste of resources. 

• Two ports on the same internal address may be mapped to different external IP 
addresses, and the external ports may bear no relation to the internal ports - as a 
result, the value of addresses and ports cannot be inferred from the other 
addresses or ports. This breaks some of the existing standards that assume a 
numerical relationship between port numbers. Several extensions have been 
developed to address this issue, including RFC 3581 for symmetric response 
routing in SIP, and draft-ietf-mmusic-sdp4nat-05, which extends SDP to specify 
additional port numbers for RTP. 

• An internal device has to use a separate protocol to determine the address at 
which it will appear to external devices. In SIP, this requirement is minimized 
because the recipient of a message sets the return address to be the address from 
which the message is received, rather than address that the sender believes is 
correct. However, additional protocols are required to determine valid addresses 
for the media. 

These issues are common to all VoIP protocols, not only SIP, so the IETF has established 
the MIDCOM working groiq) to discuss general solutions to NAT traversal by VoIP. 
Their solutions fall into the following categories. 

• NAT detection protocols that allow a device inside the NAT to determine tlie 
NAT'S behavior and bindings indirectly, and to modify the protocol messages 
appropriately. STUN, as defined in RFC 3489, describes such a protocol. 

• NAT control protocols that allow a device inside the NAT to control the NAT to 
set up dynamic NAT bindings and to determine the external address that will be 
presented. \iPnP provides one mechanism, which is supported by Microsoft and 
is being discussed by the uPnP forum, rather than the IETF. 

• Application Level Gateways (ALGs), which modify the signaling messages and 
may provide a media relay. ALGs can work around limitations ui the protocol 
and provide a short-term solution. These are discussed in more detail later. 
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• Relays in the external network with globally routable addresses to relay the 
messages. TURN provides this functionality. 

NATs are not required in IPv6 networks, so it is hoped that they will eventually 
disappear, but they will exist for many years, and SIP must woik through them. 

This functionality is likely to change as the standards for NAT and firewall control 
improve, and the best solution will be a combination of the above, dependent on the 
precise scenario. 

5.7.2 Using SIP through NATs 

As mentioned earlier, SIP contains several features to help its operation through NATs, 
but the following issues still remain. 

• How do you send a SIP message to a device that is behind a NAT? 

• How do you establish a media session with it? 

Once a device has received a SIP message from another device that is behind a NAT, it 
can respond to the address and port from which the message was received, and these 
addresses remain valid as long as the NAT bmding is kept alive. However, if the first 
SIP message is to the device behind the NAT, another mechanism is required. This first 
SIP message can be sent through the proxy with which the device registered its location, 
as long as the device maintains its NAT binding with the proxy. As discussed earlier, this 
can be achieved by using a TCP connection or by refreshing its registration at regular 
intervals. By Record-Routing all requests, the proxy can also ensure that it remains in the 
path of all future requests, and that external devices do not try to contact the device 
behind the NAT directly. As result, this mechanism works for even the most restrictive 
NATs. 




refreshed UDP 



When only one device is behind a NAT, the device behind the NAT can successfully start 
the media session and, by using symmetric RTP, this session can be used to send media 
in both directions. However, when both devices are behind NATs, the situation is more 
difficult because neither has a valid address with which to establish the media session. If 
another protocol is not available to determine a globally routable address to which to 
direct the media, then a media relay may also be required. 
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5.7.3 



Application Level Gateways (ALGs) 



ALGs are devices that understand higher-level protocols, and may dynamically open 
additional pinholes through the firewall to let data through according to each protocol's 
requirements. For example, a SIP ALG may open pinholes in the firewall to allow the 
media to flow. 

ALGs can also be integrated with NATs and be used to modify the messages as they pass 
through to convert any internal IP addresses to their external equivalents. This provides a 
method for NAT traversal that does not require any changes to the end^oints. 



Global 




Global 
address 




RTP 



An ALG can be positioned outside the NAT to enable SIP conununication with devices 
behind a NAT. In this situation, it incorporates a media relay and modifies the SIP 
messages to direct all media through its relay. Because the ALG presents globally 
routable addresses, it can successfully set up connections with endpoints that are behind a 
NAT, and can therefore be used as an intermediary in calls between endpoints even if 
both are behind NATs. 
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Because of their ability to work through NATs with the current generation of SIP, ALGs 
are a fundamental part of today's SIP offerings and form the basis of specialized products 
such as Session Border ControUo-s. However, SIP ALGs are implemented as B2BUAs, 
not proxies, because they modify the SIP signaling messages beyond that allowed by a 
proxy. As a result, there are various problems with ALGs, including the following. 

• The SIP messages cannot be encrypted end-to-end, because the ALG needs to be 
able to interpret it. This limits security and privacy and makes the ALG a trusted 
party in all communication. 

• The protocol cannot be extended without upgrading the ALG. Again, the ALG 
needs to understand the protocol to control the firewall or media relay 
appropriately. 

For these reasons, ALGs are not able to support new protocol extensions and service 
innovation by end users, and cannot be recommended as a long-term solution. 

5.7.4 Devices behind the same NAT 

If both of the endpoints are behind the same NAT, it is more efQcient for them to use the 
internal IP addresses instead of globally routable addresses, because the messages can 
then remain within the LAN. For both SIP and SDP signaling, this can be achieved by 
using a fully qualified domain name rather than an IP address to advertise the server 
ports, and by providing a local DNS server that returns the internal address rather than the 
globally routable IP address. However, if a globally routable DNH address for the 
endpoint does not exist, this solution is not possible. Also, not all endpoints may support 
domain names withm SDP, which limits the applicability of this solution in some 
environments. 

A fuller explanation of the scenarios and a mechanism that handles many of these 
scenarios is presented in <draft-rosenbCTg-sipping-ice-01>. 
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5.8 Device configuration 



SIP devices do not require a lot of configuration infoimation, but the way that this 
information is entered varies significantly between devices. This makes support of SIP 
devices more complex than it should be. 

The following configuration information is normally required. 

• Local (outbound) proxy, to handle local policy and NAT/firewall traversal 

• Registrar (one or more) 

• Usemame and password (one or more) 

Rather than agreeing a single standard mechanism for automated configuration under 
centralized control, several alternative mechanisms are being recommended. These 
include the use of RFC 3361 - DHCP Option for SIP and well-known DNS and multicast 
addresses. To coordinate these separate mechanisms, draft-ietf-sipping-config- 
fi-amework-OO defines a single configuration process that tries each in turn until one 
succeeds. 

hi some environments, it is unclear who should control the endpoint configuration. For 
example, users may need different outbound proxies depending on the service required 
and may not want their network service provider to control this choice, whereas the 
network service provider may have a financial incentive to route all of the SIP traffic 
through its servers. In others environments, for example entaprises, centralized 
management can be used to minimize end-user support and enforce corporate policy. 
Different solutions may therefore suit each situation. 

Endpoint configuration is also possible using SNMP, or another MIB-based management 
protocol. The standard MIBs for the configuration and monitoring of SIP devices are 
well advanced <draft-ietf-sip-mib-07>, although arguments remain over the level of 
detail Aat should be available through the MIB. MIBs are particularly suitable for the 
management of larger SIP devices, such as servers, where they provide a high level of 
configuration detail and status information and can be easily integrated into a larger 
system management suite. 



5.9 IPv6 

The introduction of IPv6 is bemg driven by the lack of IPv4 addresses, particularly in the 
Far East, by the standardization on IPv6 for 3G mobile, and by government initiatives in 
countries including the UK and US. 

SIP and SDP are fiilly compatible with IPv6, so are ideally suited to this environment. 

The only IPv6 specific standard for SIP is an updated DHCP option to configure the SIP 
outbound proxy <RFC 33 19>. This is required because DHCP has changed slightly 
between IPv4 and IPv6. 
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6 SIP and the PSTN 



Telq)hony is the most developed SIP application, and the PSTN adds a range of specific 
requirements. These requirements fall into the categories of interoperability and 
regulatory, and the following sections describe the issues to be adckessed in each area. 



6.1 Interoperability 

Full PSTN interoperability implies that a SIP phone, operating through a SIP to PSTN 
gateway, is a fuUy fimctionai replacement to a traditional phone. In other words, a 
subscriber can access all existing services with a SIP phone even when some of those 
services are provided by a third party, for example corporate voicemail. This level of 
interoperability does not prevent a SIP phone from providing new services that cannot be 
provided on a traditional phone. 




Phone 



SIP was designed for Internet telephony, and not designed to replicate the PSTN, and this 
means that it cannot readily handle ail PSTN features. The following is a list of the some 
of the more important areas of work to use SIP in the PSTN. 

6.1 .1 Overlap signaling 

Overlap signaling is required when it is not possible to determine whether a particular 
sequence of digits represents a valid phone number without attempting to place the call. 
This situation exists in various networks, including several European countries. In these 
networks, it is not possible to wait until the entire nimiber has been entered before 
dialing, because the only way to detect this would be a pause in the entered digits. To 
allow a user to dial slowly, for example when referring to a telephone directory, a large 
delay between individual digits must be allowed (> 1 0 seconds). If the exchange were to 
wait this length of time after the last digit to determine that the number was complete 
before placing the call, the delay in call-setup would be unacceptable. Therefore, when 
the user starts dialing, the telephone exchange waits for a minimum number of digits and 
a pause of a few seconds before using the digits collected to route the call onto the next 
hop. If the next hop has sufficient information, it continues to route the call onto its 
destination; otherwise it waits for further digits from the user before continuing. 
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This mechanism does not map easily onto SIP, because one subset of a number may not 
be routed the same way as another. As a result, when additional digits are received, a 
conq)letely new SIP call must be made incorporating this new information, to enable the 
call to be routed independently. For all but one of the calls, the nimiber will not represent 
a valid destination, and the call will fail with an ""Address Incomplete'* type of response, 
so only a single call remains. 

It should be noted that a native SIP phone should not generate overlap dialing, because 
the user can be forced to enter the complete number before attempting to dial, as with 
mobile phones. However, when interoperating with traditional phones through SIP 
adaptor, or through a SIP gateway to the PSTN, overlap dialing cannot be avoided. 

If an overlap-dialed call has to be routed from the SIP network into the PSTN, then all the 
calls placed as a result of overlap signaling must reach the same gateway and be 
correlated together. Otherwise, the gateway will not be able to generate overly signaling 
in the PSTN, and will instead place multiple independent calls, which uses more 
resources. 

RFC 3578 describes this mechanism in more detail, although the standard is not yet 
widely implemented. 

6.1.2 Early media 

Early media describes media sessions that are started before the call setup completes. 
This is used in the PSTN for announcements during connection, such as "Trying to 
connect you . . and to minimize the delay before the establishment of the media session 
once the call has connected. 

Early media sessions require a mechanism to negotiate media channels before the call 
setup completes. This requires an ongoing exchange of messages between the caller and 
called party during call setup to agree these channels and any changes. The SIP protocol 
extension for reliable provisional responses (RFC 3262) provides such a mechanism, is 
the basis of early media in SIP, and is well supported. 

Although early media works successfiilly, it does not work well with forking because a 
single forked call may establish multiple media streams. This is shown in the following 
diagram. 
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Here the call is forked and causes two phones to ring simultaneously. Wlien both send 
back early media, what does the caller hear? Should one of the streams take priority over 
the other? The handling of this situation is under the control of die client application, but 
this complicates its design and there is no simple solution. For example, if the client 
application chooses one of the streams and then the other completes first, the caller may 
hear a very confused media stream. 

This remains an area of ongoing concern, although it is not currently presenting a serious 
problem because forking is not widely used. 

6.1.3 Application Control with a traditional phone keypad 

The telephone keypad is often used to control telephony applications. These applications 
include 

• information services, such as share prices and timetables 

• calling-card services 

• voicemail and unified messaging services. 

Traditionally, key presses are encoded as DTMF and transmitted over the line with the 
voice. Using SIP, there are two methods to transport key presses: one is in the signaling 
channel, and the other is in the media channel. Both methods are needed to handle all of 
the above applications. 

Calling-card applications need to monitor all key presses to control call setup, but once 
the call is put through, they are only interested in ^ecific key sequences to regain control 
of the call to allow placement of a foUow-on call; other key presses must be sent to the 
true destination of the call to control any application there. Monitoring the entire media 
stream by the calling-card application to detect these key sequences would be inefficient 
and would tie up media resources, so this type of application needs a mechanism to 
receive infoimation on the key presses through the signaling channel. 

Voicemail applications, on the other hand, may allow the user to record messages and 
announcements, controlled using key presses. In this situation, it is important that the 
keystrokes and media are synchronized in time, so that the recording starts and ends at 
the right time. This requires that the keystrokes be sent over the media channel, because 
this correlation cannot be provided over the signaling channel. 
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After much discussion and use of non-standard mechanisms, the following solutions have 
been proposed to handle each requirement 

• For the transport of key presses in the media stream, RFC 2833 provides suitable 
functionality, and this standard is now widely supported in SIP phones and 
application servers. It encodes the key presses into packets in the RTP media 
stream. 

• There is still no final agreement on how to carry key presses in the signaling 
channel, but ciurent proposals allow a device to ask the UA to send it each 
keystroke in a new SIP message. Further proposals include the ability to 
download a digit map to the client to allow it to monitor particular key 
sequences. The advantage is that this can decrease the number of messages 
required, but it also increases the complexity of the UA, especially if multiple 
devices want to monitor simultaneously. 

Several existing SIP irr^lementations use the INFO message to carry all key presses to 
devices in the signalmg path. This method is inefficient because it sends all of the 
keystrokes through the signaling path, even when not required. It also raises scalability 
concerns, because there is no flow control mechanism to control the large number of 
messages that may be generated. As a result, the use of INFO messages is strongly 
discouraged. 

There are also concerns over how multiple servers that are monitoring a single call should 
interact. For example, it is possible for several of them to place meaning onto the same 
key sequence; this is known as feature collision. One proposal to solve this uses Service 
Brokers, which act as a central point for other feature servers to interact witli the call and 
resolve any conflicts. 



6.2 Regulatory requirements 

Telephony is heavily regulated because of its importance to the economy; it is 
fundamental to most businesses, provides access to the emergency services, and is 
monitored by the security services. To provide a full PSTN replacement service, the SIP 
network has to meet the same regulatory standards for features, quality and reliability. 

Regulation of Internet telephony is already happening in many countries, although it is 
unclear how successful this process can be, given the ability to make phone caUs over the 
Internet without any central point of control. The incumbent Telcos are also working to 
increase regulation of the Internet telephony service providers, in order to limit its growth 
and to raise the barriers to entry into the industry. 

Compliance with these regulations also brings benefits in the form of government 
subsidies in many countries. There is therefore an incentive for Internet telephony 
service providers to con9)ly with government telecommunications regulations whenever 
possible. 
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For a SIP-based telephone network to satisiy all its regulations, it will need to look a lot 
like the PSTN, with redundancy, media reservation, local feature servers and wire 
tapping capabilities. Reliability, scalability and QoS are more general requirements, and 
these were covered in Chapter 5. The following sections describe the other PSTN- 
specific requirements in more detail. 

6.2.1 Wire-tapping 

III most countries, the government is able to monitor selected telephone calls to or from 
individuals, without the knowledge of that individual. For traditional telephone 
companies, this is provided through the local exchange, which handles both the signaling 
and the media for every call. 

In the IP world of SIP, there may not be a telephone service provider, and there is no 
longer a simple central point at which to monitor the calls. However, assuming that a SIP 
telephone provider is being used, then their proxy may be used to monitor the signaling 
and to record information including the source, destination and duration of any calls. 

Monitoring of the media is more complicated, as media is normally sent directly between 
user agents over a separate route. The only way to monitor such traffic is by packet 
sniffing at the router at the boundary of the customer's connection to the Internet, as 
shown below. This is a very processor-intensive process, and is further complicated if 
the customer has multiple links. 



Service 








o o 


■ 





An alternative solution to direct only the monitored traffic through a media relay, where 
the call could be recorded, is also not possible, because one of the requirements is that it 
is not possible to detect that you are being monitored. The very act of redirecting the 
media identifies that the call may be being monitored. 

It may also be possible to direct all traffic through a media relay, and some equipment 
manufacturers are using this solution, but this puts a heavy load onto equipment in the 
core of the network. In addition, there is no way to enforce this over the Internet without 
installing very restrictive firewalls to prevent direct media communication. 
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Service 




Relay 



Media 
reconier 



This issue remains unresolved, although the GALEA requirements in the US and similar 
proposals in other countries are addressing this issue. Cunent indications are that the 
regulations will impose the ability to monitor all traflBc at the network edge, including 
telephony. However there is significant lobbying to limit the resulting intrusion of 
privacy and its enormous inq>lementation costs. 

6.2.2 Emergency calls 

Due to their importance, calls to the emergency services are regulated separately from 
other calls. These regulations include the following. 

Location determination 



• The call should be handled by the local emergency service, so that the local 
police or ambulance service is always called. This requires knowledge of the 
location of the user, which is not available through SIP, because the IP address 
cannot always identify the location. 

• Caller identification is required to allow the emergency service to know the 
location of the call, to allow them to dispatch help to the correct location, even 
when the caller cannot convey their location. This private information must also 
be withheld from other users. 

Both of these can be provided by local configuration and the inclusion of caller location 
fields in emergency call requests. However, the use of local configuration risks the 
information being out of date. The DETF GEOPRIV working group is discussing the 
management of location information using DHCP, which would ^able a device to 
determine its location from a central server. This potentially provides a long-term 
solution to this problem, but also places a requirement on service providers to nianage 
this additional information. 
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Special handling of emergency calls 

• Emergency calls should be given higher priority by the network, draft-ietf-sip- 
resource-priority-Ol defines additional SIP headers that categorize the priority of 
a request These new headers do not affect the operation of any IP routers in the 
network, but may be used by the Sff -enabled devices to prioritize their 
processing of the messages and to allocate higher priority to the IP packets to 
enable faster routing through the network. 

• Calls to the emergency services are allowed even if the user is not an 
authenticated usa* of the network^ for example with roaming mobile phones. 
There is no standardized method to allow this, and in particular it is not clear how 
the phone would know where to call without being authenticated and receiving 
local configuration information. 

Work on all these issues is ongoing in the standards bodies, together with close liaison 
with the regulators to ensure that any solution is acceptable to them. 
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7 Enhanced applications for SIP 



This chapter discusses some of the areas for which Sff is being developed, which will 
enhance the range of facilities that are currently available. 



7.1 Mobile (3G) 

SIP was mandated for call signaling for revision 5 of the 3GPP proposals for mobile 
networks. In revision 6, SIP's use is being extended to include presence. Revision 6 is 
scheduled to be frozen in March 2004. 

The mobile environment presents a very different environment from a traditional SIP 
networic, and this has required several extensions to the protocol. Its main characteristics 
and their effects include the following. 

• Bandwidth is expensive in any radio-based environment. SIP is a text-based 
protocol that was designed for high-bandwidth environments, and can be 
compressed to significantly reduce the bandwidth required. SigComp <RFC 
3320> provides a generic compression framework that is suitable for SIP. It is 
optimized for a particular protocol through the use of a standard dictionary of 
commonly used terms within that protocol. The standard dictionary for SIP and 
SDP is defined in RFC 3485. 

• IPv6 has been mandated by 3GPP for use throughout the network. The use of 
SIP with IPv6 was covered earlier, and presents no problems. 

• Mobile users move between radio cells, but as they move they maintain the same 
IP address. As a result, this movement is invisible to SIP, and the signaling is 
unaffected. 

• Extended registration is required to allow mobile users to roam (use their phones 
with foreign network providers), while maintaining their relationship with their 
home provider so that they receive a single invoice, and to access their personal 
settings such as voicemail. This is achieved by routing communications through 
a local proxy (to impose local rules and access to local resources) and through a 
home proxy (to provide consistent global services and access private settings). 

Some minor SIP extensions have been defined that force messages to travel 
through several proxies, and to obtain the necessary configuration information 
from the different domains. These extensions include RFC 3327 (SIP Extension 
Header Field for Registering Non-Adjacent Contacts) and <draft-ietf-sip- 
scvrtdisco-04> (SIP Extension Header Field for Service Route Discovery During 
Registration). 

With these extensions, SIP provides a flexible signaling firework for mobile telephony 
onto which new services, including presence and messaging, can be built. 
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7.2 



Caller preferences 



SIP has the ability to set up different types of communications session, including voice, 
video and instant messaging, and an individual user may have several SIP devices: for 
example at home, at the office and for mobile use. 

When a call is received, the called party may, using pre-defined rules in a proxy or 
through an interactive choice, dkect the call to any specific device. This choice may, for 
example, depend on the time of day, the identity of the caller, or the type of media 
requested. However, the caller may also have a preference over the device that is used to 
answer the call. For example, the caller may only want to talk if the called party is 
available at work, and does not want to be put through to voicemail. 

Caller preferences allow the caller to request that the call only completes if certain 
conditions are met. Proxies and the recipient then use this information to decide how to 
route the call. The fmal destination of the call will therefore depend on both the caller*s 
preferences and the called party's policy for handling incoming calls. 

The success of this finictionality relies on standard defmitions for the types of device that 
are available to answer the call, and the willingness of the user to provide this 
information to a third party. <draft-ietf-sip-callee-caps-00> defines a way to describe the 
capabilities of a SIP device, and <draft-ietf-sip-callerprefs-09> defines how a caller can 
request to connect only to devices meeting selected criteria. These drafts, which are now 
getting close to standardization, provide the basis for tliis powerful feature. 



7.3 Third party Call control 

Third party call control refers to the ability for a device that is not one of the ends of the 
SIP signaling to affect a SIP dialog. It is required to provide PBX style services, such as 
call transfer and call screening, when there is no central PBX. There is no way to achieve 
this within the core SIP protocol, because the protocol is secured from end to end within 
a dialog, so several SIP extensions have been defined to enable this functionality. 

The following exanfiple shows a call screening service, which requires third party call 
control when there is no central PBX. 

• A calls B, who has his calls forwarded to a receptionist 

• The receptionist checks with B whether he wants to take the call. 

• The receptionist puts the caller through to B. 

Third party call control is required for the receptionist to put the caller through to B, and 
to be removed from further involvement in the call. 
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Using SIP, this can woric in the foUowing way. 



B redirects ail his calls to the receptionist using either his phone or a proxy, so 
that the initial call is established with the receptionist 



INVITE sq):b@exafnple.com 



302 Moved temporariiy to 8ip:reception@example.com 



User A 




UserB 



Recaption 

After answering the call from A, the receptionist puts it on hold and calls B. 

INViTE sip:b@exam ple.com 



User A 




Reception 



The final stage requires the recqjtionist to set up a call between A and B to 
replace the two existing calls and to take the receptionist out of the loop. 
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The SIP REFER method (RFC 3515) allows a third party to request a SIP device to 
perform a defined action. In the calUscreening example, REFER is used by the 
receptionist to cause A to call B directly. 

There are several issues with this mechanism, in particular in relation to security. For 
example, if a person transfers their caller to a premium rate number, who pays for this 
call? Also, how is the second call put straight through, whereas the first call is diverted 
to the receptionist? Furthermore, it must not be possible for A to reuse any of this 
information in order to make a call directly to B at a later time and bypass his call 
forwarding. 

REFER incorporates a security mechanism using a token that is passed by tlie REFERer 
to the REFERee to enable the REFERee to validate the authority of the REFERer. This 
provides the security required above, but it also requires an existing trust relationship 
between the referrer and referee to interpret the token. Altiiough the meaning of the 
token is dependent on die particular environment, the current lack of standardization will 
cause interoperability problems between difTerent vendor solutions. 



7.4 Conferencing 

VoIP conferencing today primarily uses H.323 as the signaling protocol. H.323 is well 
established in the market and has been extended to include conference control featui es. 
The use of SIP in conferencing applications is an area of intense interest and standardized 
mechanisms are being defined to add conference control. 

Conferences fall into the following two categories. 

• Tightly-coupled conferences have a central point of control. This is the 
traditional conferencing system, where a single server controls the conference 
and the media mixing. 

• Loosely-coupled conferences have no central point of control; the users 
communicate directly with each other, and the control and media mixing may be 
distributed through the network. 

The distinction between these conference types, and the requirements that they have, are 
discussed in detail in draft-ietf-«ipping-cc-fiamework-01. 

The use of SIP for tightly<oupled conferencing is well advanced, because this can be 
achieved using only standard telephony fimction, although more advanced features are 
being plaimed. Loosely-coupled conferences present a much more difficult problem, 
because of the difficulty of maintaining consistent state across conference participants as 
participants enter and leave. The control of loosely-coupled conferences is still an area of 
academic study, so the rest of this section is devoted to tightly-coupled conferences. 

Conferencing irrq)oses a wide range of high and low-level requirements, including the 
following. 
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Session control 

• Conversion of a two-party call into a conference with three or more participants 

• Conversion of a conference back into a two-party call when the other participants 
leave 

• Invitation to new participant (dial-out) 

• Acceptance of a new participant (dial-in) 

Conference floor control 

• view information on the other conference participants 

• control who may join and speak in the conference. 

Application-level conference control 

• prearrange conferences 

• create conferences on demand 

With a SIP conference server, the session control requirements are covered by standard 
telephony and third party call control mechanisms. For example, REFER can be used to 
redirect a call to the right conference bridge. 

Conference floor control requires that the participants have additional information about 
the other participants and can control their behavior. This could be provided by a 
conference-aware SIP phone, which might, for example, present a list of all the 
participants, and allow the conference chair to choose the next speaker or disconnect a 
participant 

The SIP Events mechanism <RFC 3265> provides the ability for one party to request 
additional status from another. This mechanism can be used by a conference server to 
request the status of the participants, and also by the participants to request the status of 
the other participants from the server. The information that would be provided is not yet 
standardized, but the conference state package <draft-ietf-sipping-conference-package- 
00> defines what this might include. 

Conference control using SIP is still not well standardized, but work is continuing to 
bring consensus to this area. Solutions based on proprietary extensions are being 
developed, but until the standards mature, there will be limited interoperability of the 
higher-level features. 
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7.5 



Click-to-call or click-to-dial 



Click-toK:aU describes the ability for a hyperlink on a web page to initiate a telephone 
conversation to the referenced destination. This would be extremely useful in a web- 
based directory service or as a marketing tool. For example, it could be used to link 
directly a company's website to a sales representative. However, in order for a 
click on a browser to initiate a phone call, the browser must be able to control the phone, 
and this fiinctionality is not currently widely available. 

Most people use a PC as their web browser, so the phone must either be a sofi-phone on 
the same PC and integrated with the browser, or a hardware phone that is somehow under 
the PC's control. Soft-phones do not generally offer a great user experience, because PCs 
are not designed as telephones, and there is Uttle integration between web browsers and 
proprietary phone systems to allow control of separate phones. 

This integration of web and telephony was one of the early promises of SIP, but this is 
not yet widely used. A pure SIP solution to this problem requires a click in a browser to 
issue a REFER request to a designated phone to cause it to make die calL Tliis is 
equivalent to the third party call control scenario described earlier. 




Now that third party call control using SIP is being standardized, and suitable security 
enhancements are being defined to ensure that the system is secure, standardized browser 
extensions are possible to provide this functionality with any SIP phone. 

The prevalence of this integration will increase rapidly as SIP replaces proprietary 
protocols in oiterprise telephony systems, and as standard browse add-ins become 
available to control enterprise phones directly, using SIP, and indirectly through control 
ofthePBX. 
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7.6 ENUM 



ENUM aims to leverage the familiarity of existing telephone numbers on to Internet 
addresses. It defines a unique mappmg between international phone numbers and host 
names in a way that enables DNS to be used to resolve the host name to an IP address, 
and the responsibility for maintenance of the DNS records to be delegated to the relevant 
country and regional authorities. The mapping is defined in RFC 2916, and, for example, 
444 20 8366 1177 maps to 7.7. 1.1. 6.6.3.8.0.2 A4.el64.arpa. 

For SIP, ENUM provides a standard mapping between traditional phone numbers and 
Intemet addresses, which could simpUfy the creation of an integrated PSTN and IP 
telephony system However, there is currently very limited adoption of the standard and 
it is not gaining rapid traction. It would be straightforward to provide a default service 
provider as a gateway fi^om the Intemet into the PSTN, but it is not clear how this would 
be configured if multiple service providers are providing equivalent gateways. 

drafl-ietf-sipping-e 164-04 describes the details of how to use ENUM to map between 
telephone numbers and SIP uris. 
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8 



The future 



Over the past 5 years, SIP has evolved from a flexible but limited protocol suitable for 
use in NAT-less IP networics, to a protocol in use across the Internet and at the core of the 
next generation of commercial telephony networks with their hybrid IP/TDM networks. 
Much work has been done to enhance SIP to support the QoS and other regulatory 
requirements, and it appears that most are now close to resolution 

With large-scale deployments such as Vonage and Yahoo IBB, and SIP phones now being 
mass-produced and available forimder $100, the residential and SOHO markets are 
beginning to take off. At the same time, the increasing availability of SIP-enabled PBX 
solutions is driving enterprise adoption, and SIP deployments by the major carriers to 
replace the PSTN will start once all the regulatory issues are resolved. Every indication 
is that this combination will continue an expcmential growth in SIP usage over the 
coming years. 

The potential demand for VoIP is huge, but it is worth remembering that its users care 
about the services offered and the cost, rather than the underlying technology. Now that 
SIP equipment is becoming easy to install and use, broadband Internet providers can 
provide a basic telephony service at a very low cost, and increasingly they will offer such 
a service. Countering this, there will be increased charging for broadband coimections 
based on bandwidth use, due to the spread of bandwidth-hungry applications, but this is 
unlikely to be at a level to impose a significant cost on audio services. 

As margins are squeezed due to this increased competition, the network will increasingly 
becomes a commodity, and additional services, such as higher quality of service (QoS), 
intercoimection to the PSTN, unified messaging systems, and mobile coverage will be the 
products that can command a premium. 

The main risks to this picture are that 

• the standards diverge as a result of the competing demands of its different uses, 
and that SIP loses the simplicity, interoperability and flexibility on which it was 
based 

• the regulators limit the use of SIP telephony, or incumbent telephony suppliers 
maintain their monopoly grip and limit competition in the network provision 

• SIP is dropped for use in next generation networks because its advantages are 
overwhelmed by commercial and regulatory requirements. 

However, SIP has the opportunity to provide a flexible framework for tme telephony 
interoperability between fixed, wireless, free and commercial services, and to provide 
seamless enhanced services across multiple networks. 
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Many powerful organizations are backing the use of SIP. Not all of them will be winners 
as a result of its success. Which ones are depends crucially on how the protocol develops 
and is deployed. If the protocol remains open and interoperable, then the user will 
benefit firom increased competition and enhanced services. However, if the protocol 
becomes non-interoperable islands, then this promise will be delayed, although it seems 
unlikely that this progress will be stopped completely. 
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9 Further information 



9.1 Web-sites 



SIP working group 
Official site 
Supplemental site 

SIPPING working group 
Official site 
Supplemental site 

SIMPLE working group 

Official site 
Supplemental site 



Others 

SP Centre 
Sff Forum 
Henning's SIP pages 
PacketCable 



http'7/www.ietf.org/htniLcharters/sip-charter.html 
www.softarmor.com/sipwg 



http://www.ietf.org/html.charters/sipping-charter.html 
www.softarmor.com/sipping 



http://www.ietf org/html.charters/simpie-chartcr.htnl 
www.softarmor.com/simple 



www.sipcenter.com 
www.sipfonmLorg 
www.cs.columbia,edu/sip 
www.packetcable.com 
Multiservice Switching Forum (MSF) 

www.msforum.org 
International Packet Communications Consortium (IPCC) 
www.packetconun.org 



9.2 IETF RFCs and drafts 

9.2.1 Application Control with traditional keypad 

RFC 2833 RTP Payload for DTMF Digits, 

Telephony Tones and Telephony Signals 

9.2.2 Eariy media 

RFC 3311 SIP UPDATE message 

RFC 3262 Reliability of Provisional Responses 

draft-camarilio-sipping-early-media-02.txt 

Early Media and Ringing Tone Generation in SiP 

9.2.3 Overlap dialing 

RFC 3578 Mapping of Integrated Services Digital Network 

(ISDN) User Part (ISUP) Overlap Signalling to SIP 
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9.2.4 



3G Mobile 



RFC 3320 Signaling Compression (SigComp) 

RFC 3327 SIP Extension for Registering 

Non-Adjacent Contacts 
RFC 3485 The SIP and SDP Static Dictionary for 

Signaling Compression (SigComp) 
draft-ietf-sipping-3gpp-r5-requirements-O0.txt 

3rd-Generation Partnership Project (3GPP) Release 

5 requirements on SIP 



9.2.5 AAA and security 



draft-ietf-sip-authid-body-02 
draft-ietf-sip-identity-0 1 



draft-ietf-sip-smime-aes-0 1 
draft-ietf-sipping-aaa-req-03.txt 



9.2.6 



SIP Authenticated Identity Body (AIB) Format 
Enhancements for Authenticated 
Identity Management in SIP 
S/MIME AES Requirement for SIP 
Authentication, Authorization and 
Accounting Requirements for SIP 
drait-mahy-sipping-smime-vs-digest-0 1 .txt 

Discussion of suitability: S/MIME 
instead of Digest Authentication in SIP 
draft-jennings-^ippmg-certs-O I Certificate Discover for SIP 

Caller Preferences 



draft-ietf-sip-callerprefs-09 
draft-ietf-sip-callee-caps-00 



9.2.7 Conferencing 

draft-ietf-5ipping-3pcc-04 



Caller Preferences for SIP 

Indicating User Agent Capabilities in the 

Session Initiation Protocol (SIP) 



9.2.8 



Best Current Practices for 
Third Party Call Control in SIP 
draft-rosenberg-sipping-conferencing-framework-0 1 .txt 

A Framework for Conferencing with SIP 

NAT and firewall traversal 



RFC 3489 
RFC 3581 

draft-ietf-mmusic-sdp4nat-05 
draft-ietf-mmusic-rtsp^at-0 1 



draft-rosenberg-midcom-tum-0 1 
draft-rosenberg-sipping-ice-0 1 



STUN - Simple Traversal of UDP Through NATs 

An extension to SIP for 

Symmetric Response Routing 

RTCP attribute in SDP 

How to Enable Real-Time Streaming 

Protocol (RTSP) traverse 

Network Address Translators (NAT) 

and intact with Firewalls. 

Traversal Using Relay NAT (TURN) 

Interactive Connectivity Estaljlishment (ICE): 

A Methodology for NAT Traversal for SIP 



Copyright® 2002-2004 Data Connection Limited. All Rights Reserved. 
http-7/www.dataconnection.com 



Page 48 



9.2.9 



Device configuration 



RFC 336 1 DHCP Option for SIP 

draft-ietf-sipping-config-framework-OO 

A Framework for Sff User Agent Configuration 
draft-ietf-sip-mib-O? Management Information Base for 

Session Initiation Protocol (SIP) 

9.2.10 Presence and instant IMessagIng 

RFC 3265 SIP Specific Event Notification 

RFC 3428 Session Initiation Protocol 

Extension for Instant Messaging 
drafl-ietf-simple-message-sessions-0 1 

Instant Message Sessions in SIMPLE 
draft-ietf-simple-presence-lO A Presence Event Package for the 

Session Initiation Protocol (SIP) 
draft-houri-simple-arch-0 1 SIP/SIMPLE Based Presence and IM Architecture 

9.2.11 QoS 

RFC 33 12 Integration of Resource Management and SIP 

RFC 3313 Private SIP Extensions for Media Authorization 

draft-ietf-sip-resource-priority-0 1 .txt 

Communications Resource Priority for SIP 

9.2.12 Ottier documents 

MSF Technical Report MSF-TR-QoS-OOl-FINAL 

Quality of Service for Next Generation Voice over 
IP Networks 

PacketCable Specification PKT-SP-DQOS.I03_021 1 16 

PacketCable Dynamic Quality of 
Service Specification 
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10 About Data Connection Limited 



Data Connection Limited (DCL) is the leading independent developer and supplier of 
portable protocol software suites for VoIP (SIP, MGCP, Megaco), VPN (RFC 2547 
MPLS/BGP, Martini, VPLS), BP Routing (OSPF, IS-IS, BGP, CSPF), MPLS (GMPLS, 
UNI, NNT), ATM (PNNI, SPVC, UNI) and SNA, and Conferencing, Messaging, and 
Directory solutions. Customers include Alcatel, Cabletron, Cisco, Fujitsu, Hewlett- 
Packard, Hitachi, IBM Corp., Microsoft, Mitel, NEC, Nortel, Siemens, SGI and Sun. 

DCL is headquartered in London UK, with US offices in Reston, VA and Alameda, CA. 
It was founded in 1981 and is privately held. During each of the past 21 years its profits 
have exceeded 20% of revenue. Last year, sales exceeded $40 million, of which over 
90% were outside the UK, mostly in the US. Even through the current severe downturn. 
Data Connection's financial position remains secure, as does its employee base: its 200+ 
software engineers have an average length of service of 8 years, with turnover of <3% 



DC-SIP provides a complete SIP User Agent and Proxy toolkit for building high- 
performance SIP devices. DC-SIP supports the latest RFCs, including RFC 3261 and 
many extensions, and is used by customers around the world to build scalable and robust 
SIP devices. DC-SIP is supplied pre-integrated with Windows, Solaris, Linux, VxWorks, 
OSE and LynxOS, and is readily ported to other environments. 

All of the Data Connection protocol implementations are designed for scalability, 
distribution across multiple processors, and fault tolerance. We have extremely 
consistent development processes that result in on-time delivery of highly robxist and 
efficient software. This is backed up by an exceptionally responsive and expert support 
service, staffed by engineers with direct experience in developing the protocol solutions. 

DCL also supplies integrated solutions incorporating SIP and its other technologies in 
web-conferencing and imified messaging solutions, and as a complete class 5 
replacement switch through its Metaswitch division. 

Data Connection is a trademark of Data Connection Limited and Data Connection 
Corporation. All other trademarks and registered trademarks are the property of their 
respective owners. 




annually. 
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1 Introduction 



1.1 Background 

A history of mergers and acquisitions in the telecommunications industry has left 
many large carriers with voice messaging networks and systems from multiple 
vendors and with differing generations of technology. Carriers are looking for ways 
to offer broader messaging capabilities to subscribers without losing the investment 
in these legacy voicemail systems - but these systems were rarely designed to operate 
in a heterogeneous environment. Their lack of interoperability means that it is often 
diflScult to offer even basic inter-system messaging. 

Integrating wireline and wireless voicemail systems presents a similar problem. As 
individual carriers increasingly play a role in both wireline and wireless arenas, it 
becomes important to present a coherent messaging interface in both spaces to 
present a consistent identity, and simplify the user experience. 

Carriers need to find ways to reduce operating costs. It may not be viable to migrate 
all users to a single voice messaging system, but by integrating the current, disparate 
systems, the carrier can simplify the administration of the combined platforms, and 
this reduces the costs of administration. 



1 .2 About this document 

This white paper sets out 

• the requirements for integrating voicemail systems 

• a solution that Data Connection has created (in partnership with a large US 
carrier) that meets these requirements. 

The specific requirements of any particular voicemail integration project will differ 
according to the carrier's objectives and according to the subset of legacy equipment 
The solution presented in this white paper cannot be a comprehensive design to fit all 
scenarios, and the development of any integration solution will always require close 
consultation with the individual carrier to ensure an appropriate system is deployed. 
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1.3 



About Data Connection 



Data Connection has an unparalleled level of experience in legacy voicemail 
integration. As well as working with large North American telecommunications 
companies on solutions for over 10 years, we are also a key software messaging and 
directory technology supplier to several of the primary voicemail equipment 
manufacturers. 

Data Connection is the leading independent developer and supplier of conferencing 
and next-generation messaging platforms, including voicemail, email, and imified 
messaging solutions. The company is also the leader in portable protocol stacks such 
as IP Routmg, MPLS, ATM, SIP, MGCP/Megaco, SCTP, and SNA. Customers 
include SBC, Verizon, Colt, Microsoft, IBM. Cisco, Fujitsu, Hewlett-Packard, 
Hitachi, Lucent, Nortel Networks, SGI, Siemens and Sun. 

Data Connection was founded in 1981 and is privately held. It is headquartered in 
London UK, with US offices in Reston, VA, Alameda, CA and Dallas, TX. For the 
financial year to August 31, 2003, earnings were $12M on revenues of $39M, 
representing the company's 22nd straight year of strong profitability supplying 
telecoms technology to carrier and OEM customers. 



1.4 Contact 

For further information please contact: 
John Palombo 

VP Sales, Intemet Applications Group 
Data Connection Ltd (DCL) 

12007 Sunrise Valley Drive 
Reston, VA 20191 

Tel: (703)715-4914 
Fax: (703) 648-1480 
Email: jp@dataconnection.com 

Web: http:/Avww.dataconnection.com 



Graeme MacArthur 

VP, Intemet Applications Group 

Data Connection Ltd (DCL) 

100 Church Street 
Enfield. UK EN2 6BQ 

Tel: (+44)20 8366 1177 
Fax: (+44) 20 8363 1039 
Email: gmcaraldataconnection.com 
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2 Requirements 



2.1 Why integrate messaging systems? 

Many carriers find themselves in the position of operating two (or more!) messaging 
platforms, and it may not be viable to migrate all users to a common platfonn. 

In heterogeneous voice messaging networks, a carrier's subscribers are spread across 
equipment of different types, from different manufacturers, and with varying degrees 
of out-of-the-box interoperability. Integrating these heterogeneoas messaging 
systems allows inter-system messaging - the ability of one voice messaging 
subscriber on platform 'A' to send a message to another subscriber on platform 'B*. 

• This may be desirable as a new end-user feature in itself For example, a 
carrier operating both wireless and wireline networks can introduce the 
ability to send messages between both platforms. 

• A carrier may wish to introduce a next-generation platform to offer new 
services. By integrating with the legacy system, only a subset of subscribers 
(typically those who are paying for new features) needs to be migrated to the 
new system, without loss of function to existing subscribers. 

Integrating messaging platforms can also benefit the carrier by providing a common 
administration platform, simplifying operations and therefore reducing the ongoing 

costs. 



2.2 Overview of requirements 

For inter-system messaging to be viable, the following features are required. 

• A common transport for platform *A' to communicate with platform 'B'. 

• A way for subscribers on each platform to address messages so that they are 
routed across the common transport correctly. 

• Either a common message format, or a mechanism to convert message 
formats while relaying messages between the two platforms. 

• A common management platform to allow operators to manage tlie disparate 
systems from a common interface and to allow easy migration of 
configuration information between the systems. 

In addition, an integrated voicemail system must conform to any regulatory 
requirements. 

The remainder of this section discusses each of these items in more detail. 
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2.3 Common transport 



Legacy voicemail equipment was designed to work with the public switched 
telephone network (PSTN). The common interfaces are PSTN interfaces such as PRI 
and SMDI connections. These interfaces remain the primary way that users interact 
with the voicemail platform, but they are not a convenient transport mechanism for 
server-to-server inter-system messaging between dissimilar platforms. 

Fortunately, the vast majority of the voice-messaging equipment deployed today 
exposes some level of IP connectivity. IP offers the following benefits. 

• Carriers typically have IP backbones that can link geographically dispersed 
voicemail platforms. 

• IP allows the use of standard general-purpose servers to integrate the legacy 
platforms without the need to introduce further PSTN- VoIP gateways. 

• IP offers open standards for store and forward messaging. 

Tf TP-based connectivity is not available on one of the platforms in the heterogeneous 
network then it is sometimes possible to migrate those subscribers who arc on that 
'non-IP* platform to an IP-enabled platform with spare capacity. 



2.4 Subscriber database integration 

Each voicemail system will have its own subscriber database, with an associated 
provisioning and billing/reporting system. In a heterogeneous network, a carrier may 
have implemented a meta-provisioniug layer that presents a conmion provisioning 
uiterface across all platforms. Even so, it is still usually true that the subscriber 
information is maintained in several segregated stores, each store associated with one 
platform, geographical location, or operational center. 

To facilitate and control inter-system messaging in a heterogeneous environment, it is 
very useful to have a consolidated and unified store of all subscriber information. 
Typically, this is a centralized LDAP (Lightweight Database Access Protocol) 
directoiy service that provides a central point of provisioning and subscriber 
management This directory service also ensures that when sending or receiving 
messages between platforms, appropriate steps are taken to 

• route the message correctly in the messaging backbone 

• address the message correctly for delivciy on the target platform 

• map the originator address correctly to allow message reply function 

• perform suitable message body conversion if the message format is different 
between the two platforms 

• appty regulatoiy messaging restrictions. 
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2.5 Message fomnat 



2.5.1 Messaging standards 

Voicemail systems that offer IP-based connectivity typically iise one of the following 
open standards. 

* AMIS-O - a definition for voice messaging using the X.400 messaging 
protocols. It has fallen out of fashion in a similar way to the X.400 protocol 
itself, but a few carriers still have AMIS-D systems in their voice messaging 
networks. 

• VPIM - a definition for voice messaging using the SMTP/MIME messaging 
protocols. SMTP is the most prevalent system for e-mail, and VPIM is 
becoming the protocol of choice for inter-system voice messaging. Many 
voicemail equipment manufacturers offer VPIM interfaces today, or at least 
have one in development 

If a carrier's voice messaging network includes a mix of AMIS-D and VPIM 
equipment then an AMIS-D <-> VPIM gateway is required (which will include an 
X.400<->SMTP gateway). 

Even in a network comprised completely of VPTM-capable equipment from different 
vendors, the differing interpretation of open standards often prevents directly 
connecting these systems and achieving seamless interoperability. This can be due to 
issues such as the disjoint subscriber databases, differing addressing schemes, or even 
different codec support for die encoding of voice body parts. 

2.5.2 Address transformation 

The mediod that a voice messaging system uses to address internal mailbox-to- 
mailbox messages is not always the same as the scheme used when the message is to 
leave the platform (even in homogeneous environments). Internally the platform will 
typically use a subscriber's phone nimibcr as the unique identifier, as this is what the 
originator will typically enter, or locate via a short-code, when composing a message 
(or it will be available in the header of a message to which they are replying). 

Mailbox-to-mailbox messages that leave the platform over an IP interface will 
typically have an e-mail based addressing scheme (SMTP for VPIM systems, and 
X.400 for AMIS-D and some other legacy platfomis). This addressing scheme is 
usually designed to facilitate server-to-server message relay in homogeneous 
environments and may not be a suitable or interoperable addressing scheme for 
messaging between different vendors' solutions. This is clearly true when going 
between AMIS-D and VPIM, but it is also true in many AMIS-D only or VPIM-only 
heterogeneous architectures. 

The message gateway used to connect the legacy systems will typically be 
responsible for performing transformations on the incoming 'recipient* and 
'originator' addresses to accommodate any incompatibilities in addressing schemes 
employed on the different platforms. The 'originator' address is transformed to allow 
the use of this address by the recipient for message reply operations. 
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2.5.3 



Body part conversion 



Just as the voice message can be addressed in different ways, the actual contents of 
the message can be encoded in varying ways by different systems. The key 
differences are as follows. 

• Messaging standard (e.g. VPIM which uses MIME body parts, whereas 
AMIS-D uses P22 body parts). 

• Body part encoding (e.g. a MIME VPIM attachment may be 'binary' /basc- 
64', or 'quoted-printable'). 

• Voice encoding, i.e. the codec used (e.g. G.7 1 1 , G.726, 32k ADPCM, etc). 

If different systems in the voice messaging network do not have a common format 
then the messaging gateway will have to be able to convert the message contents 
during message relay. This may require on-the-fly voice message transcoding, which 
(depending on the codecs involved) can be a high computational overhead. 



2.6 Common management 

In order to provide inter-system messaging, subscriber addressing information from 
all of the disparate messaging systems needs to be accessible from each. To achieve 
this, the subscriber information needs to be combined in a centralized database (or if 
this is not feasible, the separate databases need to be at least synchronized and 
accessible by all message systems 

Similarly, billing systems may also need to be coordinated. 

Operational costs can be reduced if all subscriber administration and billing can be 
handled through a single, combined system. 



2.7 Regulatory requirements 

In the United States, regulatory restrictions mean that certain carriers are not allowed 
to provide mailbox-to-mailbox voice messaging between Local Access Transport 
Areas (LATAs). It is therefore a legal requirement for some carriers that, if they are 
allowing subscribers to send inter-system messages, they determine the LATA 
location of originator and recipient, and prevent message relay when they are 
different 
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In certain areas, a carrier may have been given long-distance (LD) relief, and may be 
allowed to offer inter-LATA messaging. It is also true that even if a carrier is 
prevented from providing public inter-LATA messaging, the carrier is allowed to 
operate as its own long-distance provider within the organization. The legacy 
voicemail integration solution should therefore ofTer the following features: 

• Correct identification of originator and recipient LATA 

• Blocking of inter-LATA messages where no LD relief exists, and where 
either recipient or originator is not a carrier employee. 



Copyright (g> 2004 Data Connection Limited. All Rights Reserved. 
http://www.datacGnnection.cQm 



Page? 



3 Integration solution 



This section provides an overview of a voicemail integration solution developed by 
Data Connection. 




Figure 1. Integration of Legacy Voicemail Platforms 



The two key components in the solution arc: 

• Unified Subscriber Directory 

• Messaging Gateway 
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3.1 Unified subscriber directory 

Data Connection's directory server DC-Directory is used as a central store for the 
collected subscriber information from all legacy voicemail systems. This can replace 
the subscriber store of the individual platforms, or they can co-exist using 
synchronization to ensure that the data is current in both locations. The method of 
synchronization is dependent on the interfeces that the legacy platform exposes. 
Initial population requires a bulk load of data into DC-Directory, and then future 
modifications are made by live updates, or scheduled mcremental updates. 




Figure 2« Bulk Load of Unified Directory 

Bulk load requires a suitable mechanism for export of the subscriber data from the 
legacy voicemail platforms. This can be as simple as dumping the subscriber 
database to a fixed format file. This can then be pre-processed into a format suitable 
for import into the Unified Directory. The pre-processing step can be used to flag 
any data inconsistency and to normalize any variation in data formats from differing 
legacy systems. 

One of the benefits of deploying a unified subscriber directory is that legacy platform 
provisioning may be centralized. By providing synchronization in the opposite 
direction, the imified subscriber directory may become the central point of 
provisioning and billing for all platforms. 
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Figure 3. Centralized Provisioning thougb tlie Unified Directory 

In some situations it may even be possible to remove tlie legacy platforms subscriber 
data store and have the legacy platform contact the Unified Directory for subscriber 
information. This reduces data duplication, but is depends on the legacy voicemail 
platform having enough flexibility to support an external directory - either by using 
LDAP calls directly, or by exposing a proprietary API or protocol that can be mapped 
to a set of LDAP calls. 

If inter-LATA messaging is under regulatory restrictions then additional subscriber 
information must be available in the unified subscriber directory that is not normally 
stored per-subscriber in the legacy platforms. These additional fields can be derived 
or generated from other sources: 

• LATA 

• Carrier employee. 

In situations where long-distance relief has been granted for some LATAs, the 
unified directory will also be the store for die data detailing which inter-LATA 
restrictions arc in place. 
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3.2 



Message gateway 



Data Connection's integrated messaging server, MailNGen/Connect, provides the 
message gateway function that enables inter-system voice messaging. 




Figure 4. Message Gateivay Operation 

When John Doe sends a voice message addressed to subscriber Jim Smith, Platform 
A identifies Jim Smith as being a subscriber on a different platform, and so routes the 
message over IP to the message gateway. The message gateway receives the 
message and compares the LATA information of John Doe and Jim Smith to check 
that inter-system messaging is allowed. 

Depending on the type of systems Platform A and B, the following steps may be 
performed: 

• message type conversion (e.g. SMTP to X.400) 

• originator and recipient address transformation, for correct message routing 
and reply function 

• body part conversion and/or transcoding. 
MailNGen/Connect can handle a range of message conversions, including: 

• Voice messaging system: VPIM, AMIS-D, proprietary 

• Messaging transport: SMTP, X.400 

• Codec: G.71 1, 0.726, 32kbps ADPCM, 16kbps RELP 

• Encoding: base-64, binary, quoted-printable, ASN. 1/binary. 
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3.3 Key features 

The key features of the MailNGen/Connect solution are as follows. 

• Connectivity and interoperability 

• Supporting the key internet standards (RFCs) and ITU standards 
(X.400) for voice and electronic messaging 

• Seamless gatewaying and migration capability between messaging 
platforms from a variety of vendors including Comverse, Unisys, 
DigitalSound (PulsePoint) and Octel legacy platforms and multi- 
media internet-based messaging systems 

• Directory-enabled, using LDAP for all configuration and subscriber 
information 

• Mature, extensively tested protocol engines (for both conformance 
and interoperability) 

• Multi-platform support 

• Solaris 

• HP-UX 

• Linux 

• Powerful messaging services 

• Scalable 

• High performance - gatewaying many messages per second 

• Reliable - continuous operation 

• Efficient - providing single-mstance store for multi-recipient 

messages 

• Operational management 

• System monitoring 

System alarms and operational statistics are generated. This 
information could be displayed by connecting the server to standard 
management woikstations (such as HP OpenView). 

• Connection control and bandwidth management 

Automatic throttle-back protects against DoS attacks, and protection 
against open relay lessens the possibility of exploitation by 
spammers. 
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Fault reporting 



A series of diagnostic logs is created to provide the information 
needed to accompany a feult report to ensure rapid resolution of a 
problem. 

• System control 

Local management commands are provided to control the execution 
of the server. 

• Service management 

A permanent log of the system's operation is provided for 
accounting and auditing, and to enable secure message tracking. 

• Web management 

A Java-based web console allows both system monitoring and 
system control. 

• Configuration 

• Via a simple Windows GUI application, which defines which remote 
messaging servers MailNGen/Connect connects to and the set of 
rules it uses to map email addresses and route messages. 

• Support and consultancy 

• Product wholly developed by Data Connection, so our engineers are 
highly knowledgeable about the system 

• Comprehensive support and maintenance service 

• Professional consultancy services 
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4 Conclusion 



Many carriers and service providers find themselves in a position where they have a 
variety of different and at best semi-compatible voicemail systems which they would 
like to upgrade both to reduce operating expenses and to offer new services, without 
losing their considerable investment in these legacy systems. 

One solution to this problem is to enhance the legacy systems so that they can 
communicate directly and be managed through common protocols, such as VPIM 
and LDAP. However, in practice, this can be difficult to achieve. 

• Every legacy system has to be upgraded to work with every other system 
deployed in the network. 

• Many of the conunon standards are open to interpretation, meaning that two 
implementations of the same standard may well not interoperate, which 
increases development and testing costs in the legacy systems. 

• Vendors arc reluctant to invest significant development dollars in old 
equipment that is at or close to being end-of-life - both because of the sheer 
cost and the non-strategic nature of the investment. 

An alternative solution is to use a single intermediary system tiiat is dedicated to 
talking the right language to each legacy systenL This can provide a cost effective 
and timely solution to the problem. 

• It reduces the number of different interconnects that have to be agreed. 

• Providing that the legacy systems provide some level of inter-messaging 
system communications, it is possible to fully integrate the legacy systems 
together without requiring any changes to ttxetiL The intermediary system 
can provide all of the required conq>ensations for interoperability. 

• The cost of implementing an intermediary system that has been specifically 
designed to interoperate with a wide variety of systems is likely to be a 
fraction of the cost of upgrading a legacy system. 

• Unifying the management of the disparate systems through the use of a 
master directory (for example, using LDAP) can also improve and simplify 
the integration with other back office systems such as those for billing and 
management. It also opens the way for adding other enhanced services such 
as subscriber self-care over a web-based interface. 

Data Cormection has a wealth of experience in integrating together legacy voicemail 
systems. Through a combination of providing both off-the-shelf products and 
development services Data Connection can help Service Providers develop their 
voicemail capabilities in a timely and cost effective manner which preserves and 
maximizes the use of their existing capital investments. 
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MailNGen provides voicemall, email, webmail and fax 
messaging services, suitable for VoIP and traditional 
networks, with universal access from the phone and 
the desl^top. 

its broad range of features and functionality allows 
Service Providers to offer value-added messaging 
services to consumers, businesses, and virtual ISPs. 

MailNGen features Include 



• unified 
mailbox for 

voicemall, fax 
and email 
messages 

• universal 
access: listen 
to emails over 
the phone, 
play voicemails 
over the web, 
forward faxes 
as email, etc. 

• VoIP support 
to access the 
mailbox In 
next- 
generation 
networks 

• proven 
scalability to 
millions of 
mailboxes on a 
single, 
centrally 
administered 
fault tolerant 
system, using 
our unique 
distributed 
architecture 

• flexible, 
customizable 
web and 



Download the 
MailNGen brochure 
Read our White 
Paper on Integrating 
Voicemall Systems 
Request more 
information 
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telephony Uls 
suitable for re- 
branded and 
co-branded 
deployments 

• full multi- 
foidered IMAP- 
based 
webmail 
Interface 

• Integrated 
address book 

• a rich 
administrative 
Ul including 
quota 

management 
capabilities 

• web-based 
self-care 
screens to 
reduce 

administrative 
overhead 

• fully 
standards- 
compliant 
{IMAP. POP. 
SMTP, VoIP, 
PSTN. HTTP, 
VPIM, VXML, 

MallNGen's rich feature set makes it suitable for 
deployment in a variety of messaging applications, 
from basic voicemail or email systems through to ftjil 
unified messa ging for millions of mailboxes. 

Proven technology 

Data Connection has been a leading supplier of 
messaging solutions since 1987, supplying 
componentry to OEMs - such as Miaosoft (Exchange) 
and Lotus (ccMail) - and packaged solutions to 
Service Providers and large end-users - such as 
COLT Telecom, the US Department of Defense and 
Citigroup. 

MailNGen is built upon proven Data Connection 
Infrastructure components including our scalable, 
distributed LDAP directory . 



Home 

email: lnf6@dataconnectlon.com 
Copyright 1998 - 2004 Data Connection Ltd 
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Just as many service providers are looking to converge their voice and data 
networks, users can see the advantage of unifying their mailboxes for 
voicemail, email, and fax messages. 

Combining MailNGen's internet email and voicemail function gives everything a 
service provider needs to offer a rich Unified Messaging service, including 

• universal access to all message types from telephone, web or email 

• a single message store for all message types, as the solution has been 
architected to support Unified Messaging from the start 

• support for VoIP access 

• VoiceXML support, allowing rapid development of enhancements 

• integration with third-party text-to-speech solutions, so that email can be 
accessed over the Telephony User Interface. 
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MailNGen's architecture scales for massive fault-tolerant deployments, 
supporting millions of registered subscriber mailboxes. The key to our 
scalability and fault tolerance is a high level of distribution, under which no 
single component is critical to the servicing of any mailbox - any component 
can fail without compromising access to any part of the service. 



Download the MailNGen brochure 
Request more Information 



email: info@d ataconneclion.cofn 
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MeetingServer 



The award-winning web conferencing solution for 
Service Providers 



MeetingServer is a carrier-grade, high-function, web 
conference server solution that allows Service Providers 
to deploy a robust, scalable, manageable web 
conferencing sen^ice to consumers, enterprises and 
virtual ISPs. 

MeetingServer is also suitable for deployment directly 
within large enterprises that want to have the closer 
control ' and lower costs - that only a powerful, flexible In- 
house web conferencing system can provide. 



"Deployment of 
MeetingServer is likely 
to allow Service 
Pnjviders to gain a 
better position in the 
conferenahg rriafkef- 
Jim Regan, Frost & 
Sullivan 




Web conferencing feature overview 



Easy-to-use, firewall- ■hmm^mwh^^mm^^^^^^mmm 

friendly web conferencing 
with high-performance 

application sharing, • Download the Product Infomnation 

annotations, slide shows. (243KB) 

whiteboard, voting web • Download a detailed MeetingServer 

video, and chat. ' Feature List (52KB) 
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• A scalable architecture • Request a deoio of MeetingServer 
supporting thousands of 

concurrent conferences 

and millions of registered m^^^^m^^^^^^^^^^^^^^m 

users on a single server 
farm installation. 

• Reservationless web 
conference scheduling 
with email invitation. 

• integrated with third-party 
audio bridges to provide an 
Integrated roster of web 
and audio participants. 

• The ability to record both 
the audio and data 
portions of a conference 
easily. Recordings can 
then be managed, 
annotated and published. 

• A flexible, customizable Ul 
suitable for rebranding 
and co-branding 
deployments. 

• A range of security 
faatures including 
encrypted conferences. 



Web conferencing technology 

Data Connection has been the leading supplier of web conferencing technology to the 
industry's OEMs and Sen/ice Providers since 1991. with our software used by 
PictureTel. IBM, Sun Microsystems, SGI. Cisco and Latitude, in products such as 
SunForum and MeetingPlace. 

This same technology is at the heart of Data Connection's packaged web conferencing 
solution. MeetingServer. which boasts the widest range of functionality and the highest 
performance of any web conference server. 



For more information about Data Connection's web conferencing solutions, please 
contact meetinffserverfadataconnection.com . 



Home 

emaB: inftKgdataconnection.com 
Copyrigrit 1998 - 2005 Data Connection Ltd 
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MeetingSeiver 



The web conferencing solution for Service Providers 



MeetingServer is a carrier-grade, high-function, 
conference server solution that allows Service 
Providers to deploy a robust, scalable, manageable 
web conferencing service to consumers, 
enterprises and virtual ISPs. 

MeetingServer is also suitable for deployment 
directly within large enterprises that want to have 
the closer control - and lower costs - that only a 
powerful, flexible In-house system can provide. 



"Deployment of 
MeetingServer is 
likely to allow Service 
Providers to gain a 
better position in ttie 
conferencing market* 
- Jim Regan. Frost & 
Sullivan 
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Web conferencing feature overview 



Easy-to-use. firewall- 
friendly web 



5IS?r;jL"n5ff • Download the Product Sp^Shg^t 

slide Shows, whiteboard. . 3 ^ MeetingServer 
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voting, web video, and 
chat 

• A scalable architectu re 
supporting thousands of 
concunrent conferences 
and millions of 
registered users on a 
single server fanii 
installation. 

• Reservationless web 
conference scheduling 
with email invitation. 

• Integrated with third- 
party audio bridges to 
provide an integrated 
roster of web and audio 
participants. 

• The ability to record 
both the audio and 
data portions of a 
conference easily. 
Recordings can then be 
managed, annotated 
and published. 

• A flexible, customizable 
Ul suitable for 
rebranding and co- 
branding deployments. 

• A range of security 
features including 
encrypted conferences. 



Web conferencing technology 

Data Connection has been the leading supplier of web conferencing technology 
to the industry's OEMs and Service Providers since 1991 . with our software 
used by PictureTel, IBM, Sun Microsystems. SGI. Cisco and Latitude, in 
products such as SunForum and MeetingPlace. 

This same technology is at the heart of Data Connection's packaged web 
conferencing solution, MeetlngSen/er, which boasts the widest range of 
functionality and the highest performance of any conference server. 



For more Information about Data Connection's conferencing solutions, please 
contact meetinqserver@dataconnection.com . 



Home 

emafl: inftxSdataconnection.com 
Copyright 1998 - 2004 Data Connection Ltd 
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MeetingServer 



Web conferencing architecture 

MeetingServer's architecture is optimized for large-scale Service Provider 
deployments, supporting 10,000s of simultaneous web conferencing users 
(ports), but is also available for entry-level single server systems. A deployment 
can easily be enlarged simply by adding new servers, with no conference 
downtime. 

The following diagram illustrates a distributed multi-server web conferencing 
deployment based on MeetingServer. The components shown in the diagram 
are described below. 
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• Front-end web servers provide the web-based user interface. 

• Conference servers control active web conferences. 

• Recording servers record both the audio and web parts of the 
conference as required. 

« Streaming servers provide real-time streaming of recorded 

• conferences. 

In each server farm, multiple servers can be used for load balancing and fault 
tolerance. If you are setting a small conferencing deployment you may not 
need this, and can install all the confierendng features on a single server. 

MeetingServer is integrated with audio bridges from several third-party 
vendors to offer a combined web and phone-based audio conferencing 



http://www,dataconnection.coni/conferencing/meetingserver_arch.htm 



7/20/2004 



'^MeetingServer architecture and integration - features of Data Connection's web conferenc... Page 2 of 2 



solution. Different audio bridge types can be used in a single MeetingServer 
deployment, presenting a unified conference bridge interface to users. 



MeetingServer integration 

When a Service Provider deploys a web conferencing service, it needs to 
ensure that the system meshes with other elements of the features it offers to 
its customers. MeetingServer is easily integrated with elements like billing, 
scheduling and authentication, and the interface look-and-feel can be 
customized for tailored, rebranded deployments. Data Connection can provide 
experienced Profiessional Services engineers to help. 

Scheduling 

MeetingServer uses a reservationless, "on demand" model for conference 
scheduling. As a result, no integration of scheduling databases is required. 

Billing 

MeetingServer writes billing information to a database. It is simple to configure 
MeetingServer to write this information into the appropriate fields of an existing, 
extemal billing database to combine web and audio conferencing details. 

Authentication 

For security purposes, some deployments require users to be authenticated 
before joining the conference. MeetingServer uses a simple HTTP 
request/response interface to authenticate clients with an extemal web server. 
No integration of user databases is required. 

Branding 

MeetingServer can be branded to project your own look-and-feel, and 
intemationallzed, by simply modifying text-based template files. 



For more infonnation about Data Connection's conferencing solutions, please 
contact meetingser ver@d ataconnection.com . 
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